17:50:46 +07:00

Bd QUOC PHONG CONG HOA XA HOI CHU NGHTA VIET NAM
boc 1ap - Tw do - Hanh phtc

s0: /2025/TT-BQP Ha Noi, ngay  thang f nam 2025

THONG Tu
Ban hanh “Quy chuan k¥ thuat qudc gia vé xac thuc
lvu tri tai liéu s6 lau dai cua cac co quan Bang, Nha nuwéc”

Can cl¥ Luat Tiéu chuan va Quy chuan k§ thuat ngay 29 thang 6 nam 2006;

Can clr Luat Giao dich dién tr ngay 22 thang 6 nam 2023;

Can ctr Luat Lwu trir ngay 21 thang 6 nam 2024;

Can c* Nghi dinh sd6 127/2007/NB-CP ngay 01 thang 8 nam 2007 cua
Chinh phd quy dinh chi tié€t thi hanh moét so diéu cta Luat Tiéu chuan va Quy
chuan ky thuat; Nghi dinh s6 78/2018/NDB-CP ngay 16 thadng 5 nam 2018 cla
Chinh phu sra doi, bd sung mot so diéu clia Nghi dinh s6 127/2007/NB-CP
ngay 01 thdng 8 nam 2007 cla Chinh phu quy dinh chi tié€t thi hanh mot so diéu
cla Luat Tiéu chuan va Quy chuan ky thuat;

Can ct Nghi dinh s6 09/2014/ND-CP ngay 27 thang 01 nam 2014 cula
Chinh pht quy dinh chc ndng, nhiém vu, quyén han va co cau to chic clia Ban
Coyéu Chinh phd;

Can ct Nghi dinh s6 01/2022/NDB-CP ngay 30 thang 11 nam 2022 cla
Chinh pht quy dinh chitrc ndng, nhiém vu, quyén han va co cau to chirc clia Bo
Quéc phong; Nghi dinh sé 03/2025/NB-CP ngay 28 thang 02 nam 2025 cla
Chinh phu, stta doi, bd sung mot sd diéu ctia Nghi dinh s6 01/2022/ND-CP ngay
30 thang 11 nam 2022 cua Chinh phd quy dinh chirc nang, nhiém vy, quyén han
va co cdu to chirc clia BO Quoc phong;

Can ct Nghi dinh s6 68/2024/NDB-CP ngay 25 thang 6 nam 2024 cla
Chinh pht quy dinh vé chii ky s6 chuyén dung céng vu;

Theo dé nghi cta Truéng ban Ban Coyéu Chinh pha;

Bo trwvdng Bd Qudcphong ban hanh Thong tw quy dinh Quy chuén ky thuat
québc gia Ve xac thuc lwu trir tai liéu so lau dai cta cac co quan Dang, Nha nudc.

Diéu 1. Ban hanh kém theo Théng tv nay Quy chuan ky thuat qudc gia vé
xac thuc lwu triv tai liéu s lau dai cta cac co quan Bang, Nha nuéc.

Ky hiéu: QCVN 16:2025/BQP.

Diéu 2. Thong tw nay co hiéu lyc thi hanh ké tir ngay#2,thang  nam 2025.
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Dbiéu 3. Trwéng ban Ban Co yéu Chinh phi, Thi truéng cac co quan, don vi,
t6 chirc va ca nhan c6 lién quan chiu trach nhiém thi hanh Théng tu nay./.

Noinhan: Bo TRUONG
. Thd twéng Chinh phl, cdc Phé Thi tvdng Chinh pha (dé b/c);
- Cac b0, co quan ngang bd, co quan thuéc Chinh pha;

- Tinh ay/thanh dy, HDND, UBND cac tinh, thanh phé

tryc thudc Trung wong;

- Van phong Trung vong Bang va cac Ban cla Bang;

- Vién phong T6ng Bi thu;

- Véan phong Chu tich nuéc;

- Hoi dong Dan téc va cac Gy ban cGa Qudc hoi;

- Véan phong Qudc hoi;

- Toa an nhén dan toi cao; Pai twéng Phan Van Giang
- Vién kiém sat nhan dan tdi cao;

- Kiém toan nha nwérc;

- 0y ban Trung vong Mat tran T6 qudc Viét Nam;

- Co quan Trung wong cla cac doan thé;

- Ldnh dao BQP;

- Ban Co yéu Chinh pha;

- Van Phong/BQP;

- Cuc Phap ché/BOP;

- Cuc Tiéu chuén - Do lvong - Chét lvgng/BTTM;

-Cong TTDTBQP;

- Lwu: VT, BCY. ATu236.
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L&i néi dau

QCVN 16:2025/BQP do Cuc Chirng thuwc sb va Bao méat théng tin - Ban Co
yéu Chinh phu bién soan, Ban Co yéu Chinh pht trinh duyét, B6 Khoa hoc
va Cong nghé tham dinh, B0 trwdng BO Qudc phong ban hanh theo kém
Thong tw s06..../2025/TT-BQP ngay ... thang ....nam 2025.



QUY CHUAN KY THUAT QUOC GIA
VE XAC THUC LUU TRU TAI LIEU s6 LAU DAl

CUA CAC Co QUAN PANG, NHA NUOC
National technical regulation
on authentication long-term in digital document archives
of party and state agencies
1 QUYDINH CHUNG
18 Pham vi diéu chinh

Quy chuan ky thuat qubc gia nay quy dinh mirc gidi han cac dac tinh ky
thuat vé xac thwc trong hoat déng nghiép vu lwu trir déi véi tai liéu lwu trir s
duoc ky s6 bang chitng thw chi¥ ky s6 chuyén dung céng vu.

1.2 B6i twvong ap dung

Quy chuan ky thuat quoc gia nay ap dung doi véi cac co quan, td chirc, ca
nhan ¢o lién quan khi quan ly, st dung dich vu chirng thwc chir ky s6 chuyén
dung céng vu trong hoat ddng nghiép vu lwu trir d6i véi tai liéu luu trir sb.

1.3 Tai liéu vién dan

Cac Tai liéu vién dan sau la can thiét cho viéc ap dung Quy chuén nay.
Trudrng hop cac Tai liéu vien dan dwoc stra d6i, bé sung hoac thay thé thi ap
dung phién ban mé&i nhét.

Tiéu chuan 1SO 14533-1:2022, Quy trinh, phan tir di¥ liéu va tai liéu trong
thwong mai, cong nghiép va quan tri - ho so chir ky dai han, Phan 1. H6 so chir
ky dién tr ndng cao CMS (CAdES).

Tiéu chuan ISO 14533-2:2021, Quy trinh, phan ttr di¥ liéu va tai liéu trong
thuong mai, cdng nghiép va quan tri - hd so’ chi¥ ky dai han, Phan 2EH6 so chiy
ky dién t&r ndng cao XML (XadES).



QCVN 16:2025/BQP

Tiéu chuan 1SO 14533-3:2017, Quy trinh, phan tlr di¥ liéu va tai liéu trong
thwong mai, coéng nghiép va quan tri - H6 so chir ky dai han, Phan 3: Hb6 so
chir ky dai han cho Chir ky Bién t&r Nang cao PDF (PAdES).

Tiéu chuan 1SO 14533-4:2019, Quy trinh, phan ttr di¥ liéu va tai liéu trong
thwong mai, cong nghiép va quan tri - H6 so chi¥ ky dai han, Phan 4: Thudc
tinh tré dén d6i twong chi bang chirng (bén ngoai) clia sw ton tai dwoc str dung
trong cac dinh dang chir ky dai han (PoEAttributes).

TCVN 11816-3:2017 (ISO/IEC 10118-3:2004) “Cong nghé thdng tin - Cac
ky thuat an toan - Ham bam - Phan 3: Ham bam chuyén dung”.

Khuyén nghi RFC 3161, Giao thirc dau thoi gian (TSP).

Khuyén nghi RFC 6960, Giao thirc ki€m tra trang thai chirng thu chir ky s6
trwc tuyén (OCSP).

Tiéu chuan cua Vién tiéu chuan va Cong nghé qudc gia Hoa Ky, FIPS 186-
4, Tiéu chuan vé chi¥ ky s6 (DSS), thang 7 nam 2013.

Tiéu chuan clia Vién tiéu chuan va Coéng nghé qudc gia Hoa Ky, FIPS 180-
4, Tiéu chuan vé Ham bam an toan (SHS), thang 8 nam 2015.

Tiéu chuan clia Vién tiéu chuan va Coéng nghé qudc gia Hoa Ky, FIPS 202,
Tiéu chuan SHA-3: Ham bam dwa trén hoan vi va ham dau ra cé thé mé rong,
thang 8 nam 2015.

Tiéu chuén cla t6 chirc IETF, Bao vé di¥ liéu bang méat ma trén thiét bi lku
trlr theo khéi, thang 10 nam 2018,

1.4 Gidi thich tw nglr
Trong Quy chuan nay, cac tlr nglr dudi day dwoc hi€u nhu sau:
1.4.1. Khudn dang dir liéu phuc vu xac thuc lau dai
La mot loai di¥ liéu c6 cau trac, dwoc tham chi€u dén ho so, tai liéu lwu trir

nham chirng minh sw ton tai (thoi diém bat dau dwa vao Iwu tri), toan ven clia
hd so, tai liéu do.
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1E.2. Matma

LA nhitng quy tic, quy wéc riéng ding dé thay d&i hinh thirc biéu hién
théng tin nham bao dam bi mat, xac thuwe, toan ven ca ndi dung thdng tin.

1.4.3. Ky thuat mai ma

La phuwong phap, phwong tién cd trng dung méat ma dé bao vé thong tin.
1.4.4. Ma hoda

La qué trinh dung kY thuat mat ma dé thay déi hinh thirc bi€u hién thdng tin.
1.4.5EGiai ma

La phép bién d6i ngwoc clia qua trinh ma hda twong rng.
1.4.6aKhoa

La day ky tw diéu khién hoat dong culia bi€én doi méat ma.
1.4.7. Mai ma khéng déi xirng

La mat ma trong dé khda duwoc stir dung cho phép ma héa hoac giai ma
gdbm hai thanh phan 1a khoa céng khai va khoa bi mat véi déc tinh co thé dé
dang tinh toan duoc khda cong khai néu bi€t khéa bi mat nhung khdng kha
thi vé mat tinh toan dé tinh dwoc khda bi mat tlr khéa cong khai.

1.4.8. Thuat toan bam
LA thuat toan thwe hién qua trinh bién d6i chubi di¥ liéu dau vao co do
dai bét ky thanh mot chubi dir liéu dau ra dic treng c6 do dai c6 dinh.

1.4.9. T6 chirc cung cap dich vu chirng thuc chir ky s6 chuyén dung

cong vu

La Cuc Chirng thuc s6 va Bao mat thdng tin tric thuéc Ban Co yéu
Chinh phu.

1.4.10. Chirng thu chir ky s6

La chirng thw chir ky dién t&r doi voi chir ky so.



1.5 Chi Viét tat

Chir viét tat

EC

ECDSA

FIPS

FIPS PUB

NIST

QCVN

RFC

RSA

SHA

TCVN

Tén ti€ng anh
Elliptic Curve

Elliptic Curve Digital
Signature Algorithm

Federal Information
Processing Standards

Federal Information
Processing Standards
Publication

National Institute of Standards

and Technology

Request for Comments

Rivest - Shamir - Adleman

Secure Hash Algorithm
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Tén tiéng viét
Puwong cong Elliptic
Thuat toan chir ky s6 dua
trén dwong cong Elliptic
Tiéu chudn xt ly thong tin lién
bang (Hoa Ky)
Cong bo tieu chuan xir ly
thong tin lién bang (Hoa Ky)

Vién Tiéu chuan va Ky thuat
guéc gia (Hoa Ky)

Quy chuan ky thuat quoc gia
(Viét Nam)

Pac tad ky thuat do t0 chuirc

IETF (Internet
Task Force) cong bo

Engineering

Thuat toan, phwong phap ma
héa va chirng nhan théng tin
dién tr do 3 nha khoa hoc
Rivest, Shamir va Adleman

phat minh
Thuat todn bam an toan

Tiéu chuan ky thuat quéc gia
(Viét Nam)
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1.6 Ky hiéu
Ky hiéu MO ta
nlen Poi v&i thuat toan RSA: nlen la dd dai modulo theo bit;

Doi v&i thuat toan ECDSA: nlen la do dai theo bit ctia cap
clia phan ttr sinh
2 QUY BINH Ki THUAT
2.1 Quy dinh vé khuoén dang chir ky s6
2.1él Khudn dang chir ky s6
St dung khuén dang chir ky s6 trong danh sach sau:

Bang 1 - Danh muc cac khuén dang chir ky s6 duoc phép str dung

STT Loai Tham chiéu
1 CAdES ISO 14533-1:2022
2 XadES ISO 14533-2:2021
3 PAdJES ISO 14533-3:2017

2.1.2 Thong tin bat budc phai cé trong cac khuén dang chir ky s6

- Chirng thw chi? ky s6 chuyén diing cong vu ctia chil thé thuc hién ky s6
va danh sach chirng thw chir ky s6 bj thu héi (CRL) hoac trang théi ching
thw chir ky so trec tuyén (OCSP) duwoc cong bd bdi To chirc cung cép dich
vu chirng thure chi¥ ky s6 chuyén dirng cong vu tai thoi diém dwa vao lwu trir;

- Chirng thw chir ky s6 chuyén dung cdng vu trung gian (néu cé) va danh
sach chirng thu chi ky s6 bi thu héi (CRL) hodc trang thai chirng thw chiv ky
sO trie tuyén (OCSP) duoc cong bd bdi T6 chire cung cap dich vu chirng
thwe chi¥ ky s6 chuyén dung cong vu tai thoi diém dwa vao lwu triy;

- Chirng thu chir ky s6 chuyén dung céng vu g6c va danh sach chirng
thw chir ky s6 bi thu hdi (CRL) hoac trang thai chirng thw chir ky s6 truc
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tuyén (OCSP) duwoc cong bd bdi T6 chirc cung cép dich vu chirng thwc chiv
ky s6 chuyén dung cong vu tai thoi diém dua vao lwu trik.

- Dau thoi gian hop 1€ trivde thoi diém dwa vao lwu trlr; dia chi may chi
dau thoi gian dwoc cong bo bdi To chirc cung cap dich vu chirng thwe chir
ky s6 chuyén dung cbng vu.

2.2 Quy dinh vé khuén dang dir liéu phuc vu xac thwc lau dai

St sung khudn dang di liéu cta thanh phan phuc vu xac thuc lau dai cho
tai liéu Iwu trlr nhuw sau:

Bang 2 - Khudén dang di liéu phuc vu xac thuwc lau dai duwoc phép s

dung
STT Loai Tham chiéu
1 PoEAttributes ISO 14533-4:2019

2.3 Quy dinh vé thuat toan mat ma
2.38 Quy dinh vé cac thuat toan mat ma dwoc sir dung
2.3.1.1 Thuat toan mat ma khéng déi xirng
St dung thuat toan trong danh sach sau:
Bang 3 - Danh muc thuéat ioan mat ma khéng doi xirng dwoc phép str dung

STT Thuat toan Tham chiéu

[FIPS 186-4],
1 RSA
[SP 800-56B Rev. 2]

2 ECDSA [FIPS 186-4]

2.3.1.2 Thuat toan bam

St dung thuat toAn bam trong danh séch sau:
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Bang 4 - Danh muc thuat toan bam duwgc phép st dung
STT Thuattoan Tham chi€u

[TCVN 11816-3],

1  SHA-256, SHA-384, SHA-512/256, SHA-512
[FIPS 180-4]

2  SHA3-256, SHA3-384, SHA3-512 [FIPS 202]

2.3.2 Quy dinh vé thoi gian sir dung cac thuat toan mat ma
2.3.2.1 Thuattoan mat ma khéng déi xirng
St dung thuat toan mat ma khong déi xirng phai tuan thil cac quy dinh sau:

Bang 5 - Quy dinh vé dac tinh k¥ thuat va th&i gian ap dung doi v&i thuat

toAan mat ma khéng doi xirng

. Kich thwéc tham St dung Tai liéu
STT Thuat toan . _ .. e
sO theo bit dén nam tham chiéu
QCVN
1 RSA nlen s 3072 2027 15:2023/BOP
QCVN
2 ECDSA nlen > 256 2027 15:2023/BQP

CHU THICH:

Cac tiéu chuan cho tham s6 an toan, cac thuat toan sinh, cac bo tham so
cu thé cho céac thuat toan RSA, ECDSA trong quy chuan nay ap dung theo
tiéu chuan FIPS 186-4.

2.3.2.2 Thuat toan bam
St dung thuét toan bam phai tuan thu quy dinh sau:

Bang 6 - Quy dinh vé dac tinh k¥ thuat va th&i gian ap dung doi véi thuat

toan bam

10
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St dung Tai liéu

STT Thuat toan . .
dén nam tham chiéu
QCVN
1 SHA-256, SHA-384, SHA-512/256, SHA-512 2027
15:2023/BQP
QCVN
2 SHAS3-256, SHA3-384, SHA3-512 2027
15:2023/BQP

3 QUY BINH VE QUAN LY

3.1 Cac murc gi¢i han dac tinh ky thuat ctia chir ky s6 chuyén dung céng vu
néu tai Quy chuan nay phuc vu quan ly tai liéu iwu trir s6 lau dai theo quy
dinh cla Luat Luu trir s6 33/2024/QH15 ngay 21 thang 6 nam 2024.

3.2 Dich vu chirng thuwe chiv ky s chuyén dung cdng vu thudc pham vi diéu
chinh trong Muc 11 Quy chudn nay phai dap (ng quy dinh ky thuat trong
Quy chuan nay.

3.3 Hoat dong kiém tra, danh gia tinh hinh str dung chir ky s6 chuyén dung
cdng vu phuc vu xac thuwe tai liéu lvu trlr s6 lau dai clia cac co quan Bang,
Nha nuéc duoc thue hién theo quy dinh tai Nghi dinh s6 68/2024/ND-CP
ngay 25 thang 6 nam 2024 cta Chinh phd quy dinh vé chir ky s6 chuyén
dung cong vu.

4 TRACH NHIEM CUA co QUAN, T CHUC, CA NHAN

4.1 Céc co quan, to chtrc, ca nhan lién quan khi str dung dich vu chirng thuwc
chir ky ,s0 chuyén dung cong vu dé xac thwc trong hoat dong nghiép vu lvu
trlr cla cac co quan bang, Nha nwéc phai tuan thu quy dinh trong Quy
chuan nay.

4.2 Cac co quan, té chlrc, ca nhan lién quan co6 trach nhiém thiwc hién cac
quy dinh vé chirng nhan hop quy, cong bd hop quy va chiu sy kiém tra clia
co quan quan ly nha nuwéc theo cac quy dinh hién hanh.

11
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5 TO CHUC THUC HIEN

5.1 Ban Co yéu Chinh phu chi dao Cuc Chirng thuc sé va Bao méat théng tin
hwéng dan, t6 chiee trién khai quan ly theo Quy chuén nay.

5.2 Trong tredng hop cac van ban quy pham phap luat quy dinh tai Quy chuan
ky thuat nay co sw thay doi, bd sung hoac dwoc thay thé thi thure hién theo cac
van ban moi. Trong trwdng hop cac tiéu chudn dwoc vién dan trong Quy
chu&n nay co su thay doi, b sung, thay thé thi thwe hién theo hwdng dan clia
B6 Qubc phong.

5.3 Trong qua trinh trién khai thue hién Quy chuan nay, néu cé van dé phat
sinh, viedng méc, cac co quan, don vi, t6 chire, ca nhan co lién quan kip thoi
phan anh bang van ban vé Bd Quéc phong (qua Ban Co yéu Chinh pht) dé

xem xét, quyét dinh./.

12
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