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HaN9i, ngay 21 thang 10 nam 2016

THONGTU
an hanh Quy chufin ky thu~t quac gia v~ m~t rna dan sl}'

SITdl}ng trong Hnh vl}'cngan hang.' G'" r"Pll.1]' let:", •• v .
'''' i'l .,
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Can cu Lu{tt Tieu chudn va Quy chudn leY thu{ttngay 29 thang 6 nam 2006;
Can cu Lwj,t An toan thong tin mc;zngngay 19 thang 11 nam 2015,'
Can cu Lwj,t Chit IUfJngscmphdm} hang hoa ngay 21 thang 11nam 2007;
Can cu Nghj tljnh s6 127/2007/ND-CP ngay 01 thang 8 nam 2007 cila

Chinh phil quy ajnh chi tiit thi hanh mr}ts6 tliJu cila LWj.t Tieu chudn va Quy
chudn leY thwj,t,'

Can cu Nghj ajnh s6 09/2014/ND-CP ngay 27 thang 01 nam 2014 cila
Chinh phil quy ajnh chuc nang nhi?m v¥, quyJn hc;znva cO'cdu t6 chuc cila Ban
CO' yiu Chinh phil}'

Can cU,Nghj tljnh s6 35/2013/ND-CP ngay 22 thang 4 nam 2013 cila
Chinh phil quy ajnh chuc nang, nhi?m v¥} quyJn hc;znva cO'cdu t6 chuc cila Br}
Qu6c phong}'

Thea tlJ nghj cila TruOng ban Ban CO' yiu Chinhphil}'
Br},truOng Br} Que5cphong ban hanh Thong tu ban himh Quy chudn leY

thu{tt qu6c gia vJ m{tt ma dan Sl:f sir d¥ng trong lfnh Vl:fC ngan hang.
f)i~u 1. Ban hanh kern thea Thong tu nay Quy chu~n kY thu~t qu6c gia vS

rn~t rna dan S\l'Slr d\lng trong Hnh Vl,l'Cngan hang:

1. QCVN 4 : 20 16/BQP, Ma hoa dfr li~u sir d\lng trang lInh Vl,l'Cngan hang;
2. QCVN 5 : 2016/BQP, Chfr kY s6 sir d\lng trong llnh Vl,l'Cngan hang;
3. QCVN 6 : 2016/BQP, QUlln ly khoa sir d\lng trong Hnh V\l'Cngan hang.
f)i~u 2. Thongtu:qay co hi~u l\l'c thi hanh kS ill ngay 09thang 12 naill 2016.
f)i~u 3. Tru6ng ban Ban Ca ySu Chinh phu, thu tru6ng cac ca quan, dan

vi, t6 chuc va ca nhan co lien quan chiu trach nhi~rn thi hanh Thong tu nay.! ~-NO'i nhan:
- Chinh phD.(ciSbaa caa);
- TM ru6ng Chinh pM (ciSbaa caa);
- Cac Bl), CO' quan ngang Bl), co quan thul)c Chinh phu;
- UBND cac tmh, thanh ph6 tnl'Cthul)c Trung u011g;
- ThD.tru6ng BQP, CN TCCT;
- Ban Co ySu Chinh phD.;
- C\lc Tieu chu~n - Da luong - Ch~t IUQng/BQP;
- C\lCKiSm tra van bi'mQPPL Bl) Tu phap;
- Cong baa, C6ng TTDTCP;
- C6ng TTDTBQP;
- V\l Phap chSIBQP;
- Luu: VT, BCY; HIllO.
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QUY CHuAN KY THU~T QUOC GIA
VE MA HOA DO' LIEU sO' DUNG TRONG LiNH VU'C NGAN HANG.' .
National technical regulation on data encryption used in banking

1. QUY £)INH CHUNG

1.1. Ph,m vi di6u chinh
Quy chuan ky thu~t quOc gia nay quy djnh muc gi6'i hGinv~ d~c tinh ky thu~t m~t ma clla cac
thu~t toan ma hoa dCI'li~u dung trong cac san pham m~t ma dan Sl,l'Slr dl,lng trong linh VI,l'C

ngan hang.

1.2. DOi tU'Q'ngap dlJng
Quy chuan nay ap dl,lng dOi v6'icac doanh nghi~p kinh doanh san pham, djch Vl,lm~t ma dan
Sl,l'trong Iinh VI,I'Cngan hang; cac to chuc tin dl,lng (tn) quy tin dl,lng nhan dan cO' sa co tai
san dU'6'i 10 tY, to chuc tai chinh vi mo) Slr dl,lng san pham, djch Vl,lm~t ma dan Sl,l'.
1.3. Tai Ii~u vi~n din
_ Recommendation for Random Number Generation Using Deterministic Random Bit

Generators, NIST SP 800-90A Rev. 1, National Institute of Standards and Technology,
June 2015. (Khuy~n cao cho bt) sinh s6 ngau nhi€msif d',mg bt) sinh bit ngau nhi€mtIJt
c1jnh, NIST SP 800-90A Rev. 1, Vi~n tieu chuan va cong ngh~ quOc gia (My), thang 6 nam

2015).
TCVN 7876:2007 Cong ngh~ thong tin - Ky thu~t m~t ma - Thu~t toan ma dCI'Ii~u AES.

_ TCVN 11367-3:2016 (ISOIIEC 18033-3:2010) Cong ngh~ thong tin - Cac ky thu~t an toan
- Thu~t toan m~t ma - Phan 3: Ma khOi.

_ ISOIIEC 10116:2006 Information technology -- Security techniques -- Modes of operation

for an n-bit block cipher.

ISO/IEC 9797-1 :2011 Information technology -- Security techniques -- Message
Authentication Codes (MACs) -- Part 1: Mechanisms using a block cipher.

1.4. Giai thich t(PngO'

Trong Quy chuan nay, cac tlJ' ngCl'dU'6'i day dU'Q'Chi~u nhU' sau:

1.4.1.

Thong tin khong thuQc ph~m vi bi m~t nha nU'ac

La thong tin khong thuQc nQi dung tin "tuy~t m~t", "tOi m~t" va "m~t" dU'Q'Cquy dinh tGiiPhap
I~nh Sao v~ bi m~t nha nU'6'c ngay 28 thang 12 nam 2000.

1.4.2.

M~tma
La nhCl'ngquy t~c, quy U'6'c rieng dung d~ thay doi hinh thuc bi~u hi~n thong tin nhiim bao
dam bi m~t, xac thl,l'c, toan v~n clla nQi dung thong tin.
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1.4.3.

Mat rna dan SU'. .
La ky thu~t rn~t rna va san pharn rn~t rna dU'Q'cSlr dt,mg d~ bao rn~t ho~c xac thl,J'ca6i v6'i
thong tin khong thuQc phe;trnvi bi rn~t nha nU'6'c.

1.4.4.

San phArn rn,-t rna dan sif

La cac tai li~u, trang thiet bi ky thu~t va nghi~p vt,Jrn~t rna d~ bao v~ thong tin khong thuQc .
phe;trnvi bi rn~t nha nU'6'c.

1.4.5.

Ky thu,-t rn,-t rna
La phU'O'ngphap, phU'O'ngti~n c6 Crngdt,Jngrn~t rna d~ bao v~ thong tin.

1.4.6.

Ma hoa

Phep bien d6i (kha nghich) dO' li~u boi thu~t toan rn~t rna d~ te;tOra ban rna, tlrC la giau nQi
dung thong tin clia dO' Ii~u.

1.4.7.

Giai rna

Phep toan ngU'Q'cv6'i phep rna hoa tU'O'ngCrng.

1.4.8.

Ma kh6i

H~ rn~t d6i xCrng v6'i tinh chat la thu~t toan rna hoa thao tac tren rnQt kh6i clia ban ra, nghTa
la tren rnQt xau bit co dQ dai xac dinh, ket qua cho ra rnQt kh6i clla ban rna.

1.4.9.

Ma dong

H~ rn~t d6i xCrng v6'i tinh chat la thu~t toan rna hoa bao g6rn t6 hQ'p rnQt day cac ky tl,J'clla
ban ra v6'i day cac ky tl,J'clla khoa dong, rn6i Ian rnQt ky tl,J',SLrdt,JngrnQt ham kha nghich.

1.4.10.

Khoa

Day cac ky tt! di~u khi~n Sl,J'v~n hanh clla cac thu~t toan rn~t rna (vi dt,J,phep rna hoa, giai
rna).

1.4.11.

Khoa dong

Day cac ky tt! gia ng~u nhien bi rn~t, dU'Q'cSlr dt,Jngb&i cac thu~t toan rna h6a va giai rna
clla rna dong.
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1.5. Cae ky hi~u

n

Nr

Nb

v

II

•

dO dai tinh bang bit clia ban ro/ban ma dOi v6'i ma khOi

ham ma hoa v6'i khoa K

ham giai ma v6'i khoa K

sO vong clia thu~t toan AES, bang 10,12 ho~c 14 d~ chQn do dai khoa
tU'O'nglrng 128, 192, ho~c 256 bit.

SO cac cot (cac tlr 32 bit) t~o nen Tr~ng thai.

phep toan logic XOR tren xau bit, nghia 113n~u A va B la hai xau cung
do dai thi A E9 B 113 xau bit bao gom cac bit 113 k~t qua phep toan logic
XOR clla A va B

phep nhan hai da thlrC (moi da thlrc co b~c be hO'n4) theo mod x4 + 1

phep toan logic AND tren xau bit, nghia 113 n~u A va B 113 cac xau bit
cung do dai, thi A A B 113 xau bit dU'Q'ct~o tlr phep toan logic AND cac
bit tU'O'nglrng clla A va B.

phep toan logic OR tren xau bit, tlrC n~u A va B 113 hai xau bit cung do
dai, thi A v B 113 xau bit gom cac bit 113 k~t qua clla phep toan logic OR
clla A va B.

phep ghep cac xau bit

phep nhan tren trU'O'nghO'u h~n

phep dich vong sang trai i bit.

phep djch vong sang phai i bit

phep bu bit clla x

a mod n v6'i cac sO nguyen a va n, a mod n ky hi~u sO dU' (khang am) trong
phep chia a cho n. MQt cach tU'O'ngdU'O'ng, b = a mod n n~u b la s6
nguyen duy nh~t thoa man cac di~u ki~n sau:

(i) 0 S b < n

(ii) (b - a) la bOi s6 nguyen clla n

H3 phep cong trong sO hQc rna-dun, nghia 113 n~u A va B la hai xau (-bit thi
A H3 B dU'Q'Cxac dinh bang (A + B)mod zt

E3 phep trlr trong sO hQc rna-dun, nghia la n~u A va B la hai xau (-bit thi A
E3 B dU'Q'Cxac dinh bang (A - B)mod zt
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2. QUY £)INH KY THU~ T
2.1. Quy dinh chung

- Quy dinh chi ti~t v~ nguan ngiu nhien:

Cac s6 ngau nhien dlJ'Q'cSll' dl,mgcho cac ml,JCdich khac nhau nhlJ'd~ sinh cac tham s6 m~t
rna, cac kh6a rn~t rna, cac gia trj ngau nhien dung ml)t Ian va cac gia trj thach d6 xac thl,J'c.

Ml)t s6 bOsinh bit ngau nhien tat djnh ORBG dlJ'Q'Cchap thu~n d~ Sll' dl,Jngtheo quy dinh
chung bao g6m: HASH_ORBG, HMAC_ORBGva CTR_ORBG.

Cac bo sinh bit ngau nhien RBG tuan theo SP800-90A phien ban sll'a dcSiI~i narn 2015 d~
sinh bit ngau nhien cOngdlJ'Q'cchap thu~n d~ Sll' dl,Jngtiep.

2.2. Ma kh6i

Trong Quy chuan nay quy djnh 3 lo~i rna khOiap dl,Jngcho vi~c rna h6a dO' Ii~u d~ bao v~
thong tin trong ITnhVI,J'Cngan hang.

£>Qdid kh6i Ten thu,t toan £>Qdid kh6a quy dinh ap
d'.Jng

64 bit TOEA Khong nh6 han 192 bit

AES Khongnh6han256bij
128 bit

Camellia Khong nh6 han 256 bit

- Quy djnh v~ nglJ'6'ngthai gian va do an toan kh6a CI,Jth~:

£>Qan toan theo bit Thu,t toan rna kh6i Thi1i gian Slr d'.Jngquy dinh

112 3TOEA 8en cuOinarn 2030

AES-256
256 Tti nam 2030

Carnellia-256

2.2.1. TOEA - Thu,t toan rna dii Ii~u bQi ba

Trong Quy chuan nay thu~t toan rna dO'liE1!lubl)i ba (TOEA-Triple Data Encryption Algorithm)
Xli' 19 cac khOidO'li~u 64 bit, Sll' dl,Jngkh6a m~t rna c6 dl) dai khong nh6 han 192 bit.
Phep rna h6a/giai rna TOEA 113 phep toan ghep cac phep toan rna hoa va giai rna DES. Kh6a
clla TOEA g6rn ba kh6a Kv K2 va K3 la nhO'ng kh6a DES khac nhau (K1 =1=K2, K2 =1= -
K3 va K3 =1=K1).

2.2.1.1. Phep rna h6a/giai rna TOEA

2.2.1.1.1. Cac dinh nghia rna h6a Igiai rna
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TOEA dU'Q'cxac dinh theo thu~t ngO' clIa phep toan clIa DES, & day Ek la phep toan rna hoa
clIa DES v6'i khoa K va Dk la phep giai rna clIa DES v6'i khoa K.

2.2.~ .1.2. Phep rna hoa

Phep bi~n d6i khoi P co de>dai 64 bit thanh khoi C co dQ dai 64 bit dU'Q'cxac djnh nhU' sau:

C = EK3 (DK2 (EK1 (P))).

Phep rna hoa/giai rna DES dU'Q'Crna ta t;;ti Phl,l Il)CA clIa Quy chuan nay.

P Ban fa 64 bit

,.. - ....•..-"-' •........

Ma h6a DES

Mah6aDES

I
_______ .-- __-..J

c ,i~~~;{~~~~iJi~~~i.~:,-,'~.".,'
Hinh 1: SO' dO phep rna hoa TOEA

2.2.1.1.3. Phep giai rna TOEA

Phep bi~n d6i khoi C co dQ dai 64 bit thanh khoi P co dQ dai 64 bit dU'Q'cxac dinh nhU' sau:

P = DK1 (EK2(DK3(C))).

Phep rna hoa/giai rna DES dU'Q'crna ta t;;ti Phv h,lcA clIa Quy chu~n nay.
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P Ban TO 64 bit

,.--•..-- •.. _._ -:-1

GiiiirnaDES

Ma h6a DES

Giiii rna DES
I
I

.;......-. •••••• ~ ••••• ,.... •••••• WII!IlIII!I! •••••• __ ...I

c !~if3;~~~{iPi:~47bif...
".;,..'., :'0 4'1 •.••f .•••. _~.. ;. .. ," ',.' ..

Hinh 2: SO'd6 phep giai rna TOEA

ng rna khOi TOEA dU'Q'cquy dinh: -

Ten thu,t toan
DC} dai khoa quy dinh ap .

dl:lng

TOEA Khang nh6 hO'n 192 bit

vA khoa

dQng clla rna khOi TOEA, 3 khoa mat rna (Kv K2 va K3) xac dinh khoa
"

ng bQ sinh bit ng~u nhien dU'Q'cquy dinh trong phan 2.1 cua Quy

khac nhau.

9
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64 bit

DC} dai kh6i

2.2.1.2. Chu trinh khoa

Phan 1U'Q'cdO khoa DES dU'Q'Crna ta t~i f)i~u A.S.

2.2.1.3. chA de>ho,t de>ng ella TOEA

Cac ch~ dQ ho~t dQng clla TOEA dU'O'cquy dinh tai Muc 2.3 clla Quy chuc1nnay.

2.2.1.4. Khoa

f)Q dai khoa Slr dl,mg tro

2.2.1.4.1. Cae yeu eiu

f)6i v&i cac ch~ dQ ho~t
cho h$ mat TOEA can:

a. Phai dU'Q'cgiCrbi mat

b. f)U'Q'c sinh ra Slr dl,l
chuc1n nay.

c. La cac kh6a mat rna
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d. flam bao toim v~n rna rnOi kh6a khong bi thay dOi trai phep ke tCPkhi dU'Q'csinh ra, glPi di
ho~c dU'Q'clU'utrCl'bai rnQt thV'c the c6 tham qUYI~m.

e. £>U'Q'cSlPdl,mg theo th(r tV' thich hQ'ptheo quy dinh bai ch~ dQho~t dong rieng bi~t.

f. Khong SlPdl,mg de rna h6a nhi~u han 232 khOi dCI'li~u 64-bit.

g. Khong SlPdl,mg cac kh6a y~u va ban y~u (fJuvc quy djnh tCjJifJilJu 2.2.1.4.2).

2.2.1.4.2. Kh6a yltu
£>Oivai thu~t toan DES c6 mot sO kh6a m~t rna dU'Q'ccoi la y~u khi SlPdl,mg. Vi~c SlPdl,mg
cac kh6a y~u nay anh hU'ang d~n do an toan clla thu~t toan TOEA. Cac kh6a y~u khong
dU'Q'cSlPdl,mg trong thu~t toan TOEA dU'Q'cli~t ke dU'ai day (theo dinh d~ng th~p h,lc phan):

01010101 01010101
FEFEFEFE FEFEFEFE
EOEOEOEO F1F1F1F1
1F1F1F1F OEOEOEOE

Mot sO c~p kh6a khi rna h6a thi ban ro va ban rna la giOng h~t nhau va cOng khong dU'Q'cSlP
dl,lng. Cac kh6a ban-y~u d61a (theo djnh d~ng th~p Il,Ic phan):

011F011F010E010E va 1F011F010E010E01
01E001E001F101F1 va E001E001F101F101
01FE01FE01FE01FE va FE01FE01FE01FE01
1FE01FEOOEF10EF1 va E01FE01FF10EF10E
1FFE1FFEOEFEOEFE va FE1FFE1FFEOEFEOE
EOFEEOFEF1FEF1FE va FEEOFEEOFEF1FEF1

Ngoai ra con 48 kh6a sau chi t~o ra 4 kh6a con khac nhau (thay vi 16 kh6a con khac nhau)
va cOng khong dU'Q'cSlPdl,lng. £>6la cac kh6a sau (theo dinh d~ng th~p Il,Ic phan):

01011F1F01010EOE 1F1F01010EOE0101 EOE01F1FF1F10EOE

0101EOE00101F1F1 1F1FEOEOOEOEF1F1 EOEOFEFEF1F1FEFE

0101FEFE0101FEFE 1F1FFEFEOEOEFEFE EOFE011FF1FE010E

011F1F01010EOE01 1FE001FEOEF101FE EOFE1F01F1FEOE01

011FEOFE010EF1FE 1FEOE01FOEF1F10E EOFEFEEOF1FEFEF1

011FFEE0010EFEF1 1FEOFE010EF1FE01 FE0101FEFE0101FE

01E01FFE01F10EFE 1FFEOIEOOEFEOIFI FE011FEOFEOIOEFl

FE01E01FFEOIF10E 1FFEEOOIOEFEFIOI FEIFOIEOFEOE01F1

01EOEOOIOIFIF101 IFFEFE1FOEFEFEOE FEIFE001FEOEFI01

01EOFEIF01F1FEOE EOOIOIEOF10101F1 FE1FIFFEFEOEOEFE
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OlFEIFEOOIFEOEFl EOOIIFFEFIOIOEFE FEEOOIIFFEFIOIOE
OlFEEOIFOIFEFIOE EOOIFEIFFIOIFEOE FEEOIFOIFEFIOEOI
OlFEFEOIOIFEFEOl EOIFOIFEFIOEOIFE FEEOEOFEFEFIFIFE
IFOIOIIFOEOIOIOE EOIFIFEOFIOEOEFI FEFEOIOIFEFEOIOI
IFOIEOFEOEOIFIFE EOIFFEOIFIOEFEOI FEFEIFIFFEFEOEOE
IFOIFEEOOEOIFEFI EOEOOIOIFIFIOIOI FEFEEOEOFEFEFIFI

CHU THlcH: Cac khoa y~u va khoa ban-y~u dU'Q'cIi~t ke a tren dU'Q'Cbi~u di~n v(Yitinh Ie va
dU'Q'cchi ra trong ph~n ngoai cung ben phai clia m6i byte.

2.2.2. AES

£>6i v(Yi thu~it toan AES, dO dai clia kh6i d~u vao, kh6i d~u ra va Trlilng thai d~u la 128 bit.
NhU' v~y Nb = 4 la s6 1U'Q'ngcac tll' 32 bit (s6 cot) clia Trlilng thai.

Trong Quy chuc\n nay thu~t toan AES, do dai Khoa ma K quy dinh ap dvng la 256 bit. £>1$dai
khoa dU'Q'cbi~u di~n b~ng mot s6 Nk = 8 th~ hi~n s6 1U'Q'ngcac tll' 32 bit (s6 cot) clla Khoa
mao s6 vong trong qua trinh thl,J'cthi thu~t toan AES (dU'Q'cky hi~u la Nr) v(Yi khoa do dai
256 bit la Nr = 14.

Quy chuc\n nay quy dinh cv th~ cac gia trj dU'Q'cphep dung cho dO dai khoa (Nk), kich cO'
kh6i (Nb) va s6 1U'Q'ngvong I~p (Nr) nhU' 8ang 1.

£>0dai khoa £>0dai kh6i s6 vong
(Nk tiP) (Nb tiP) (NT)

I AES-256 8 4 14

Bang 1: Cae t6 hQ'p Khoa - Kh6i - Yang

2.2.2.1. Phep rna hoalgiai rna AES

£>6i v(Yi ca hai Phep ma hoa va Phep giai rna, thu~t toan AES Slr dVng ham vong bao g6m
b6n phep bi~n d6i khac nhau tren byte:

1) Phep thay th~ byte Slr dVng bang thay th~ (S-box).

2) Dich hang clla mang Trlilng thai b~ng cac offset khac nhau.

3) Tron dCI'li~u trong m6i cot clla mang Trlilng thai.

4) 86 sung khoa vong vao Trlilng thai.

2.2.2.1.1. Phep rna hoa AES

Thu~t toan AES g6m mot day cac phep toan dU'Q'cthl,J'chi~n tren mang hai chi~u clia cac ..
byte, dU'Q'c gQi la Trlilng thai. Trlilng thai g6m b6n dong byte, m6i dong chua 4 byte. Trang
mang Trlilng thai dU'Q'Cky hi~u b~ng S, mOi byte rieng bi~t co hai chi s6 v(Yis6 dong r v(Yi0 :5
r < 4 va s6 cot c. v(Yi0 < c < 4. Trlilng thai duQ'Cky hi~u la S = (ST,e)'

11
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Khi b~t dau qua trinh rna hoa, 16 byte clia Tnimg thai dU'Q'ckh6'i tt;tOv6'i Pi byte ban ra, tinh
tCrtren xuOng dU'6'i va tCrtrai sang phai va dU'Q'Crninh hQa tren Hinh 3.

SOO SOl S02 S03
SlO Sl1 S12 S1.3
S20 S21 S22 S23
S30 S31 S32 S33

Hinh 3: Khc7idiu Tr\lng thai
Sau khi cQng kh6a v6ng ban dau, Trt;tng thai dU'Q'Cbi~n dOi b~ng cach thl,l'c thi ham v6ng NT
lan, v6'i v6ng cuOi khac rn<)t it v6'i NT - 1v6ng dau. N<)idung cuOi cung clla Trt;tng thai chinh
la ban rna dau ra .

Phep rna hoa day dll co th~ dU'Q'Crna ta nhU' sau:

(1) S = AddRoundKey(P, Wo)

(2) For i = 1 to Nr - 1

S = SubBytes (S)

S = ShiftRows(S)

S = MixColumns(S)

S = AddRoundKey(S, Wa
(3) S = SubBytes (S),S = ShiftRows(S)

(4) C = AddRoundKey (S, WNr)

Cac phep bi~n dOi rieng bi~t SubBytes(), ShiftRows(), MixColumns(), AddRoundkey() Xlr
Ii Trt;tng thai va dU'Q'Crna ta tt;ti Phl) Il)c B. Tat ca NT v6ng d~u giOng nhau, trCrv6ng cuOi cling
khang chlra phep bi~n dOi MixColumns(). Trong phep toan 6' tren, rnang Wi chlra cac khoa
v6ng dU'Q'crna ta tt;ti £)i~u 2.2.2.2.

2.2.2.1.2. Phep giai rna AES

Tat ca cac phep bi~n dOi SlYdl)ng trong cac phep rna hoa d~u kha nghich. Khi thl,l'c thi phep
gifli rna, day cac phep bi~n dOi dU'Q'cSlr dl)ng trong phep rna hoa van dU'Q'cduy tri, nhU'ng
thay b~ng cac phep bi~n dOi ngU'Q'cnhU' sau.

Phep giai rna day dll co th~ rna ta nhU' sau:

(1) S = AddRoundKey (C, WNr)

(2) for i = NT -1 down to 1

S = ShiftRows-1(S)

S = SubBytes-1(S)

S = AddRoundKey(S, Wa
S = MixColumns-1(S)

(3) S = ShiftRows-1(S)

12
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S = SubBytes-1(S)

(4) P = AddRoundKey(S, Wo)

Cac phep bi~n dOi SubBytes-1(), ShiftRows-1(), MixColumns-1() thl,l'c hi~n XlP Ii Tr~ng
thai. Tat ca Nr yang d~u giOng nhau, trlr yang cuOi khang chua phep bi~n dOi
MixColumns-1( ).

Cac phep bi~n dOiSubBytes-1( ),ShiftRows-1(),MixColumns-1() thl,l'chi~n XlP Ii Tr~ng thai
va dU'Q'Crna ta t~i Phl,l Il,ICB. Tat ca Nr yang d~u giOngnhau, trlr yang cuOikhang chua phep
bi~n dOiMixColumns-1(). Vi~c tinh cac kh6a yang Wi dU'Q'Crna ta t~i f)i~u 2.2.2.2.

2.2.2.1.3. Quy dinh vi! S-Box va S-Box nghich dao trong AES
a) S-Box

0 1 2 3 4 5 6 7 8 9 a b e d e f
0 63 7e 77 7b f2 6b 6f c5 30 01 67 2b fe d7 ab 76
1 ea 82 e9 7d fa 59 47 to ad d4 a2 af ge a4 72 cO2 b7 fd 93 26 36 3f f7 ee 34 a5 e5 f1 71 d8 31 15
3 04 e7 23 e3 18 96 05 9a 07 12 80 e2 eb 27 b2 754 09 83 2e 1a 1b 6e 5a aO 52 3b d6 b3 29 e3 2f 84
5 53 d1 00 ed 20 fe b1 5b 6a eb be 39 4a 4e 58 cf
6 dO ef aa fb 43 4d 33 85 45 f9 02 7f 50 3e 9f a8
7 51 a3 40 8f 92 9d 38 f5 be b6 da 21 10 ff f3 d2

x 8 cd Oe 13 ee 5f 97 44 17 c4 a7 7e 3d 64 5d 19 73
9 60 81 4f de 22 2a 90 88 46 ee b8 14 de 5e Ob db
a eO 32 3a Oa 49 06 24 5e e2 d3 ae 62 91 95 e4 79
b e7 e8 37 6d 8d d5 4e a9 6e 56 f4 ea 65 7a ae 08
e ba 78 25 2e 1e a6 b4 e6 e8 dd 74 1f 4b bd 8b 8a
d 70 3e b5 66 48 03 f6 Oe 61 35 57 b9 86 e1 1d ge
e e1 f8 98 11 69 d9 8e 94 9b 1e 87 e9 ce 55 28 df
f 8e a1 89 Od bf e6 42 68 41 99 2d Of bO 54 bb 16

Bang 2: S-Box: cac gia tri thay th6 cho byte {XV} (theo d~ng th~p IlJc phan)

b) S-Box nghich dao

0 1 2 3 4 5 6 7 8 9 a b e d e f
0 52 09 6a d5 30 36 a5 38 bf 40 a3 ge 81 f3 d7 fb
1 7e e3 39 82 9b 2f ff 87 34 8e 43 44 c4 de e9 eb2 54 7b 94 32 a6 e2 23 3d ee 4e 95 Ob 42 fa e3 4e
3 08 2e a1 66 28 d9 24 b2 76 5b a2 49 6d 8b d1 25
4 72 f8 f6 64 86 68 98 16 d4 a4 5e ee 5d 65 b6 92
5 6e 70 48 50 fd ed b9 da 5e 15 46 57 a7 8d 9d 84
6 90 d8 ab 00 8e be d3 Oa f7 e4 58 05 b8 b3 45 06

x 7 dO 2e 1e 8f ea 3f Of 02 e1 af bd 03 01 13 8a 6b
8 3a 91 11 41 4f 67 de ea 97 f2 cf ce fO b4 e6 73
9 96 ae 74 22 e7 ad 35 85 e2 f9 37 e8 1e 75 df 6e
a 47 f1 1a 71 1d 29 e5 89 6f b7 62 Oe aa 18 be 1b
b fe 56 3e 4b e6 d2 79 20 9a db cO fe 78 cd 5a f4
e 1f dd a8 33 88 07 e7 31 b1 12 10 59 27 80 ee 5f
d 60 51 7f a9 19 b5 4a Od 2d e5 7a 9f 93 e9 ge ef
e aO eO 3b 4d ae 2a f5 bO e8 eb bb 3e 83 53 99 61
f 17 2b 04 7e ba 77 d6 26 e1 69 14 63 55 21 Oe 7d

Bang 3: S-Box nghich: thay th6 cac gia tri thea byte {XV} (d~ng th~p IlJc phan)
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2.2.2.2. Chu trinh kh6a

Thu;flt toan AES nh;fln kh6a m;flt rna K va thl,l'Chi~n thll tl,lC rna rQng kh6a de t~o ra 1U'Q'cdE>
kh6a. Vi~c rna rQng kh6a t~o ra tOng cQng 4(Nr + 1) tCr:Thu;flt toan d6i hoi t;flp khai d~u gE>m
4 tCr,va moi v6ng Nr v6ng d6i hoi 4 tCrdCI'li~u kh6a. LU'Q'cdE>kh6a nh;fln dU'Q'cla mC)tmang
tuy~n tinh g6m cac tCr4-byte, ky hi~u la Wj' v6'i j n~m trong khofmg 0 < j < 4(Nr + 1).

Phep rna rC)ngkh6a d~y dll cho AES-256 c6 the dU'Q'Cmo ta nhU' sau:

(1) [WO,Wl,W2,W3] = KO,[W4,WS,W6,W7] = KvNk = 8

(2) for j = Nk to 4(Nr + 1) - 1:

if U mod Nk = 0) then
Wj = Wj-Nk ffi SubBytes* (ShiftColumn( Wj-l)) ffi Ri/NkC

else if Umod Nk = 4) then
Wj = Wj-Nk ffi SubBytes*( Wj-l)

else
Wj = Wj-Nk ffi Wj-l

(3) Wi = [w(4*i)' W(4*i+1)' W(4*i+2),W(4*i+3)] for 0 < i ::; Nr.

Trang phep toan tren Ko va K1 bieu thi hai nlia clia kh6a m;flt rna K 256-bit.

2.2.2.3. Ch' d9 hO\lt d9n9 clia AES

Cac ch~ dC)ho~t dC)ngclia AES dU'Q'cquy dinh t~i Ml,Ic 2.3 clia Quy chuan nay.

2.2.2.4. Kh6a

DC)dai kh6a su dl,lng trong rna khOi AES dU'Q'cquy dinh

£>9dai kh6i Ten thu~t toan
£>9dai kh6a quy dinh lip

dlJng

128 bit AES Khong nho han 256 bit

2.2.3. Camellia

Trang Quy chuan nay thu~t toim rna dOi xLrng Camellia xu Ii cac khOi 128 bit, su dl,lng kh6a
m~t rna do dai khong nh6 han 256 bit.

2.2.3.1. Phep ma h6a/giai ma Camellia

2.2.3.1.1. Phep rna h6a Camellia

Qua trlnh rna h6a v6'i kh6a 256-bit lam vi~c tren 24 v6ng, dU'Q'cchi ra tren Hinh 4. Phep bi~n
dOi khOi 128 bit P vao khOi 128-bit C dU'Q'cdinh nghTa nhU' sau (L va R la cac bi~n do dai 64
bit, kw, k va klla cac kh6a v6ng 64 bit):

(1) Lo II Ro = PEB(kWl II kw2)

(2) for i = 1 to 24:

Li = F(Li-1,ka ffi Ri-1
Ri = Li-1

14
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if (i = 6 or 12 or 18) then

Li = FL(Li, kli/3-1)

Ri = FL-1(Ri, kli/3)

(3) C = (R24Eakw3) II (L24Eakw4)

p

kw, tli'1 .,.",."

L. R.
....•..•..,.,.

t,....,..•..

1:,.l:1,k"
6vong1:1,1:,.1:, 1:1

\

t/,
\ .tI1\ k,

\

t7.1:• .1:" \ tl*J'..t".I: 11 \
\
\

H, til \ 1:,

\

"\'.\ *.t".l:JI,k". \*".1: l1,k,. 6vong \

\
\
\

H, kl,

c

Hinh 4: Thu tlJC rna h6a Camellia cho kh6a 256 bit
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2.2.3.1.2. Phep giai ma Camellia

Qua trlnh giai rna cho khoa 256 bit dU'Q'cchi ra trem Hlnh 5, va la nhU' nhau trong phep rna
h6a, chi khac la vi tri va th(r tv cac kh6a v6ng dU'Q'cdao le;ti.

Phep giai rna dU'Q'cxac djnh nhU' sau:

(1) R24 II L24 = C E9 (kW3 II kW4)
(2) for i = 24 down to 1:

Ri-1 = F(Ri, ki) E9 Li

Li-1 = Ri
if (i = 19 or 13 or 7) then

Ri-1 = FL(Ri-lI klCi-l)/3)

Li-1 = FL-1(Li_1I klCi-1)/3-1)

(3) P = (LoEBkw1) II (RoEBkw2)

16
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c

,...---_ ....".~.....-"' ...•-.•..

6vong

kl($ i/J in Rn

\
\
'\

klll.il1," "'- 6vong \ ill R:l1"u.ku.iu \
\

\

\
\ i.kI4 i/J \
\

\ in*11.J:/I.t'D' \ R,.
k,.*. '*7 \

\
kll i/,

p
J
:=

Hinh 5: Thu tl}C giai rna Camellia cho 256 bit

2.2.3.1.3. F-ham

F-ham dU'Q'cchi ra tren Hinh 8. F-ham baa gOm phep toan cQng bit XOR, ti~p d6 ap dl)ng
tam S-box song song kich thU'6'c8x8 bit, ti~p theo tang khu~ch tan (P-ham). Xj,I Yjl ZjJ Z'j la
cac bi~n, m6i bi~n 8 bit; cac bi~n Lil kil L'i la cac bi~n 64 bit. 8au vao 64 bit Li trU'6'ch~t dU'Q'c_
cQngXOR v6'i kh6a vong 64-bit ki• sau d6 dU'Q'cchia thanh 8 do~n 8-bit Yj. nhU'sau:

Yl II Y2 II Y3 II Y4 II Ys II Y6 II Y7 II Ya = Liff)ki

17
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Moi Yj sau do dU'Q'cdi qua S-box kich thU'6'c 8x8 bit St d~ dU'a ra 8 phan doc;mdO dai 8 bit Zj.
& day
Zl = sl[Yd,zz = sZ[YZ],Z3 = S3[Y3],Z4 = S4[Y4]'ZS = sS[YS],Z6 = S6[Y6],Z7 = S7[Y7]'ZS = ss[ys]
8 phan do~n 8-bit Zj dU'Q'ctac dong b&i P-harn, 113l6'p khuech tan cho ra 8 phan do~n 8-bit Z'j,
trong do

Z'l = Zl EBZ3EBZ4EBZ6EBZ7EBZS,

Z' Z = Zl EBZZEBZ4EBZSEBZ7EBzs,

Z' 3 = Zl EBzZEBZSEBZ6EBZ7EBZS'

Z'4 = ZzEBZ3EBZ4EBZSEBZ6EBZ7

k,

Z' 5 = Zl EBzZEBZ6EBZ7EBzS'

Z' 6 = zzEBz3EBZSEBz7EBzS'

z' 7 = Z3EBZ4EBZSEBZ6EBZS'

z's = Zl EBz4EBZSEBZ6EBZ7"

-,'\~--------------'/
5-Ham P-Ham

Hinh 6: F-ham

P-harn co the dU'Q'Cbi~u dien cach khac, dU'6'i dc;mgvec to' rna tr~n nhU' sau:

Zg z' g
Z7 Z'

I-?
7 = ,.

"

Zl Z' Z.1

& day:

18
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0 1 1 1 1 0 0 1
1 0 1 1 1 1 0 0
1 1 0 1 0 1 1 0
1 1 1 0 0 0 1 1

p=
0 1 1 1 1 1 1 0
1 0 1 1 0 1 1 1
1 1 0 1 1 0 1 1
1 1 1 0 1 1 0 1

Sau do dau ra 64-bit clIa F-ham L'i dU'Q'cthi~t I~p bc\ngcach ghep cac bi~n a-bit z'j:

L'i = Z'l II Z' 2 II z'3 II z'4 II z'5 II z'6 II z'7 II z'8.
S-box 81

0 1 2 3 4 5 6 7 8 9 a b e d e f
0 70 82 2e ee b3 27 cO e5 e4 85 57 35 ea Oe ae 41
1 23 ef 6b 93 45 19 as 21 ed Oe 4f 4e 1d 65 92 bd
0 86 b8 af 8f 7e eb If ee 3e 30 de Sf 5e e5 Ob 1a
3 a6 e1 39 ea d5 47 5d 3d d9 01 Sa d6 51 56 6e 4d
4 8b Od 9a 66 fb ee bO 2d 74 12 2b 20 fO b1 84 99
5 df 4e eb e2 34 7e 76 05 6d b7 a9 31 d1 17 04 d7
6 14 58 3a 61 de 1b 11 Ie 32 Of ge 16 53 18 f2 22
7 fe 44 ef b2 e3 b5 7a 91 24 08 e8 a8 60 fe 69 50
8 aa dO aO 7d a1 89 62 97 54 5b Ie 95 eO ff 64 d2
9 10 e4 00 48 a3 f7 75 db 8a 03 e6 da 09 3f dd 94
a 87 5e 83 02 cd 4a 90 33 73 67 f6 f3 9d 7f bf e2
b 52 9b d8 26 e8 37 e6 3b 81 96 6f 4b 13 be 63 2e
e e9 79 a7 8e 9f 6e be 8e 29 f5 f9 b6 2f fd b4 59
d 78 98 06 6a e7 46 71 ba d4 25 ab 42 88 a2 8d fa
e 72 07 b9 55 f8 ee ae Oa 36 49 2a 68 3e 38 f1 a4
f 40 28 d3 7b bb e9 43 e1 15 e3 ad f4 77 e7 80 ge

S-box 82

0 1 2 3 4 5 6 7 8 9 a b e d e f
0 eO 05 58 d9 67 4e 81 eb e9 Ob ae 6a d5 18 5d 82
1 46 df d6 27 8a 32 4b 42 db Ie ge ge 3a ea 25 7b
2 Od 71 Sf If f8 d7 3e 9d 7e 60 b9 be be 8b 16 34
3 4d e3 72 95 ab 8e ba 7a b3 02 b4 ad a2 ae d8 9a
4 17 1a 35 ee f7 99 61 Sa e8 24 56 40 e1 63 09 33
5 f 98 97 85 68 fe ee Oa da 6f 53 62 a3 2e 08 af
6 28 bO 74 e2 bd 36 22 38 64 Ie 39 2e a6 30 e5 44
7 fd 88 9f 65 87 6b f4 23 48 10 d1 51 cO f9 d2 aO
8 55 a1 41 fa 43 13 e4 2f a8 b6 3e 2b el ff e8 a5
9 20 89 00 90 47 ef ea b7 15 06 cd b5 12 7e bb 29
a Of b8 07 04 9b 94 21 66 e6 ee ed e7 3b fe 7f e5
b a4 37 b1 4e 91 6e 8d 76 03 2d de 96 26 7d e6 5e
e d3 f2 4f 19 3f de 79 Id 52 eb f3 6d 5e fb 69 b2
d fO 31 Oe d4 ef 8e e2 75 a9 4a 57 84 11 45 1b f5
e e4 Oe 73 aa f1 dd 59 14 6e 92 54 dO 78 70 e3 49
f 80 50 a7 f6 77 93 86 83 2a e7 5b e9 ee 8f 01 3d
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S-box s3

0 1 2 3 4 5 6 7 8 g a b e d e f
0 38 41 16 76 d9 93 60 f2 72 e2 ab 9a 75 06 57 aO
1 91 f7 b5 e9 a2 8e d2 90 f6 07 a7 27 8e b2 49 de
2 43 5e d7 e7 3e f5 8f 67 If 18 6e af 2f e2 85 Od
3 53 fO ge 65 ea a3 ae ge ee 802d 6b a8 2b 36 a6
4 e5 86 4d 33 fd 66 58 96 3a 09 95 10 78 d8 42 ee
5 ef 26 e5 61 la 3f 3b 82 b6 db d4" 98 e8 8b 02 eb
6 Oa 2e Id bO 6f 8d 88 Oe 19 87 4e Ob a9 Oe 79 11
7 7f 22 e7 59 el da 3d e8 12 04 74 54 30 7e b4 28
8 55 68 50 be dO e4 31 eb 2a ad Of ea 70 ff 32 69
9 08 62 00 24 dl fb ba ed 45 81 73 6d 84 9f ee 4a
a e3 2e el 01 e6 25 48 99 b9 b3 7b f9 ee bf df 71
b 29 cd 6e 13 64 9b 63 9d cO 4b bl a5 89 5f bl 17
e f4 be d3 46 ef 37 5e 47 94 fa fe 5b 97 fe 5a ae

Jd 3e 4e 03 35 f3 23 b8 5d 6a 92 d5 21 44 51 e6 7d
e 39 83 de aa 7e 77 56 05 Ib a4 15 34 Ie Ie f8 52
f 20 14 e9 bd dd e4 al eO 8a f1 d6 7a bb e3 40 4f

S-boxs4

0 1 2 3 4 5 6 7 8 9 a b e d e f
0 70 2e b3 cO e4 57 ea ae 23 6b 45 a5 ed 4f Id 92
1 86 af 7e If 3e de 5e Ob a6 39 d5 5d d9 5a 51 6e
2 8b 9a fb bO 74 2b fO 84 df eb 34 76 6d a9 dl 04
3 14 3a de 11 32 ge 53 f2 fe ef e3 7a 24 e8 60 69
4 aa aO al 62 54 Ie eO 64 10 00 a3 75 8a e6 09 dd
5 87 83 cd 90 73 f6 9d bf 52 d8 e8 e6 81 6f 13 63
6 e9 a7 9f be 29 f9 2f b4 78 06 e7 71 d4 ab 88 8d
7 72 b9 f8 ae 36 2a 3e f1 40 d3 bb 43 15 ad 77 80
8 82 ee 27 e5 85 35 Oe 41 ef 93 19 21 Oe 4e 65 bd
9 8 8f eb ee 30 5f e5 la el ea 47 3d 01 d6 56 4d
a Od 66 ee 2d 12 20 bl 99 4e e2 7e 05 b7 31 17 d7
b 58 61 Ib Ie Of 16 18 22 44 b2 b5 91 08 a8 fe 50
e dO 7d 89 97 5b 95 ff d2 e4 48 f7 db 03 da 3f 94
d 5e 02 4a 33 67 f3 7f e2 9b 26 37 3b 96 4b be 2e
e 79 8e 6e 8e f5 b6 fd 59 98 6a 46 ba 25 42 a2 fa
f 07 55 ee Oa 49 68 38 a4 28 7b e9 el e3 f4 e7 ge

2.2.3.2. Chu trinh kh6a

V(Yiquy dinh khoa co dQ dai 256 bit, khoa K la khoa 128-bit KL va khoa 128-bit KR• NhU' v~YJ

K = KL II KR

LU'Q'cdo te;tOkhoa Slr dl,mg F-ham clia ma-dun ma hoa, va la gi6ng nhau cho ca phep rna
h6a va giai rna. Khoa K dU'Q'cma b~ng cac phU'O'ngti~n clia F-ham, Slr dl,lng cac h~ng clla
1U'Q'cdo te;tOkhoa, & day cac h~ng Li, dU'Q'cxac dinh nhU' nhCl'ng gia tri liem tl,lC bieu dien
trong h~ Hexa clia can b~c hai 56 nguyen t6 th(Y i. Ti€!p do cac kh6a vong dU'Q'cte;tO,mQt
ph~n tCrnhCl'nggia tri dU'Q'cdich vong clla khoa K (K = KL II KR) va ph~n con le;titCrcac gia tri
dU'Q'cdjch vong clla cac kh6a "dU'Q'cma h6a" KA va KB (& day KA, KB co dQ dai 128 bit).
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l;J
F

F

F

F

Hinh 7: PhAn chinh clia 1U'Q'cd6 kh6a

86i v6'i khoa 256-bit, d~u ra cua ph~n chinh cua 1U'Q'cdo t~o khoa la khoa con 128 bit KA va
khoa con 128-bit KBo LU'Q'cdo t~o kh6a bao gom ba phep totm 2-vong. M6i phep toan 2 vong
dU'Q'c"kh6a h6a" b~ng mQt c~p h~ng Li.

D~u vao 128-bit clla phep toan 2-vong thu nhat n~m b€m trai clla Hinh 9 la KL(fJKRva phep
toan nay dU'Q'c"khoa hoa" b6'i hai h~ng 64-bit L1 va L2" Ti~p do d~u ra 128-bit tu phep toan
2-vong th(r nhat dU'Q'ccQng bit XOR v6'i KL trU'6'c khi la d~u vao clla phep toan 2-vong th(r
hai 6' ben trai Hinh 9. Phep toan 2-vong th(r hai nay dU'Q'c"khoa hoa" b6'i cac hang 64 bit la
L3 va L4. 8~u ra 128-bit clla phep toan 2-v6ng th(r hai la KA, sau do KA I~i dU'Q'cXOR v6'i
khoa con 128-bit KR trU'6'c khi k~t qua thu dU'Q'clam d~u vao clla phep toan 2-vong th(r ba
dU'Q'cchi ra 6' phia phai clla Hinh 9. Phep toan 2-vong th(r ba nay dU'Q'c"khoa h6a" b6'i hai
hang 64 bit la L5 va L6• 8~u ra 128 bit clla phep toan 2-vong th(r ba nay la KBo
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Phep toan I~p 1U'Q'cdO tCilokh6a day dll dU'Q'Crna ta nhU' sau (Ka, KA va KB c6 dQ dai 128 bit):

(1) Ka = 2RoundFeistel(KLEf1KR, LVLZ)

(2) KA = 2RoundFeistel(KaEf1KL, L3, L4)

(3) KB = 2RoundFeistel(KAEf1KR,Ls,L6) (chi dung cho kh6a 192/256 bit)

& day dau vao 128-bit cho 2RoundFeistei dU'Q'Ctach thanh hai phan 64-bit Lo IIRo• dau ra
128-bit tCr2RoundFeistei cOng dU'Q'Ctach thanh hai phan 64 bit Lz II Rz va ca hai dau vao
"kh6a v6ng" 64-bit clla 2RoundFeisteila Li va Li+1'

2RoundFeistei dU'Q'Crna ta nhU' sau:

(1) v6'i j = 0,1:

Lj+1 = F(Lj,Li+j)Ef1Rj

Rj+1 = Rj

Cac h~ng clla 1U'Q'cdO kh6a 64-bit dU'Q'cxac dinh tren Bang 4

Hang

Ll a0ge667f3bcc908b

LZ b67ae8584caa73b2
L3 c6ef372fe94f82be

L4 54ff53a5fld36f1 c

LS 1Oe527fade682d1 d
L6 b05688c2b3e6c1fd

Bang 4: Cac hing trong 1U'Q'cd6 kh6a

Cu6i cung, cac kh6a v6ng 64-bit, k, kw,va kl dU'Q'cdan xu~t tCrcac kh6a con 128-bit, KL, KR•

KA va KB•
Kh6a

Ham Giatr;
v6ng

kWl (KL <<<o)L

kwz (KL «<O)R

F (v6ng 1) k1 (KB «<o)L

F (v6ng 2) k2 (KB <<<O)R

F (v6ng 3) k3 (KR <<<15)L

F (v6ng4) k4 (KR <<<15)R

F (v6ng 5) ks (KA <<<15)L

F (v6ng6) k6 (KA <<<15)R

FL kl1 (KR «<30)L

FL-1 kl2 (KR <<<30)R
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F (v6ng 7) k7 (KB «(30)L

F (vong 8) k8 (KB «(30)R

F (vong 9) k9 (KL «(45)L

F (vong 10) k10 (KL «(45)R

F (v6ng 11) kll (KA «(45)L

F (vong 12) k12 (KA «(45)R

FL kl3 (KL «(60)L

FL-1 kl4 (KL «(60)R

F (v6ng 13) k13 (KR «(60)L

F (vong 14) k14 (KR «(60)R

F (v6ng 15) k1S (KB «(60)L

F (vong 16) k16 (KB «(60)R

F (vong 17) k17 (KL «(77)L

F (vong 18) k18 (KL <<<77)R

FL kls (KA <<<77)L

FL-1 kl6 (KA <<<77)R

F (vong 19) k19 (KR «(94)L

F (vong20) k20 (KR <<<94)R

F (vong 21) k21 (KA «<94)L

F (vong22) k22 (KA «<94)R

F (vong 23) k23 (KL <<(111)L

F (vong24) k24 (KL «<111)R

kW3 (KB <<< 111)L
kW4 (Kn <<(111)R

Bang 5: Khoa vong eho khoa bi m~t 256 bit

2.2.3.3. Ch~ dQ ho~t dQng ella Camellia

Cac ch~ de) ho~t de)ng clIa Camellia dU'q'c quy dinh t~i Ml,Ic 2.3 clIa Quy chuAn nay.

2.2.3.4. Khoa

Be) dai kh6a SLrdl,lng trong ma khOi Camellia dU'q'c quy dinh

£>Qdai kh6i Ten thu~t toan £>Qdai khoa quy dinh ap
dVng

128 bit Camellia Khong nh6 hO'n 256 bit
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2.3. Ch' de} haft de}ng cua rna kh6i

Ml,Jcnay clIa Quy chuan Sll' dl,Jngmot sO ky hi~u sau:

C KhOi ban rna

CT R Gia trj d~rn

Bi~n I~p

j Kich thU'6'c cua bi~n ban ro/ban rna

K Kh6a m~t rna

n £>0 dai khOi ban rna/ban ro dOi v6'i mot rna khOi

m SO khOi ban rna dU'Q'clU'u trCl'

-P KhOi ban ro

q SO cac bi~n ban ro/ban rna

r Kich thU'6'c bo d~rn phan h6i

SV Bi~n kh&i dclu

X KhOi dclu vao rna khOi

Y KhOi dclu ra rna khOi

2.3.1. Ch' de} xich lien k't kh6i rna CBC (Cipher Block Chaining)

Ch~ dO CBC dU'Q'cxac dinh b&i mot tharn sO xen ke m > 0, sO khOi ban rna phai dU'Q'c lU'u
trCl'trong khi Xli' Iy trong ch~ do nay. Gia tri clla rn ccln nh6 (thong thU'cyngm = 1) va Ian nh~t
la 1024.

a) Cac bi~n dU'Q'cSll' dl,Jngtrong ch~ dO CSC:

1) Day q khOi ban ro co do dai n bit Pv Pz, ... , Pq.

2) Khoa bi rn~t K.

3) Day cac bi~n kh&i dclu co do dai n bit SVvSV, ...,SVm.

b) Cac bi~n dclu ra la day q bi~n ban rna co do dai n bit Cv C2, ••• , Cq

2.3.1.1. Phep rna h6a

Phep rna hoa clla ch~ do CSC nhU' sau:

Ci = eK(Pi EB Sva, 1:::;i :::;min(m, q)
N~u q > m, cac khOi ban ro theo sau dU'Q'crna h6a nhU' sau:

Ci = eK(Pi EB Ci-m),m + 1:::; i < q
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CHU THlcH: T~i bAt ky thai di~rn nclO trong qua trinh tinh toan, gia tri clia kh6i ban rna m
gan nhAt can dU'Q'clU'u trO'.

2.3.1.2. Phep giai rna

Phep giai rna clia ch~ do CSC nhU' sau:

Pi = dK(Ca €a SVi,1 $ i$ min(m, q)

N~u q > m, cac kh6i ban r6 theo sau dU'Q'crna h6a nhU' sau:
Pi = dK(Ci) €a Ci-m,m + 1$ i$ q

Mah6a

Giai rna

Hinh 8: chi de}xich lien kit kh6i rna voi m = 1
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FB
1

1 n

n

Th~ttoan
giai rna

d

Mah6a

L

Th~ttoan
miih6a

C1

y
) L ---J

y

Giaima

Hinh 9: chi dQ xich lien kit kh8i rna

- Bi~n kh&i d~u SV dU'Q'esinh ngau nhien, giO' bi m~lt va thong bilO eho nhau.

- Yeu e~u v~ d~m (padding)

+ N~u dO dai ban ro khong phai 113boi s6 ella n thi yeu e~u Slr dl,mg phU'O'ng phap d~m
(padding) sau d~ bOsung ban ro sao eho dOdai ella ban ro 113boi s6 ella n:

Them mot bit 1 vao cu6i ban ro, ti~p sau 113cae bit 0 (e6 th~ khong e~n) d~ dU'Q'eban ro e6
do dai 113boi s6 ella n. flay ehinh 113phU'O'ng phap d~m 2 trong tieu ehuan ISO/IEC 9797-1
ho~e ISO/IEC 10118-1.

2.3.2. chi dQ phin hai rna CFB (Cipher FeedBack)

Ch~ dO CFB dU'Q'exae djnh b&i 3 tham s6:

- Kieh thU'cYeella bOd~m phan hoi, r, trong d6 n< r ~ 1024n va r < qn
- Kieh thU'cYeella bi~n phan hoi, k, trong d6 1~ k ~ n

- Kieh thU'cYeella bi~n ban ro, j, trong d6 1~j ~ k

Trong Quy ehuan nay thi gia trj ella j va k b~ng nhau.

Cae bi~n dU'Q'eSlr dl,mg trong ch~ do CFB:

a) Cae bi~n d~u vao

1) Day q bi~n ban ro do dai j bit Pv Pz, ... , Pq.

2) Kh6a bi m~t K.

3) Bi~n kh&i d~u do dai r bit.
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b) Cae k~t qua trung gian:

1) Day q khoi dc1uvao eua rna khoi do dai n bit Xv XZ, ... , Xq.

2) Day q khoi dc1ura eua rna khoi do dai n bit Yv Yz, ... , Yq.

3) Day q biE3ndo dai j bit Ev Ez, ... , Eq.

4) Day q - 1bi~n phan hOido dai k bit FvFz, ... ,Fq-i.

5) day q noi dung bOd~m phan hOidOdai r bit FBv FBz, ... , FBq•

e) Cae bi~n dc1ura la day q bi~n ban rna do dai j bit Cv Cz, ... , Cq.

2.3.2.1. Phep rna h6a

Bo d~m phan hOiFB dU'Q'egan gia trj khai dau.

FBi=SV

Phep toan rna hoa moi bi~n ban r6 thl)'e hi~n trong 6 bU'6'csau:

a) Xi = n-FBi (Ll)'a chQnn bit t~n cung ben trai cua FB).

b) ~ = eK(Xi) (Slr dl,mg rna khoi).

c) Ei = j-~ (Ll)'a chQnj bit t~n cung ben trai cua ~).

d) Ci = Pi ED Ei (T~o bi~n ban rna).

e) Fi = l(k - j)ICi (T~o bi~n phan hOi).

f) FBi+1 = Sk(FBdFi) (Ham dich chuy~n tren FB).

Cac bU'6'ctren Iclipv6'i bi~n d~m i = 1,2, ...,q, trong vong Iclipcuoi dlJ'ng I~i t~i bU'6'c(d). j bit
t~n cung ben trai cua khoi dau ra Y cua rna khoi dU'Q'cSlr dl,mgd~ rna hoa j-bit bi~n ban r6
theo phep cong modulo 2. Cac bit con I~i cua Y dU'Q'cbe)di. Cac bit bi~n ban r6/ban rna co
chi so tlJ'1 d~n j.

Bi~n ban rna dU'Q'ctang them b~ng cach dclitk - j bit trong vi tri bit t~n cung ben trai cua
minh d~ t~o bi~n phan hOiF dOdai k-bit. Saudo cac bit cua be>d~m phan hOiFB dU'Q'cdich
trai di k vi tri va F dU'Q'cthem vao vi tri k t~n cung ben phai d~ t~o ra gia tri m6'i cua be>d~rn
phan hOiFB. Trong phep toan dich, k bit t~n cung ben trai cua FB dU'Q'cbe)di. n bit t~n cung
ben trai m6'i cua FB dU'Q'cSlr dl,mgnhU'la dau vao tillp theo cua X trong qua trinh rna h6a.

2.3.2.2. Phep gicii rna

80 d~m phan hOiFB dU'Q'Cgan gia trj khai dau.

FBi = SV

Phep toan giai rna moi bi~n ban rna thl)'c hi~n trong 6 bU'6'csau:

a) Xi = n-FBi (Ll)'a chQnn bit t~n cung ben trai cua FB).

b) ~ = eK(XD (Slr dl,mgrna khoi).

c) Ei = j- ~ (Ll)'a chQnj bit t~n cung ben trai cua ~).
d) Pi = Ci ED Hi (T~o bi~n ban r6).

e) Fi = I(k - j)ICi (T~o bi~n phan hOi).
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f) FBi+! = Sk(FBdFa (Ham dich chuy~n tren FB).

Cac bU'6'c tren I~p v6'i bi~n d~m i = 1,2, ..., q, trong vang I~p cuOi dung l(ili t(ili bU'6'c (d). j bit
t~n cung ben trai clia khOi dau ra Y clia rna khOi duQ'c Slr dl,mg d~ giai rna j-bit bi~n ban rna
theo phep cQng modulo 2. Cac bit can l(ili clia Y dU'Q'cbe>di. Cac bit bi~n ban ra/ban rna c6

chi 50 tli 1 d~n j.
Bi~n ban rna dU'Q'ctang them b~ng cach d~t k - j bit trong vi tri bit t~n cung ben trai clla
minh d~ t(ilObi~n phan hOi F dQ dai k-bit. Sau d6 cac bit clla bQ d~m phan hOi FB dU'Q'cdich
trai di k vi tri va F dU'Q'cthem vao vi tri k t~n cung ben phai d~ t(ilOra gia tri m6'i clla bQ d~m
phan hOiFB. Trang phep toan dich, k bit t~n cung ben trai clla FB dU'Q'cbe>di. n bit t~n cung
ben trai m6'i clia FB dU'Q'cSlr dl,mg nhU' la dau vao ti~p theo clia x trong qua trinh giai rna.

•• Mah6a Gillirna

r A
) (

A

FB FB

1 n r 1 n r

X 1 X

~

Th~ttoan
maMa

k-j ones

p p

1 1

Hinh 10: chi dQ phan h6i rna CFB

2.3.3. chi dQ phan h6i diu ra OFB (Output Feedback):

Ch~ dQ OFB dU'Q'cxac djnh b~ng mQt tham 50 j la kich thU'6'c bi~n ban ra v6'i 1 ~ j :::;n.

Cac bi~n dU'Q'cSlr dl,mg trong ch~ dQ OFB la:

a) Cac bi~n dau vao:

1) Day q bi~n ban ra de)dai j bit Pv PzJ ... , Pq.

2) Kh6abi m~tK.

3) Bi~n kh6'i dau dQ dai n bit.

b) Cac k~t qua trung gian:

1) Day q khOi dau vao clla rna khOi de)dai n bit XvXz, ... ,Xq.

2) Day q khOi dau ra clia rna khOi de)dai n bit Yv Yz, ... , Yq•

3) Day q bi~n dQ dai j bit Ev E2, ••• , Eq•

c) Cac bi~n dau ra, nghia la day q bi~n ban rna dQ dai j bit CvC2, ••• , Cq.
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2.3.3.1. Phep rna h6a

Kh6i d~u vilO X dU'Q'cgan gia trj kh6'i d~u

Xl = SV

Phep toan rna h6a rnoi bi~n ban ro thl!c hi~n trang 4 bU'6'c sau:

a) ~ = ek(Xa (Sti dl,mg rna kh6i).

b) Hi = j-~ (Chon j bit t~n cung ben trai).

c) Ci = Pi E9 Hi (T~o bi~n ban rna).

d) Xi+1 = ~ (Phep toan phan h6i).

Cac bU'6'c tren I~p v6'i bi~n d~rn i = 1,2, ...,q, trong vong I~p cu6i dCrng I~i t~i bU'6'c (c). Cl3c -
bi~n ban rna va ban ro c6 cac bit v6'i chi s6 tCr 1 d~n j.

K~t qua cua rnoi IAn su. dvng rna kh6i la ~ va dU'Q'cdU'a ira I~i thanh gia trj ti~p theo cua X, &

d~t la Xi+1. j bit t~n cung ben trai cua ~ dU'Q'csti dvng d~ rna h6a bi~n dAu vao.

2.3.3.2. Phep giai rna

Kh6i dAu vao X dU'Q'cgan gia trj kh6'i dAu

Xl = SV

Phep toan giai rna rnoi bi~n ban rna thl!c hi~n trang 4 bU'6'c sau:

a) ~ = ek(Xa (Su. dVng rna kh6i).

b) Hi = j-~ (Chon j bit t~n cung ben trai).

c) Pi = Ci E9 Hi (T~o bi~n ban rna).

d) Xi+l = ~ (Phep toan phan h6i).

Cac bU'6'c tren I~p v6'i bi~n d~rn i = 1,2, ..., q, trong vong I~p cu6i dung I~i t~i bU'6'c (c). Cc3c
bi~n ban rna va ban ro c6 cac bit v6'i chi s6 tCr 1 d~n j.

K~t qua cua rnoi IAn sti dVng rna kh6i la ~ va dU'Q'cdU'a tra I~i thanh gia trj ti~p theo cua X, .
d~t la Xi+1. j bit t~n cung ben trai cua ~ dU'Q'csti dVng d~ giai rna bi~n dAu vao.
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Mah6a
____ A _
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Giai rna
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X X

Th~ttoan Thu~ttoan
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p
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Hinh 11: Ch~ dQ phin h6i diu ra OFB

2.3.4. Ch~ dQ d~rn CTR (Counter)

Ch~ dOCTR dU'Q'cxac djnh b~ng mot tham sOj trong do is}S'n.

Cac bi~n dU'Q'cSLr dl,lng trong ch~ dO erR let

a) Cac bi~n dau vao:

1) Day q bi~n ban reSPv P21 ••• 1Pq I mOi bi~n co dOdai j bit.

2) Khoa bi m~t K.

3) Bi~n khai dau SV co dO dai n bit.

b) Cac k~t qua trung gian:

1) Day q khOi dau vao clla rna khOi co do dai n bit CTRvCTR2/,,,, CTRq•

2) Day q khOi dau ra clla rna khOi co do dai n bit Yv Y21 "'1 Yq•

3) Day q bi~n co do dai j bit Ev E21 "'1 Eq-

c) Cae bi~n dau ra, nghTa la day q bi~n ban rna do dai j bit Cv C21 "'1 Cq.

2.3.4.1. Phep rna h6a
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CTR dU'Q'cgan gia trj kh&i dau

CTR1 = SV

Cac phep toan d~ rna hoa m6i bi~n ban ro theo 4 bU'ac sau:

a) Yi = eK(CTRa (Su dl,lng rna kh6i).

b) Hi = j-Yi (Chc;mj bit t~n cung ben trai clla Yi).

c) Ci = Pi EB Hi (T«;1Ora bi~n ban rna).

d) CTRi+1 = (CTRi + 1)mod 2n (T«;1ora gia trj d~m mai CTR).

Cac bU'ac tren I~p vai bi~n d~m i = 1,2, ...,q I trong yang I~p cu6i dCJ'ngl«;1it«;1ibU'ac (c). C~IC
bi~n ban rna va ban r6 co cac bit co chi s6 tCJ'1d~n j.

Gia tri d~m dU'Q'crna hoa d~ dU'a ra kh6i d~u ra Yi va j bit t~n cung ben trai clla kh6i d~u ra
Yi dU'Q'csu dl,lng d~ rna hoa gia trj d~u vao. CTR sau do dU'Q'ctang 1 (modulo 2n) d~ t«;10ra ~
gia trj d~m maL

2.3.4.2. Phep giai rna

CT R dU'Q'cgan gia trj kh&i d~u

CTR1 = SV

Cac phep tofm d~ giai rna m6i bi~n ban ro theo 4 bU'ac sau:

a) Yi = eK(CTRa (Su dl,lng rna kh6i).

b) Hi = j-Yi (ChQn j bit t~n cung ben trai clla Yi).

c) Pi = Ci EB Hi (T«;1Ora bi~n ban ro).

d) CTRi+1 = (CTRi + 1)mod 2n (T«;1ora gia trj d~rn rnai CTR).

Cac bU'ac tren I~p vai bi~n d~rn i = 1,2, ...,q, trong yang I~p cu6i dCJ'ngl«;1it«;1ibU'ac (c). Cac
bi~n ban rna va ban ro cO cac bit co chi s6 tCJ'1d~n j.

Gia trj d~m dU'Q'crna hoa d~ dU'a ra kh6i d~u ra Yi va j bit t~n cung ben trai clla kh6i d~u ra .
Yi dU'Q'csu dl,lng d~ rna hoa gia trj d~u vao. CTR sau do dU'Q'ctang 1 (modulo 2n) d~ t«;10ra
gia trj d~rn maL
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Hinh 12: chi dQ dim eTR

2.4. Ma dong
Ma dong la ma thl,l'c hi~m bi~n dOi tCrng bit dO' li~u clia ban r6 sang ban rna SlJ'dl.mg kh6a dQ
dai k bit. Quy chuan nay quy dinh SlJ'dl.mg cac rna khOi dU'Q'cquy dinh t~i Ml,Ic 2.2 SlJ'dl,lng
ch~ dQCFB, OFB ho~c crR d~ thl,l'c hi~n chlJ'c nang rna dong.
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3. QUY £)INH VE QUAN LY
3.1. Cac mlrc giai h~n cua d~c tinh ky thu~t m~t ma va yeu c~u quan Iy cua cac thu~t toan
m~t ma d~ ma hoa dCI'li~u neu t~i Quy chuan nay la cac chi tieu chAt 1U'Q'ngphl,lc Vl,l dU'c;pc
quan Iy theo quy dinh v~ quan Iy chAt 1U'Q'ngsan pham, dich Vl,l m~t ma dan Sl)' dU'Q'cquy
dinh t~i Lu~t An toan thong tin m~ng ngay 19 thang 11 nam 2015.

3.2. Ho~t dong ki~m tra chAt 1U'Q'ngsan pham, dich Vl,l m~t ma dU'Q'ccO' quan quan Iy nha
nU'ac co tham quy~n ti~n hanh dinh ky hang nam ho~c dot xuAt.

4. TRACH NHleM COA TO CHUC, cA NHAN

4.1. Cac to chlrc tin dl,lng (trCrquy tin dl,lng nhan dan cO'sa co tai san dU'ai 10 tY, to chuc tai
chinh vi mo) Slr dl,lng san pham, dich Vl,l m~t ma dan Sl)' co trach nhi~m dam bao tuan thu
Quy chuan nay va chiu Sl)' ki~m tra cua cO'quan quan Iy nha nU'ac theo quy dinh.

4.2. Doanh nghi~p cung cAp san pham, dich Vl,lm~t ma dan Sl)' cho cac to chuc tin dl,lng (trCr L

quy tin dl,lng nhan dan cO' sa co tai san dU'ai 10 tY, to chuc tai chinh vi mo) co trach nhi~m
thl)'c hi~n cong bO hQ'p quy san pham, dich Vl,lm~t ma dan Sl)' phu hQ'p vai Quy chuan nay.
Vi~c cong bO hQ'p quy thl)'c hi~n theo Thong tU' sO 28/2012fTT-BKHCN ngay 12 thang 12
nam 2012 clla BO Khoa hQCva Cong ngh~.

4.3. Cl,ICQuan Iy m~t ma dan Sl)' va Ki~m dinh san pham m~t ma - Ban CO' y~u Chinh phu
co trach nhi~m ti~p nh~n dang ky cong bO hQ'p quy, thl)'c hi~n quan Iy, hU'ang dan va ki~m
tra vi~c cong bO hQ'p quy.

5. TO CHUC THl)'C HleN

5.1. Cl,ICQuan Iy m~t ma dan Sl,l'va Ki~m dinh san pham m~t ma - Ban CO' y~u Chinh phu
co trach nhi~m hU'ang dan, to chlrC tri€m khai quan Iy ky thu~t m~t ma cua thu~t toan mal hoa
dCI'li~u theo Quy chuan nay.

5.2. Trang trU'6'ng hQ'p cac quy dinh neu t~i Quy chuan kY thu~t quOc gia nay co Sl)' thay d6i,
bO sung ho~c dU'Q'cthay th~ thi thl,l'c hi~n theo quy dinh t~i van ban mai.!.

33



QCVN 4 : 2016/BQP

Phu lue A. .
(Quy dinh)

Mo ta DES

A.1. Me, diu
Thu~t toan DES la rna kh6i d6i xung c6 th~ xu Ii cac kh6i dCI'li~u 64 bit, su dl,mg kh6a bi rn~t
dQ dai 64 bit. M6i bit thu tam clIa kh6a rn~t rna thU'cYngdU'Q'csu dl,mg d~ ki~rn tra t1nh chan
Ie va dU'Q'Cbo qua.
A.2. Phep ma h6a DES
Phep rna h6a dU'Q'cchi ra tren Hinh A.1

Ban r6 64-bit trU'6'c het dU'Q'cbien d6i qua hoan vi ban dau fP. Sau d6 kh6i dU'Q'cchia thanh
hai nua Lo va Ros rn6i nua gOrn 32 bit. Tiep d6 thl,J'chi~n 16 vong bien d6i gi6ng nhau dU'Q'c
gQi la ham I, trang d6 dCI'li~u dU'Q'cket hQ'pv6'i kh6a. Trang m6i vong, nua phai la dau vao
clIa ham f dU'Q'ckh6a h6a, ham nay nh~n dau vao 32 bit va kh6a con 48 bit Ki va cho dau ra
32-bit. Dau ra nay tiep d6 dU'Q'cXOR v6'i nua trai d~ t~o ra nua trai m6'i da dU'Q'cbien d6i.
T~i phan cu6i clIa m6i vong, tru vong cu6i cung, hai nua trai va phai d6i ch6 cho nhau d~ t~o
ra Li va Ri tU'O'ngung. Sau khi thl,J'chi~n vong cu6i cung, hai nua trai va phai dU'Q'cghep I~i
v6'i nhau va kh6i 64-bit nh~n dU'Q'CI~i dU'Q'cbien d6i qua phep hoan vi cu6i fp-1 la hoan vi
nghich dao clIa hoan vi ban dau fP. Dau ra la ban rna 64-bit.

Phep rna h6a dU'Q'cxac dinh nhU' sau (P va C la dCI'li~u, Ki la kh6a).

(1) lP(P) = Lo II Ro
(2) V6'i i = 1,2, ... ,16:

Li = Ri-1

Ri = Li-1 ffi/(Ri-1,Ka

(3) C = lP-1(R16 II L16)

A.3. Phep giai ma DES
Phep giai rna cOng gi6ng nhU' phep rna h6a. SI,J'khac nhau chi (y cha, cac kh6a con Ki dU'Q'c
su dl,lng theo thu tl,J'ngU'Q'cI~i.

A.4. Cae ham DES

A.4.1. Phep hoan vi ban diu I P

Phep h6a vi ban dau I P dU'Q'cchi ra t~i Bang A.1. Hoan vi nay nh~n dau vao 64-bit va cho
dau ra 64-bit, theo d6 bit thu nh~t dU'Q'choan vi thanh bit thu 58, bit thu hai thanh bit thu
50,v.v, bit cu6i cung thanh bit thu 7.

58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
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61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7

Bang A.1 - Hoan vi kh6'i ~o

BAuvAo

Roan vi ban ddu

Ro

K16

R,fj= L.15 E9f(R1s1 K16)
I

Ngbich dao hom"; ban dau

---t
BAuRA

Hinh A.1 - Thu tlJC rna h6a

A.4.2. Hoan vi nghjch (fao 1p-l

Hofm vi nghich dao IP-l dU'Q'cchi ra tren Bang A.2, nh~n dau vao 64-bit va cho dau ra 64-
bit. f)au ra clla Thu~t toan nh~n bit th(Y40 ella kh6i dau ra trU'cycd6 lam bit th(Y nhflt, bit th(Y 8
lam bit th(Y hai,v.v va bit th(Y25 clla kh6i dau ra trU'cycd61am bit cu6i cung.
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40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

Bang A.2 - Hoan vi nghich CIaoIp-l

A.4.3. Ham f

Ham f dU'Q'cchi ra trem Hinh A.2

Ham f nhclJndAu vao 32 bit R va ma rong thanh R' c6 do dai 48-bit b~ng cach SLY dl,mg phep
hoan vi ma rong E. Sau d6 48-bit R' dU'Q'cXOR v6'i kh6a con 48-bit K, thu dU'Q'cdCrIi~u 48-
bit, dCrIi~u nay dU'Q'cvil!t thanh 8 kh6i, moi kh6i 6-bit, b~ng cach chon cac bit dAu vao clia n6
theo mot thCr tv dU'Q'cqui djnh tren bang. Cac ham dU'Q'cchon duy nhat d6 dU'Q'cgOi la cac
S - box, 511 52'"'' 5a, nhclJndAu vao 113cac kh6i 6-bit ri va cho dAu ra la cac kh6i 4-bit Si(ra.
Ham hoan vi p cho dAu ra 32-bit R'III tu dAu vao 32-bit Rill b~ng cach hoan vi cac bit clla khc3i
dAu vao. Rill' 113 dAu ra clla ham f.

Ham f do d6 dU'Q'cxac dinh nhU' sau (P va C 113dCrIi~u, Ki 113kh6a )

(1) R' = H(R)
(2) R" = R'ffiK

(3) R" = rl \I r2 \I r3 \I r4 \I rS \I r6 \I r7 \I r8

(4) R"" = P(R"')

-
l'
'"

48 bits K (48 bits)

Hinh A.2 - Tinh feR, K)
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A.4.4. Hoan vi rna rQng E

Hoan vi m6' rQng E dU'Q'Cchi ra tren Bang A3. Hoan vi E nh~n dau vao 32- bit va cho dau ra
48-bit. Ba bit dau tien clIa E la cac bit 6' cac vi tri 32, 1 va 2, hai bit cuOi 6' cac vi tri 32 va 1.

32
4

8
12

16

20
24

28

1 2

5 6

9 10

13 14

17 18

21 22

25 26

29 30

3 4

7 8

11 12

15 16

19 20

23 24

27 28

31 32

5 64

9 63
13 62

17 61

21 60

25 59

29 58
1 57

32
31
30

29
28
27
26

25
Bang A.3 - Hoan vi rna rQng E

A.4.5. Hoan vi P

Hoan vi P dU'Q'Cchi ra tren Bang A.4. Hoan vi P nh~n dau vao 32-bit va cho dau ra 32..bit.
8au ra pel) clIa ham P dU'Q'cxac dinh b6'i Bang A4, thu dU'Q'ctCrdau vao L b~ng cach lay
bit th(r 16 clla L lam bit th(r nhat clIa pel), bit th(r bay lam bit th(r hai clIa P(L),v.v va bit th(r
25 clIa L lam bit th(r 32 clIa pel).

16 7 20 21

29 12 28 17

1 15 23 26

5 18 31 10

2 8 24 14

32 27 3 9 •

19 13 30 6

22 11 4 25

Bang A.4 - Hoan vi P

A.4.6. S-box

S-box dU'Q'cchi ra tren Bang A5. Moi S-box c6 6- bit dau vao va 4-bit dau ra.

N~u 511a ham dU'Q'cxac dinh tren bang va B la khOi 6-bit, thi SI(B) dU'Q'cxac dinh nhU' sau:
cac bit dau tien va cuOi cung clla B dU'Q'cbi~u di~n theo cO'sO 2 la mQt sO n~m trong khoang
tCr 0 d~n 3. Gia sil sO d6 la i. BOn bit giCra clla B dU'Q'cbi~u di~n theo cO' sO 2 la sO n~m
trong khoang tlf 0 d~n 15. Gia sil sO d6 lil j. Tren bang d6 la sO n~m tren hang th(P iva cQt
th(Pj. 86 la sO n~m trong khoang tCr0 d~n 15, va dU'Q'cbi~u di~n duy nhat b6'i khOi 4-bit. KhOi
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nay la dau ra 51(B) cua 51 (rng v6'i dau vao B. Vi dl,l, v6'i dau vao 011011, hang dU'Q'cbieu
dien b(Yi01 la hang 1, cQtdU'Q'cxac dinh b&i 1101 la cQt13. N~m tren giao cua hang 1 va CQt
13 la 50 5, do d6 dau ra la 0101.

81

14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7

o 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8

4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0

15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13

82

15 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10

3 13 4 7 15 2 8 14 12 0 1 10 6 9 11 5

o 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15

13 8 10 1 3 15 4 2 11 6 7 12 0 5 14 9

83

10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8

13 7 0 9 3 4 6 10 2 8 5 14 12 11 15 1

13 6 4 9 8 15 3 0 11 1 2 12 5 10 14 7

1 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12

84
7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15

13 8 11 5 6 15 0 3 4 7 2 12 1 10 14 9

10 6 9 0 12 11 7 13 15 1 3 14 5 2 8 4

3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14

85

2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9

14 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6

4 2 1 11 10 13 7 8 15 9 12 5 6 3 0 14

11 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3

86
12 1 10 15 9 2 6 8 0 13 3 4 14 7 5 11

10 15 4 2 7 12 9 5 6 1 13 14 0 11 3 8

9 14 15 5 2 8 12 3 7 0 4 10 1 13 11 6
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4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13

S7

4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1

13 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6

1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2

6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12

S8

13 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7

1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2

7 11 4 1 9 12 14 2 0 6 10 13 15 3 5 8

2 1 14 7 4 10 8 13 15 12 9 0 3 5 6 11

Bang A.5 - Cac S-box

A.5. lU'Q'c d6 ~o kh6a DES

Phan 1U'Q'cd6 kh6a DES dU'Q'cchi ra trim Hinh A.3. LU'Q'cd6 nay nh~n kh6a 64-bit kh6a KEY
va cho ra 16 kh6a con 48-bit KlJ K2, ..••• , K16.

Trong d6 Kn, vai 1 ~ n < 16 la kh6i 48-bit trong bU'ac (2) clla thu~t toanoB&i v~y d~,rna ta
KS chi can rna ta vi~c tinh toan clla Kn t(Y KEYvai n= 1,2 ... , 16. Vi~c tinh toan nay dU'gc
rna ta tren Hinh A.3. Do d6 d~ xac dinh day dll KS, chi can rna ta hai h)'achQnhoan vi, GOng
gi6ng nhU'1U'Q'cd6 chuy~n dich sang trai. M9t bit trong byte 8-bit clla KEY c6 th~ dU'gc I<h&i
d9ng d~ phat hi~n IOitrong tc;iokh6a, phan ph6i va lU'utrli' kh6a. Cac bit 8, 16,... , 64 dU'gcSlr
dl,lngd~ bao dam la rnOibyte c6 tinh chc1tIe. Ll,I'achQnhoan vi 1 dU'Q'Cxac dinh b&i Bang A.6

57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4

Bang A.6 - Hoan vi kh6a PC-1

Bang tren dU'Q'cchia thanh hai phan, phan th(r nhclt xac dinh cach chQn cac bit trong Co,

phan th(r hai xac dinh each chQncac bit trong Do- Cac bit clla KEY dU'gc danh s6 t(y 1 d~n
64. Cac bit trong Co tU'O'ng(rng la 57, 49, 41,... ,44 va 36 clla KEY, con cac bit trong Do la
cac bit.63, 55, 47, ..,12 va 4 clla KEY. Vai Co va Do da xac dinh, c6 th~ xac dinh dU'Q'cen va
Dn t(Y Cn-1 va Dn-1• tU'O'ng(Pngvai n= 1,2, ... , 16. £)i~u nay dc;itdU'Q'cb~ng cach tuan thu
vao 1U'Q'cd6 phep dich sang trai cac kh6i rieng Ie sau:

s6 Ian I~p s6 Ian dich trai
1 1

39



QCVN 4: 2016/BQP

2

3

4

5
6

7

8

S61c\n I~p

9

10

11

12

13

14

15

16

1

2

2

2

2

2

2

s6 Ic\ndich trai
1
2

2

2

2

2

2

1

Bang A.7 - 56 cac bit khoa dU'Q'c dich chuy6n clia m6i vang

Vi dl,l, C3 va D3 thu dU'Q'ctCrCz va Dz tU'O'ng (Png b~ng hai dich chuy~n sang trai, va C16 va
D16 thu dU'Q'ctCrC1S va D1S tU'O'ng (Png b~ng m(>t Ic\n dich sang trai. Trang tat ca cac trU'cyng
hQ'p, vi~c dich m(>t Ic\n sang trai dU'Q'chi~u 113 dich cac bit sang trai m(>tvi tri sao cho sau mQt
Ic\n dich cac bit a 28 vi tri 113 cac bit trU'ac do a vi tri 2,3, ... ,28, 1. Vi~c chQn hoan vi 2 dU'Q'c
xac dinh tren Bang A.8

•
14 17 11
3 28 15
23 19 12
16 7 27
41 52 31
30 10 51
44 49 39
46 42 50

24 1 5
6 21 10
4 26 8
20 13 2
37 47 55
45 33 48
56 34 53
36 29 32

Bang A.8 - Hoan vi nen PC-2
•

Bai v~y bit th(P nhat clla Kn 113 bit th(P 14 clla CnDn, bit th(r hai 113 bit th(P 17,v.v, bit th(P 47 113
bit th(P29, bit th(P48 113 bit th(P 32.
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KHOA

PC-1

K1

PC-2

PC-2

1

___ Ct="==== ....._-_-_-_-_ '"-_-_-_-_--'__ ~<= PC-2 ~ K16

Hinh A.3 - Tinh toan 1U'9'cCIa kh6a

•

41



QCVN 4 : 2016/BQP

Phv Ivc B

(Quy dinh)

Cac phep bi6n d6i clla AES

B.1. Cac phep bi6n d6i AES

B.1.1. Cac phep bi6n d6i xac dinh cho AES

Thu~t toan AES SLr dVng cac phep bi~n dOi SubBytesO,SubBytes-10,
ShiftRowsO,ShiftRows-10, MixColumnsO,MixColumns -10,AddRoundKeyO. dU'Q'cma ta
dU'&i day.

.• B.1.2. Phep bi6n d6i SubBytesO
Phep bi~n dOi SubBytesO thl)'c hi~n thay th~ moi byte Tr~ng thai Si,j boi gia tri m&i Sf i,j' bclng

cach SLr dl,mg bang thay th~ (S-box) kha nghich.

Hinh B.1 minh hQa tac dQng clla phep bi~n dOi SubBytes() lem bang Tr~ng thai

n - S-Box . , , ,

so,o so,. S so,o SO,I SO,2 SO.3O..J.. ~ ••• -- -... t t

Sl,O S'.2 SI.3 SI,O
,

Sl,2 S1,3
- Sr.c Sr.c

, , I I

S2,O S2.1 S2,2 S2.3 S2.0 S2,I S2,2 S2.3

, , . ,

S3.0 S3,' S3,2 S3.3 S3.0 S3,l S3,2 S3,3

Hinh B.1: SubBytesO ap dVng S-box cho tLi'ng byte ella Tr~mg thai.

S-box dU'Q'cSLr dl,mg trong phep bi~n dOi SubBytesO va dU'Q'Ctrinh bay theo h~ Hexa tren
Bang B.1

01234 567 8 9 abc d e f
o 63 7e 77 7b f2 6b 6f e5 30 01 67 2b fe d7 ab 76
1 ea 82 e9 7d fa 59 47 fO ad d4 a2 af ge a4 72 cO
2 b7 fd 93 26 36 3f f7 ee 34 as e5 fl 71 d8 31 15
3 04 e7 23 e3 18 96 05 9a 07 12 80 e2 eb 27 b2 75
4 09 83 2e la Ib 6e Sa aO 52 3b d6 b3 29 e3 2f 84
5 53 dl 00 ed 20 fe bl 5b 6a eb be 39 4a 4e 58 ef
6 dO ef aa fb 43 4d 33 85 45 f9 02 7f 50 3e 9f a8
7 51 a3 40 8f 92 9d 38 f5 be b6 da 21 10 ff f3 d2
8 cd Oe 13 ee Sf 97 44 17 e4 a7 7e 3d 64 5d 19 73
9 60 81 4f de 22 2a 90 88 46 ee b8 14 de 5e Ob db
a eO 32 3a Oa 49 06 24 5e e2 d3 ae 62 91 95 e4 79
b e7 e8 37 6d 8d d5 4e a9 6e 56 f4 ea 65 7a ae 08
e ba 78 25 2e Ie a6 b4 e6 e8 dd 74 If 4b bd 8b 8a
d 70 3e b5 66 48 03 f6 Oe 61 35 57 b9 86 el Id ge
e el f8 98 11 69 d9 8e 94 9b Ie 87 e9 ee 55 28 df
f 8e al 89 Od bf e6 42 68 41 99 2d Of bO 54 bb 16

Bang B.1: Cac S-box clla AES
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Vi dl), n~u Sl,l = {53} thi gia trj thay th~ la gia trj nam tn3n giao cua hang c6 chi so '5' va cQt c6
chi so '3' cua Bang 5, dieu nay cho k~t qua la S'1,l c6 gia trj {ed}.

B.1.3. Phep bi~n dAi SubBytes-10
SubBytes-1() la phep bi~n dOi nghich dao cua phep bi~n dOi SubBytesO, trong d6 S-box
nghjch dao dU'Q'cap dl)ng cho tung byte cua Tri;lng thai. 8ieu nay di;lt dU'Q'c bang cach ap
dl)ng phep bi~n dOi nghjch dao dU'Q'crna ta ti;li 8ieu 5.2.4.2

S-box nghich dao dU'Q'cSLr dl)ng trong phep bi~n dOi SubBytes-10 dU'Q'Crna ta trong Bang
8.2.

0 1 2 3 4 5 6 7 8 9 a b e d e f
0 52 09 6a d5 30 36 as 38 bf 40 a3 ge 81 f3 d7 fb
1 7e e3 39 82 9b 2f ff 87 34 8e 43 44 e4 de e9 eb
2 54 7b 94 32 a6 e2 23 3d ee 4e 95 Ob 42 fa e3 4e
3 08 2e al 66 28 d9 24 b2 76 5b a2 49 6d 8b dl 25
4 72 f8 f6 64 86 68 98 16 d4 a4 5e ee 5d 65 b6 92
5 6e 70 48 50 fd ed b9 da 5e 15 46 57 a7 sd 9d 84
6 90 d8 ab 00 8e be d3 Oa f7 e4 58 05 b8 b3 45 06
7 dO 2e Ie 8f ea 3f Of 02 el af bd 03 01 13 8a 6b
8 3a 91 11 41 4f 67 de ea 97 f2 ef ee fO b4 e6 73
9 96 ae 74 22 e7 ad 35 85 e2 f9 37 e8 Ie 75 df 6e
a 47 fl la 71 Id 29 e5 89 6f b7 62 Oe aa 18 be Ib
b fe 56 3e 4b e6 d2 79 20 9a db cO fe 78 cd Sa f4
e If dd a8 33 88 07 e7 31 bl 12 10 59 27 80 ee Sf
d 60 51 7f a9 19 b5 4a Od 2d e5 7a 9f 93 e9 ge ef
e aO eO 3b 4d ae 2a f5 bO e8 eb bb 3e 83 53 99 61
f 17 2b 04 7e ba 77 d6 26 el 69 14 63 55 21 Oe 7d

Bang B.2: S-box nghjch dao AES

8.1.4. Phep bi~n aAi ShiftRowsO

Trong phep bi~n dOi ShiftRowsO, cac byte a ba dang cuoi cua Tri;lng thai dU'Q'Cdjch v6ng
IEm mQt so 1U'Q'ngbytes khac nhau (offsets). Hang thu nhat, hang 0 dU'Q'cgiO' nguyen (khong
dich chuy~n). ••

Cl) th~, phep bi~n dOi ShiftRowsO dU'Q'cthl)'c hiE;!nnhU' sau:

S'r,c = Sr,(c+r)mod4 vai 0 < r < 4, va 0 :::; c < 4, a day r la so thu tl,J'cua hang.
Theo d6 cac byte djch se chuy~n sang trai (nghia la cac gia trj thap han cua c trong mot
hang cho trU'ac), trong khi cac byte phia trai ngoai cling dich vang sang cac vi tri phia phai
ngoai cling cua hang (tuc la nhO'ng gia trj cao han cua c trong hang cho trU'ac).

Hinh B.2 rna ta phep bi~n dOi ShiftRowsO, trong d6 cac byte dU'Q'cdich vang sang trai.

8.1.5. Phep bi~n a6i ShiftRows-tO
ShiftRows-10 la phep nghich dao cua phep bi~n dOi ShiftRowsO. Cac bytes trong ba dong
cuoi cua Tri;lng thai dU'Q'cdjch vang len mot so 1U'Q'ngbytes khac nhau. Dong thu nhat, dong
o khang dich chuy~n. Ba dang dU'ai cling dU'Q'cdich vong len 4 - r bytes, a day r la so thu
tl,J'vang.

Cl) th~, phep bi~n dOi ShiftRows-10 dU'Q'cthl)'c hiE;!nnhU' sau:
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Sr,(c+r)mod4 = S'r,c v6'i 0 < r < 4, va 0 < c < 4.

Hinh B.3. ma ta phep bi~n dOi ShiftRows-10

Shif't:aava ()

s

..

So.o SO) sG,2 so.]

s..o Su ~ St.J

~o s2,,1 s2.1 s2.J

~.o s]) ~.2 s].]

1i4]

~

~.:JM

So.o SO) SO.2 so.]

Su ~ ~ -'1.0

S2.1 s2.J s2}J S.1,,1

s].] Sl.O ~) ~.2

Hinh 8.2: ShiftRowsO dich yang ba dang cuOi cua Tr~ng thai

ShiftRows-1 ()

~ 1'1 ..,

~~o_.,•

s

So.o SO) s0.2 so.]

s..o sl) ~ St.J

~ s2,,1 s2.1 s2.J

~.o s3) s].2 s].]

So.o SO) SO.2 so.]

St.J ~o sl) ~2

Sl.2 -'l.J s2}J S.1,,1

~) ~ s].] ~.o

Hinh B.3: ShiftRows-10 dich yang ba dang cuOi cua Tr~ng thai.

8.1.6. Phep biAn a6i MixColumnsO

Phep bi~n dOi MixColumnsO thao tac tren TrGlng thai, thay m6i cot b~ng cot khac. Cac cQt
cua TrGlngthai dU'Q'Cxem nhU' nh[yng da thli'c tren trU'CrngGF(28) va dU'Q'Cnhan modulo x4 +
1 v6'i da thli'c c6 djnh a(x) cho trU'6'c, a(x) = {03}x3 + {Ol}x2 + {Ol}x + {02}. Phep nhan nay
co thll vi~t dU'6'i dGlngphep nhan ma trc;.n:

, 02 03 01 01 sO,e
s'(x) = a(x)0s(x):

S O,e vaiO < c < 4.
I 01 02 03 01s I,e sl,e

=, 01 01 02 03 s2,eS 2,e

s3,e 03 01 01 02 s3,e

K~t qua clla phep nhan tren la b6n byte trong cQt dU'Q'cthay th~ nhU' sau:
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SfO,e = ({OZ} 0 So,e) m ({03} 0 Sl,e)mSz.emS3.e

Sf l,e = SO,em ({OZ} 0 Sl,e)m ({03} 0 SZ.e)mS3,e

SfZ.e = SO.em Sl,e m({OZ} 0 Sz.e)EB({03} 0 S3.e)

Sf 3.e = ({03} 0 So,e) EB Sl,e EBsz,e EB({OZ} 0 S3,e)

Toan tll' EB trong cac bi~u thlrc trEm bi~u thj phep cQng trong trU'cmg GF(28), v6'i phep cQng
bit XOR. Phep nhan dU'Q'cthlfc hi~n theo modulo clla da thCrc bat kha qui clla trU'ang. Trang
trU'ang hQ'p thu~t toan AES d6 la da thCrcx8 + x4 + x3 + X + 1.
Hinh B.4 ma ta phep bi€ln dOiMixColumnsO.

SO,.c .
so.o so.] ••

Sl,.c . .
-\.0 ~o sl.,3

S . .
S2,O 2,.c s2,O S2,,3

. .
53•0 S3,.c S3.0 S3,,3

Hinh 8.4 - MixColumns 0 thao lac tren Tr~mgthai, thay cQtbing cQt khac
B.1.7. Phep bi~n dOiMixColumns-l0
MixColumns-10 la phep bi€ln dOi nghjch dao clla phep bi€ln dOi MixColumnsO.
MixColumns-10 thao tac trEmTrt;tng thai, thay moi cQt bjjng cQt khac. Phep bi€ln dOi nay c6
th~ bi~u dian dU'6'i dt;tng phep nhan ma tr~n, (y day moi byte dU'Q'ccoi nhU' mQt phan tll' clla
trU'ang hCruht;tn GF(Z8):

I Oe Ob Od 09 sO,e vaiD :::;;c < 4Sf(X) = a-1(x)@s(x) S O,e
, 09 Oe Ob Od SI,eS I,e .-=I Od 09 Oe ObS 2,e S2,e

S3,e Ob Od 09 Oe S3,e

K~t qua clla phep nhan la b6n byte trong moi cQt dU'Q'cthay th€l nhU' sau:

SfO.e= ({Oe} • So,e) E9 ({Ob} • sl.e)E9({Od} • S2.e) E9({09} • S3.e)

Sf l.e = ({09} 0 So,e) E9({Od} • sl.e)E9({Ob} • S2.e) E9({Od} 0 S3,e)

Sf 2,e = ({Od} • So,e) E9 ({Oe}. sl.e)E9({Oe} • SZ,e) E9({Ob}. S3.e)

Sf3.e = ({Ob}. so.e) E9({09}. sl,e)E9({09}. SZ,e) E9({Oe}. s3.d

8.1.8. Phep bi~n d6i AddRoundKeyO

Trong phep bi€ln dOi AddRoundKeyO, kh6a v6ng dU'Q'ccQng vao Trt;tng thai bjjng phep GQng
bit dan gian XOR. Moi kh6a v6ng g6m b6n tCP(128 bit) lay tCPIU'Q'Cd6 kh6a (dU'Q'cma ta tt;ti
5.2.5). B6n tCPnay dU'Q'ccQng vao cQt Trt;tng thai nhU' sau:
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[S'O,C,S'lpS'ZpS\C] = [SOpSlpSZpS3,C] ffi [W(4'i+C)] vcYi0 ~ c < 4

a day, 0 ~ c < 4 va W(4'i+c) la cac tCr clia 1U'Q'cd6 kh6a thli C clia kh6a v6ng th(P i Wi=
[W(4'i), W(4*i+1)' W(4'i+Z),W(4*i+3)] va i la gia trj thuQC khoang 0 SiS Nr. Trang phep rna h6a,
phep cQng kh6a v6ng ban dau xay ra khi i = 0, trU'cYc(Pngdvng thli nhc1tclia ham v6ng. Vi~c
ap dvng phep bi~n dOiAddRoundKeyO cho Nrv6ng clia phep rna h6a xay ra khi 1 SiS Nr.

HOc;ltdQng clia phep bi~n dOi AddRoundK eyO, dU'Q'crninh hQa tren Hinh B.5. fJja chi byte
trong cac tCrclia 1U'Q'cd6 kh6a dU'Q'crna ta trong fJi~u 2.2.2.2 .

SOc SOc

~

• , , • I

So S02 S03 So 2 SO,3. . , ,

SJ c
).V 4.i+c SJ c ;,.01

• • • . /

Sl,
, ,

81,2 SI,3 YW4
S2,c S2c • I

S2 S2,2 S23 , 82.2 82.3, ,

• I

S3. S3,c 83•2 83.3 S3 c 83.2 83.3,

Hinh 8.5: AddRoundKeyO cQng bit XOR tli'ng cQt clia Tr~ng thai v6'i m6i tli' liy tli'
1U'Q'c d6 kh6a

•

•

J
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QUY CHuAN KY THUAT QUOC GIA
VE CHO'KY sO sO' DUNG TRONG LiNH VU'C NGAN HANG. .
National technical regulation on digital signature used in banking

1. QUY £)INH CHUNG

1.1. Ph\lm vi di~u chinh

Quy chu~n ky thu~t qu6c gia nay quy dinh muc giai hc,:lnclla cac dc;3Ctinh ky thu~t m~t rna
clla chO'kv s6 Sll' dl,mgtrong ITnhVl)'Cngan hang.

1.2. £>8itU'Q'ngap d~ng
Quy chu~n nay ap dl,mgd6i vai cac doanh nghi~p kinh doanh san ph~m, dich Vl,Jm~t rna
dan Sl)'trong ITnhVl)'Cngan hang; cac to chuc tin dl,Jng(tn:r quy tin dl,mg nhan dan cO'sa
c6 tai san dU'ai 10 ty, to chuc tai chinh vi mo) Sll' dl,mgsan ph~m, dich vl,lm~t rna dan Sl)'.

1.3. Tai Iiqu viqn din

- Recommendation for Random Number Generation Using Deterministic Random Bit
Generators, NIST SP 800-90A Rev. 1, National Institute of Standards and Technology,
June 2015. (Khuytm cao cho bQsinh so ngau nhi{m SLf df,mgbQsinh bit ngau nhien t~t
djnh, NIST SP 800-90A Rev. 1, Vi~n tieu chuan va cong ngh~ qu6c gia (My), thang 6
nam 2015).

- RSA Laboratories. PKCS#1 v2.1: RSA Cryptography Standard. June 2002. (Ph6ng thi
nghi~m RSA. PKCS#1 v2.1: Tieu chuan m~tma RSA. Thang 6 nam 2002).

- TCVN 7635:2007 Ky thu~t m~t rna - ChCl'kVs6.
- NIST, Federal Information Processing Standards Publication 186-4, Digital Signature

Standard (OSS), July 2013. (NIST, Tieu chuan Xli' IVthong tin lien bang, Chuan chO'ky
so (oSS), thang 7 nam 2013).

- NIST, Federal Information Processing Standards Publication 180-4, Secure Hash
Standard (SHS), August 2015. (NIST, Tieu chuan Xli' IV thong tin lien bang, Chuan ham
bam an toan (SHS), thang 8 nam 2015).

1.4. Gicii thich tw ngO'

Trang Quy chuan nay, cac tLYngCrdU'ai day dU'qc hi~u nhU'sau:

1.4.1.

Thong tin khong thuQc ph~m vi bi m~t nha nU'ac

La thong tin khong thuQc nQi dung tin "tuy~t m~t", "t6i m~t" va "m~t" dU'qc quy dinh ti;)i
Phap I~nh Bao v~ bi m~t nha nU'acngay 28 thang 12 nam 2000.

1.4.2.

M~tma

La nhCl'ngquy tclc, quy U'ac rieng dung d~ thay doi hinh thuc bi~u hi~n thong tin nham bao
clambi m~t, xac thl)'c, toim v~n clla nQidung thong tin.
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1.4.3.

M,t rna dan 51}'

La ky thu~t m~t ma va san pham m~t ma dU'C)'cSlr dl:mgd~ bao m~t ho~c xac thl,J'cdoi vc~i
thong tin khong thuQcphc;lmvi bi m~t nha nU'O'c.

1.4.4.

San phirn rn,t rna dan 51}'

La cac tai Ii~u, trang thi~t bi ky thu~t va nghi~p Vl,lm~t ma d~ bao v~ thong tin khong thuQc
phc;lmvi bf m~t nha nU'O'c.

1.4.5.

Ky thu,t rn,t rna

La phU'O'ngphap, phU'O'ngti~n c6 ung dl,lngm~t ma d~ bao v~ thong tin.

1.4.6.

Ma h6a

Phep bi~n doi (kha nghich) dO' li~u boi thu~t toan m~t ma d~ tc;lora ban ma, tuc la che
gi~u nQidung thong tin cua dO'li~u.

1.4.7.

Giai rna

Phep toan ngU'C)'cv6'i phep ma h6a tU'O'ngung.

1.4.8.

M,t rna phi a6i xLPng

H~ thong dl,J'atremky thu~t m~t ma phi doi xung, trong d6 phep bi~n doi cong khai dU'Q'G
SLYdl,lngd~ ma h6a, phep bi~n doi bf m~t dU'C)'cSlr dl,lngd~ giai ma.

1.4.9.

Ky thu~t rn,t rna phi a6i xLPng

Ky thu~t m~t ma phi doi xung Slr dl,lng hai phep bi~n doi lien quan d~n nhau, phep bi~n
doi cong khai (dU'C)'cxac dinh boi kh6a cong khai) va phep bi~n doi bf m~t (dU'C)'cxac dinh
bai kh6a rieng). Ca hai phep bi~n doi nay c6 tinh ch~t la cho bi~t phep bi~n doi cong khai,
ve m~t t1nhtoan khong th~ c6 kha nang xac dinh dU'C)'cphep bi~n doi bf m~t.

1.4.10.

Chfi' ky 56

MQt chuoi so, k~t qua cua phep bi~n d6i m~t ma tren thong di~p dO' Ii~u nh~m cung cap
mQtphU'O'ngti~n d~ ki~m tra tfnh xac thl,J'ccua ngu6n goc thong di~p dO'li~u, t1nhtoan v~n
clla dCr li$u va tfnh khong th~ choi b6 clla ngU'aida kyo
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1.5. Cae ky hi~u

AES

Octet

n

d

e

(n,e)

c

C

EM

emLen

k

m

M

I20SP

OS2lP

LCM

nlen

Tieu chuan rna hoa tien ti~n (Advanced Encryption Standard)

Chu6i bit co dQ dai b~ng 8

Modulo RSA

S5 mO bi m~t RSA

S5 mO cong khai RSA

Khoa cong khai RSA clla ngU'ai ky

MQt bi~u dien clla ban rna, 113s5 nguyen thuQc (0,n -1 )

Ban rna dU'Q'cbi~u dien {y d<;ingchu6i octet

Chu6i Octet bi~u dien thong di~p da dU'Q'cghi rna

DQ dai theo Octet clla EM

DQ dai modulo n tinh theo octet

MQt bi~u dien clla thong di~p (van bim), 113s5 nguyen thuQc
(0,n-1)

Thong di~p (van bim), chu6i octet

Ham cO'sa chuy~n doi tu d<;ings5 nguyen sang chu6i octet
(Integer-to-Octet-String Primitive)

Ham cO'sa chuy~n doi tu chu6i octet sang s5 nguyen (Octet-
String-to-Integer-Primitive)

BQi chung nh6 nh~t (Least Common Multiplier)

BQ dai modulo n theo bit

dQ rn<;inhv~ an toan (security_strength) la mQt s6 nguyen bi~u thjsecurity _strength
ILI'Q'ngtinh toan can thiet d~ pha h~ rna

N

L

II

PKCS

la ky hi~u dQ dai theo bit ella s6 nguyen t5 q

la ky hi~u dQ dai theo bit ella s6 nguyen t5 p

Toan tlr n5i hai ehu6i

Tieu ehu~n m~t rna khoa eong khai (Puplic Key Cryptography
Standard) do Phong thi nghi~m RSA (My) ban hanh.

6



PSS

RSA

RSAVP

RSASP

RSASSA

SHA

Word

DSA

EC

ECDSA
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LU'Q'cdb ky xac suM (Probabilistic Signature Scheme)

Ten clla he rna do ba nha toan hoc Rivest, Sharnir va Adlerntm• • I
sang t<;lOra

Phep toan cO'sa phl,JCVl,Jcho ki~rn tra chO' ky RSA

Phep toan ky RSA cO'sa
LU'Q'c db ky RSA kern phl,J Il,JC(RSA Signature Scheme with
Appendix)

Thu~t toan bam an toan (Secure Hash Algorithm).

Tlf (32 bit)

Thu~t toan chO' ky so

f)U'ang cong Elliptic

Thu~t toan chO' ky so dl,J'atren dU'ang cong Elliptic
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2. QUY DINH KY THU~T
2.1. Ch(P ky s8

Thongdi~

D
lThu~ttoanbam an to31lJ

D
Ban t6m lucre
D'

Khoa. qr-::T:::-a-o-C"':"'"h-u'qChu_
bi m~t lri.so;' -

A.:I leV so
'-----'

Ki~mtra chii'kY

Thong di~ nh~ duge

D
jTh~t tom bam an toarIJ

D
Ban t6m lucre
D'

Chu r\ KiBm tra h Khali
leY sa Y ehu ley sa \r-l cong khai

D
Chu kYhgp l~

ho~c
Chu kYkhong hgp l~

,
••

Hinh 1 - Mo ta qua trinh ~o va ki~m tra ch(P ky s8
ChO' ky 56 la mQt df,mg chO' ky di~n ttY dU'Q'cte;tOra b~ng Sl)' bi~n d6i mQt thong di~p dO'
li~u stYdl)ng h~ th6ng m~t rna phi d6i xLrng theo do ngU'ai co dU'Q'cthong di~p dO' li~u ban
d~u va khoa cong khai clIa ngU'ai ky co the xac djnh dU'Q'Cchfnh xac:

- Vi~c bi~n d6i neu tren dU'Q'cte;tOra b~ng dung khoa bf m~t tU'O'ng Lrng v&i khoa cong
khai trong cung mQt c~p khoa;

- Sl)' toan v~n nQi dung clla thong di~p dO' li~u ke tCPkhi thl)'c hi~n viEi!cbi~n d6i neu tren.

Qua trinh sinh chO' ky 56 trEmmQt thong di~p dO' liEi!uyeu c~u stY dl)ng: 1) ham bam m~t
rna thl)'c hiEi!ntfnh toan tren dO' liEi!use dU'Q'cky, 2) stY dl)ng khoa m~t rna va thu~t toan ky
de te;tOchO' ky 56 tren d~u ra clla ham bam. Quy chucfm nay quy dinh stY dl)ng khoa m~t
rna trong thu~t toan ky 56, ham bam m~t rna dlJ'Q'cstYdl)ng trong qua trinh sinh chO' ky 56,

2.1.1. Quy dinh ky thu~t

2.1.1.1. Quy dinh chung:

Qua trinh ch(P ky s8 S(P dVng Ghi chu

DQ an toan 2:: 112 bit:

Te;tochO' ky 56
DSA: Ipl 2:: 2048 va Iql 2:: 224
RSA: Inl 2:: 2048
EC: Inl 2:: 224

8
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D(>an toan ~ 112 bit:

Xae thl,J'eeh(Pky s6
DSA: Ipl ~ 2048 va Iql ~ 224

RSA: Inl ~ 2048

EC: Inl ~ 224

2.1.1.2. Quy djnh chi ti~t v~ nguan ngAu nhien:

Cae sO ngau nhien dU'Q'cSLrdl,mg cho cac ml,lCdich khac nhau nhU' d~ sinh cac tham sO
m~t rna, cac kh6a m~t rna, cac gia tri ngau nhien dung m(>t IAn va cac gia trj thach dO xac
thl,J'c.

M(>t sO b(>sinh bit ngau nhien tat dinh DRBG dU'Q'Cchap thu~n d~ SLrdl,lng theo quy dinh
chung bao g6m: HASH_DRBG, HMAC_DRBG va CTR_DRBG.

Cac b(>sinh bit ngau nhien RBG tuan theo SP800-90A phien ban sLra dOi I~i nam 2015 d~
sinh bit ngau nhien cOng dU'Q'cchap thu~n d~ SLrdl,lng tiep.

2.1.2. ChO'ky s6 RSA-PSS
2.1.2.1. Cae yeu cau chung

1. C~p khoa RSA dung d~ ky thi khong dU'Q'cdung cho ml,lCdich khac (chang h~n dung
I~i d~ rna thong di~p);

2. Hai s6 nguyen t6 p, q va sO mO bi m~t d cAn phai dU'Q'cgi(P bi m~t tranh vi~c bj truy c~p
bat hQ'p phap, lam 1(>ho~c sLra dOi. Modulo n va sOmO cong khai e phai dU'Q'ccong bO
cong khai;

3. M6i ngU'aj SLrdl,lng cAn c6 Modulo n rieng;
4. D(> dai cua Modulo n (nlen) khong dU'Q'cnh6 hO'n 2048 bit va nen dU'Q'Cthay dOi theo

thai gian nhU' sau.

y<2020
112

128

..;:"Y;i~~~t6H~'i~~..
2048

3072

Trang do, d(> m~nh ve an toan (security_strength) la m(>t sO nguyen bi~u thj 1U'Q'ngtinh
toan cAn thiet d~ pha h~ rna.

Vi cac phU'O'ng phap pha h~ rna thU'ang xuyen dU'Q'choan thi~n nen c~n phai dinh ky 3
den 5 nam m(>t IAn xem xet I~j nlen tOi thi~u (c6 th~ tham khao chi tiet yeu c~u nay tran!9
tai Ii~u NIST Special Publication 800-57: Recommendation for Key Management - Part 1:
General, January 2016).

- Phien ban ap dl,mg: Ap dl,lng phien ban 2.1 cGa tieu chuan RSA Cryptography Standard
PKCS #1 v2.1.

- Ap dl,lng 1U'Q'cd6 RSAES-OAEP d~ rna hoa va RSASSA-PSS d~ kyo

9
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2.1.2.2.Quy dinh chi ti~t v~ cae khoa RSA

1. s6 rna cong khai e can phai dU'Q'CchQn vai cac rang bUQcsau:
a) s6 rna cong khai e can dU'Q'CchQn trU'ac khi t~o s6 rna bi rn~t d;
b) s6 rna cong khai e can phai la s6 nguyen dU'O'ngIe sao cho

65,537 ::; e < Znlen-zsecurity_strength

Vai nlen la dQ dai clla modulo n theo bit.

ChLi Y r~ng e co th~ la gia trj bat ky rna thoa rnan rang bUQc 1(b); p va q se dU'Q'cch<;m
(trong rnl,lC2) sao cho e la nguyen t6 cung nhau vai ca (p - 1) va (q - 1).

2. Hai s6 nguyen t6 p va q dU'Q'Ct~o ng~u nhien va giG' bi rn~t can phai dU'Q'CchQn vai
cac rang bUQcsau:

a) (p - 1) va (q - 1) can phai la nguyen t6 cung nhau vai s6 rna cong khai e;
b) Moi rnQt trong b6n s6 (p + 1), (p - 1) va (q + I), (q - 1) can phai co cac nhfm tLr

nguyen t6 Ian hO'n zsecurity_strength+zo; ~

c) Nhan tLr nguyen t6 bi rn~t p, q can phai dU'Q'CchQn ng~u nhien tu cac s6 nguyen t6 .'
thoa man (.J2)(z(nlen/Z)-l) ::; q < p ::; (z(nlen/Z) - 1);

d) Ip - q I > z(nlen/z-100).

3. s6 rna bi m~t d can phai dU'Q'clila chQn sau khi t~o p va q vai cac rang bUQc:
a) s6 rna d can phai Ian hO'n z(nlen/Z), va
b) d = e-1mod(LCM((p - I), (q - 1)))

(Chi ti~t v~ ham t~o cac tharn s6 RSA co th~ tham khao trong tai Ii~u FIPS 186-4: Digital
Signature Standard).

2.1.2.3. T\lo chli' IcY sa
RSASSA - PSS - SIGN(K, M)

Dau vao: K khoa bi rn~t RSA clla ngU'CYiky

M thong di~p se dU'Q'cky, la mot chuoi octet

Dau ra:

Thong bao loi:

S chO' ky, chuoi octet co dO dai k, vai k 180 dO dai cua
modulo RSA theo octet

"van ban qua dai", "Ioi dinh d:;mg"

Cac bU'ac:

1. Ma hoa EMSA - PSS: Ap dl,lng thao tac EMSA - PSS - ENCODE vao van ban M d~ t<;lO
ra thong di~p dU'Q'cdjnh d<;lngEM co dO dai f(modBits - 1)/81 octet sao cho dO dai bit
clla s6 nguyen OS2IP(EM) nhi~u nhat 180 modBits - I, vai modBits 121 do dai theo bit
clla s6 n (modun RSA):

EM = EMSA - PSS - ENCODE (M, modBits - 1).

ChLi Y r~ng dQ dai octet clla EM se b~ng k -1 n~u modBits - 1chia h~t cho 8 va b~ng
k n~u modBits - 1khong chia h~t cho 8. N~u ham EMSA - PSS - ENCODE cho ra
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thong bao 16i "van ban qua dai" thi RSASSA - PSS - SIGN cOng cho ra thong bao loi
"van ban qua dai" va dung I~i. N~u EMSA - PSS - ENCODE cho ra thong bao "16idjnh
d~ng" thi RSASSA - PSS - SIGN cOng cho ra thong bao "16idjnh d~ng" va dung I~i.

2. ChO' ky RSA:

a. Chuy~n thong di~p da dU'<;>,cdinh d~ng (chu6i octet) EM thanh bi~u dien thong di~p (J'
d~ng s6 nguyen m.

m = OS2IP(EM).

b. Ap dl,mg phep toan cO' sa RSASP v6'i K la khoa bi m~t RSA va bi~u dien thong di~p m
d~ t~o ra bi~u dien chO' ky la s6 nguyen s:

s = RSASP(K, m).

c. Chuy~n chO' ky s d~ng s6 nguyen thanh chO' ky S d~ng chuoi octet co de;>dai k:

S = I20SP(s, k).

f)U'a ra chO' ky S.

2.1.2.4. Xac thlfc chiP ky s6
RSASSA - PSS - VERIFY((n, e),M,S)

f)). ,
au vao: (n, e) khoa cong khai RSA clla ngU'ai ky

f)~u ra:

M

S

thong di~p rna chO' ky clla no c~n dU'<;>,cki~m tra, la
chuoi octet

chO' ky dU'Q'cki~m tra, chuoi octet co de;>dai k, v6'i k
la de;>dai theo octet clla s6 n, modulo RSA

"ehO'ky h<;>,pW' ho~c "chO' ky khong h<;>,pW'

Cac bU'6'c:

1. Ki~m tra de;>dai: N~u de;>dai ella ehO' ky S khong la k octet, cho ra thong bao loi "ehfr ky
khong h<;>,pI~" va dung Ic;li;

2. Ki~m tra ehfr ky RSA;

a. Chuy~n chfr ky S thanh bi~u dien ehCl'ky a dc;lng56 nguyen s;

s = OS2IP(S)

b. Ap dl,mg phep toan cO' sa RSAVP v6'i khoa eong khai RSA la (n, e) va bi~u dien chCl'ky
s d~ tc;lora m la s6 nguyen bi~u dien thong di~p;

m = RSAVP((n,e),s)

c. Chuy~n bi~u dien thong di~p m thanh thong di~p da dU'Q'edinh d~ng EM co de;>dai
emLen = r(modBits - 1)/81 octet, v6'i modBits la de;>dai theo bit ella 56 n (Modulo RSA):

EM = /20SP (m, emLen)

11
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Chu y r~ng emLen se b~ng k - 1n~u modBits - 1chia h~t cho 8 va b~ng k n~u
modBits - 1khong chia h~t cho 8. N~u I20SP cho ra thong bao 16i "sO nguyen qua
Ian" thi RSASSA - PSS - VERIFY cho ra thong bao 16i "chCr ky khong hQ'p W' va dCrng
liili.

3. Kiem tra EMSA - PSS: Ap dl,mg thao tac ki~m tra EMSA - PSS - VERIFY VaG thong
di~p M va thong di~p da dU'Q'cdjnh diilng EM d~ xac djnh xem chung co tU'O'ng(rng vai
nhau hay khong;

Result = EMSA - PSS - VERIFY (M, EM, modBits - 1).

4. N~u k~t qua (Result) la "phu hQ'p" thi cho ra "chCr ky hQ'p I~". NgU'Q'c liili se cho ra "chCr
ky khong hQ'p I~".

2.1.3. ChCPky sa ECDSA
2.1.3.1. Quy dinh chi tiAt v~ cac kh6a ECDSA:

Ki~m tra tinh hQ'p I~ clla cac tham sOmi~n (p,SEED, a, b, G,n, h)nhU' sau:

Xau SEED dung d~ sinh ngau nhien dU'ang cong Elliptic xac dinh tren trU'ang Fp vai p 113 sO
nguyen to Ie.

TrU'ac khi Slr dl,lng mQt bO tham sOmi~n, tinh hQ'p I~ clla no phai dU'Q'cki~m tra theo thu~t
toan dU'ai day:

1. Ki~m tra p la mot sO nguyen to Ie.

2. Ki~m tra a, b, XG, YG la cac ph~n tlr clla trU'ang Fp'

3. Ki~m tra r~ng a va b dU'Q'cdan xu~t tU'O'ng(rng tCrSEED.

4. Ki~m tra (4a3 + 27b2) khac 0 vaj(E) =f::. 0; 1728 trong Fp

5. Ki~m tra Y~ = x~ + aXG + b trong Fp'

6. Ki~m tra n la nguyen to va n > 4jP .
.7. Ki~m tra nG = DE'

8. Ki~m tra dU'ang cong co thuoc danh sach cac dU'ang cong y~u:

a. Thoa man di~u ki~n MOV, (chu y r~ng mot dU'cyngcong thoa man di~u ki~n
MOV se khong phai la dU'ang cong sieu bi~n).

b. Ki~m tra dlJ'ang cong khong ki dj, nghTa 113 #E =f::. p.

N~u b~t ky Sl,J'ki~m tra nao & tren th~t b~i thi tham sO mi~n phai dU'Q'cxem 113 kh6ng hQ'p
I~.

£)i~u ki~n MOV dU'Q'c hi~u la khong co gia trj k nguyen dU'O'ng nao 0 < k < B d~ cho
pk - 1 chia h~t cho n. Tren thl,J'chanh hi~n nay Ipl = 224 bit thi nglJ'ai ta xet vo'i B = 15
la dll vi khi do Ipkl = 3360 > 2048.

Cac h~ sO a, b clla dU'ang cong dU'Q'csinh ngau nhien tren Fp tlJ' d~u VaGSEED va co th~
ki~m tra dU'Q'C.

Khoa bi m~t d phai OLfQ'Csinh ngau nhien trong khoang [1,n - 1].

12
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£)U'cmg cong Elliptic xac djnh tren trU'cmg hO'u hliln Fp v6'i t6i thi~u Ip I = 224 bit va dU'Q'C
xac djnh Cl,lth~ nhU' sau:

£>Q dai bit eua n £>Q dai bit eua p

224 - 255 Ipl = 224
256 - 383 Ipl = 256
384 - 511 Ipl = 384
~ 512 Ipi = 521

f)lili 1U'Q'ngCofactor dU'Q'cdinh nghia va ky hitilu la h = #E(Fp)/n twin theo bang dU'6'i day:

£>Q dili bit ella n Gia tri h el;l'e d{li eho phep

224 - 255 214

256 - 383 216

384 - 511 224

~ 512 232

2.1.3.2. T{lo chli' ky s8
Thu~t toan ChCr ky 56 DU'ong cong Elliptic (ECDSA) thl,l'c hitiln vitilc sinh chCr ky cua thong
bao m, lam vitilc nhU' sau:

Sinh chCrky ECDSA

fJtw vao: Cac tham 56 mi~n (E, P), khoa bi m~t d, thong bao m.

fJtw ra : ChCrky (r,s).

1. L~y 0 < k < q mQt cach ngau nhie!n

2. (XR' YR) +- kP

3. r +-XR mod q

4. N~u r = 0 thi chuyem v~ bU'6'c 1

5. k +-k-1 mod q

6. e +-H(m)

7. s +-k(e + rd) mod q

8. N~u s = 0 thi quay v~ bU'6'c 1

13
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9. Tra v~ (T, s)

2.1.3.3. Xac thlfc chli' ky s6
f)~ ki~m tra chO' ky sO (T, s) cua thong bao m, ngU'ai ki~m tra tinh cac bU'6'c sau (Q = dP
- ky hi$u khoa cong khai):

Ki~m tra chO' ky ECDSA

f)~u vao: Cac tham sOmi~n (E,P), khoa cong khai Q, thong baa m, chO' ky (T,S)

f)~u ra : Chap nh~n ho~c bac bo chO' kyo

1. Ki~m tra rc1ng0 < T,S < q

2. s' ~S-1 mod q

3. e ~H(m)

4. h1 ~s'e mod q

5. hz{- S'T mod q

6. R = (XR'YR) ~h1P + hzQ

7. N~u R = 0 thi bac bo chO' kyo

8. N~u XR mod q = T thi chap nh~nJ ngU'Q'cI~i thi bac boo

2.1.4. ChiP ky s6 DSA
2.1.4.1. Quy djnh chi tiit v6 cac khoa DSA:

Cac tham sO ri€mg bi m~t k phai la sO oU'Q'c sinh ngau nhien 0 < k < q v6'i 00 dai
Iql khong nho hO'n 224 bit.
2.1.4.2. T,o chiP ky s6
Ch<;>nN la dO dai bit cua q,min(N, outlen) bi~u thi sO nguyen dU'O'ngnh6 nhtlt N va outlen
la d9 dai bit clla khOi o~u ra ham bam.

ChCl'ky clla mQt thong oi$p M bao gom c~p sOT va s oU'Q'ctinh toan nhU' sau:

T = (gk mod p) mod q.

z = cac bit tf;in cung ben trai min(N, outlen) clla Hash(M).

s = (k-1(z + XT)) mod q.

Khi tinh s, xau z thu dU'Q'ctu ham Hash(M) se dU'Q'cbi~n dbi sang mot 50 nguyen.
Chu y T co th~ dU'Q'ctinh btlt Cll' khi nao n~u bi~t k, p, q va g. Vi dl): btlt Cll' khi nao cac
tham sO mien p, q va 9 oU'Q'Cbi~t, va k oU'Q'Ctinh toan trU'6'c thi T cOng co th~ dU'Q'ct1nh
tnr6'c vi thong tin clla thong bao oU'Q'cky khong yeu ~u cac tinh toan cua T. Vi$c tinh
trU'6'c gia trj k, k-1 va T SEl dU'Q'Cbao v$ m9t cach tU'O'ngtl,J'nhU' khoa rieng x t6'i khi tinh
toan xong s.

14
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Gia trj clIa r va s se dU'Q'cki~m tra d~ xac djnh xem r = 0 hay s = O. N~u mQt trong hai
r = 0 ho~c s = 0 thi mQt gia trj m6'i clIa k se dU'Q'csinh ra va chCl'ky se dU'Q'ctinh toan
l<;1i.N~u chCl'ky so dU'Q'csinh ra dung d~n, thi r~t hi~m khi xay ra r = 0 ho~c s = O.

ChCl'ky (r, s) co th~ dU'Q'ctruy~n di cung thong di~p d~ xac thl,J'c.

2.1.4.3. Xac thlJ'c chiP ky s6
GQi M', r', va s' la cac phien ban tU'O'ng (rng da nh~n dU'Q'cclIa M, r va s; gQi y la khoa
cong khai clIa ngU'ai ky; gQi N la dQ dai bit clIa q, va min(N, outlen) bi~u thi so nguyen
dU'O'ngnh6 nh~t N va outlen, (y day outlen la dQ dai bit clIa khoi dau ra ham bam.

Ti~n trinh xac thl,J'cchCl'ky dlJ'Q'cthl,J'chi~n nhlJ' sau:

1. Ki~m tra n~u mQt trong hai di~u ki~n 0 < r' < q va 0 < s' < q bi vi ph<;1mthi chCl'ky bj
tti' choi va dU'Q'Ccoi la khong hQ'p I~.

2. N~u ca hai di~u ki~n (y bU'6'c 1 dU'Q'cth6a man thi:

w = (s')-lmod q

z = Cae bit t~n cung ben trai min(N, outlen) clIa Hash(M').

ul = (zw) mod q.

u2 = ((r')w) mod q.

v = (((g)ul (y)u2) mod p) mod q.

3. N~u v = r', khi do chCl'ky dU'Q'cxac thl,J'c.

4. N~u v khae r', khi do thong bao ho~e chCl'ky co th~ da bj thay doi, co th~ do loi trong
ti~n trinh sinh chCl'ky ho~c chCl'ky co th~ bj gia m<;1o.

2.1.5. ChiP ky s6 RSASSA-PKCS1-v1_5
2.1.5.1. Cac yeu c&u chung

1. C~p khoa RSA dung d~ ky thi khong dU'Q'cdung cho ml)c dich khac (ch~ng h<;1ndung
l<;1id~ rna thong di~p);

2. Hai so nguyen to p, q va so mO bi m~t d can phai dU'Q'CgiCl'bi m~t tranh vi~c bi truy c~p
bM hQ'p phap, lam IQho~c sera doL Modulo n va so mO cang khai e phai dU'Q'ccang bo
cong khai;

3. Moi ngU'CriSlY dl)ng can co Modulo n riang;
4. DQ dai clla Modulo n (nlen) khong dU'Q'cnh6 hO'n 2048 bit va nEmdU'Q'Cthay doi theo

thai gian nhU' sau.

Narn (y)

y<2020

(19 an toan

112

128

2048

3072

Trong do, dQ mc,lnh v~ an toan (security_strength) la mQt so nguyen bi~u thi 1U'Q'ngtinh
toan can thi~t d€; pha h~ rna.
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Vi cac phU'O'ng phap pha h~ ma thU'ang xuyen dU'Q'choan thi~n nen can phai djnh ky 3
d~n 5 nam mQt Ian xem xet Ic;linlen t6i thi~u (co th~ tham khao chi ti~t yeu cau nay trong
tai li~uNIST Special Publication 800-57: Recommendation for Key Management - Part 1:
General, January 2016).

2.1.5.2. Quy dinh chi ti~t v6 cac kh6a RSA
1. s6 ma cong khai e can phai dU'Q'Cch<;mv6'i cac fang bUQCsau:
a) s6 ma cong khai e can dU'Q'Cch<;mtfU'6'Ckhi tc;lo56 ma bi m~t d;
b) s6 ma cong khai e can phai la 56 nguyen dU'O'ngIe sao cho

65,537 < e < znlen-2security_strength

V6'i nlen la dQ dai cua modulo n theo bit.

Chu y f~ng e co th~ la gia tfi b~t ky ma thoa man fang bUQC1(b); p va q se dU'Q'cchc;>n
(trong ml,JC2) sao cho e la nguyen t6 cung nhau v6'i ca (p - 1) va (q - 1).

2. Hai 56 nguyen t6 p va q dU'Q'Ctc;lo ngau nhien va giCl'bi m~t can phai dU'Q'Cchc;>nvai
cac fang bUQCsau:

a) (p - 1) va (q - 1) can phai nguyen t6 cung nhau v6'i 56 ma cong khai e;
b) M6i mQt trong b6n 56 (p + 1), (p - 1) va (q + 1), (q - 1) can phai co cac nhan tll'

nguyen t6 l6'n hO'n zsecurity_strength+2o;
c) Nhan tlr nguyen t6 bi m~t P, q can phai dU'Q'Cch<,mngau nhien tCf cac 56 nguyen t6

thoa man (.J2)(z(nlen/2)-1) < q < p ~ z(nlen/2) - 1;
d) Ip - q I > z(nlen/2-100).

3. s6 ma bi m~t d can phai dU'Q'Ch,ra chc;>nsau khi tc;lop va q vai cac fang bUQc:
a) s6 ma d can phai Ian hO'n z(nlen/2), va
b) d = e-1mod (LCM( (p - 1), (q - 1)))

(Chi ti~t v~ ham tc;locac tham 56 RSA co th~ tham khao trong tai li~u FIPS 186-4: Digital
Signature Standard).

2.1.5.3. T~o chli' ky s6
RSASSA - PKCS1- V1_5 - SIGN (K,M)

flau vao: K kh6a bi m~t RSA cua ngU'ai ky

M thong bao dU'Q'cky theo xau bQ8

f)~u ra:

Cac loi

S ChCl'ky, mQt xau bQ 8 cua dQ dai k trong d6 k la dQ
dai theo bQ8 cua RSA modulo n

"Thong bao qua dai"; "Modulo RSA qua ng~n"

Cac bu'O'cthl,l'c hi~n:

1. Ma hoa EMSA-PKCS1-v1_5:

Ap dl,Jngma hoa EMSA-PKCS1-v1_5 d6i v6'i thong bao M d~ tc;lora ban ma EM co dQ dai
la k bQ 8.
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EM = EMSA - PKCSl - Vl_S - ENCODE (M, k).

2. ChO' ky RSA:

a. Bi~n d6i ban ma EM thanh sO nguyen m
m = OS2/P(EM).

b. Ap dl:mg chO' ky sO nguyen thllY RSASPl cho kh6a rieng K va thong di~p m d€! t~o ra sO
nguyen 5

5 = RSASPl (K,m).

c. Bi~n d6i 5 tU'ong (rng thanh chO' ky S c6 de)dai k be)8

S = I20SP (5, k).

3. £)U'a ra chO' ky S.

2.1.5.4. Xac thlJ'c chiP ky sa
RSASSA - PKCS1- Vl_S - VERIFY ((n,e),M,S)

£)~u vao: (n, e) kh6a cong khai RSA clla ngU'cyjky

£)~u ra:

Cacl6i:

M

S

thong bao (chO' ky sO) can xac thl,l'c theo xau be)8

ChO' ky can xac thl,l'c la xau be)8 de)dai k trong d6 k
la de)dai theo be)8 clla RSA modulo n

"ChO' ky h9'P W' ho~c "chO' ky khong h9'P W'

"Thong di~p qua dai"; "Modulo RSA qua ngcln"

Cac bU'&c th(J'C hi(m:

1. Ki~m tra de) dai: N~u de) dai clla chO' ky S khong phai la k cac be)8 thi xu~t dau ra "chO'
ky khong h9'P I~" va dung I~i.

2. Xac thl,l'c RSA:

a. Bi~n d6i S thanh sO nguyen 5

5 = OS2/ P (S).

b. SlY dl,JngRSAVPl nguyen thllY cho khoa RSA cong khai (n, e) va 5 d~ t~o ra sO nguyen
m

m = RSAVPl ((n,e),5).

N~u d~u ra RSAVP "chO' ky sO dt;ti di$n n~m ngoai dai h9'P W' thi dU'a ra "chO' ky sO khong
h9'P W' va dung It;ti.

c. Bi~n d6i m thanh EM co do dai k cac bo 8:

EM = I20SP (m, k).

N~u df:tu ra I20SP "sO nguyen qua Ian" thi dU'a ra "chO' ky sO khong h9'P I~" va dung I~i.
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3. EMSA-PKCS1-v1_5 encoding:

Ap dl,lng rna hoa EMSA-PKCS1-v1_5 d6i vO'i thong di$p M de te;tOra ban rna th(Y 2 EM' co
dQ dai k cac bQ8:

EM' = EMSA - PKCSl - Vl_S - ENCODE eM, k) .

4. So sanh EM va EM' n~u gi6ng nhau thi chO' ky hQ'p 1$,nglJ'Q'c le;tichO' ky la khong hQ'p
1$.

2.2. Ham bam

Ham bam: MQt thu~t toan chuyen d6i moi thong bao bieu di~n dlJ'O'ide;tngbit co dQ dai b~t
ky thanh mQt chuoi bit co dQ dai c6 dinh. Chuoi bit co dQ dai c6 djnh do dlJ'Q'cgQi la "gia tri
bam", "rna bam", hai dan gian la "tom 1lJ'Q'c"clla thong bao dau vao. Cac thu~t toan bam
m~t rna dlJ'Q'cthi~t k~ sao cho thoa man cac tinh chat sau:

- Tinh mQt chi~u hay tinh khang ti~n anh: Khong the tim dlJ'Q'ctrong thai gian cho phep
mQt thong bao co gia trj bam cho trlJ'O'c;

- Tinh khang ti~n anh th(Y hai: Cho trlJ'O'cthong di$p M1, khong the tim dlJ'Q'ctrong thai
gian cho phep mQt thong di$p M2 khac M1 sao cho gia tri bam clla M1 va M2 la nhlJ'
nhau;

- Tinh khang xung dQt: Khong the tim dlJ'Q'chai chuoi bit khac nhau co cung mQt gia tri
bam.

Trong Quy chu~n nay cac ham bam sau day dlJ'Q'Cphep Slr dl,lng.

Dc} an toan Ham bam ap dl:lng

128
SHA-256, SHA-512/256,
SHA3-256

192 SHA-384, SHA3-384

~256 SHA-512, SHA3-512
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3. QUY £)INH VE QUAN LY
3.1. Cac rnlrc gi6'i he;tnclla d~c tinh ky thu~t rn~t rna va yeu c~u quan Iy clla chO' ky s6 neu
te;tiQuy chuan nay la cac chi tieu chM 1U'Q'ngphl)c VI) dU'Q'cquan Iy theo quy dinh v~ quan
Iy ch~t 1U'Q'ngsan pharn, dich VI) m~t rna dan Sl,l'dU'Q'cquy dinh te;tiLu~t An toan thong tin
rne;tngngay 19 thang 11 nam 2015.

3.2. Hoe;ttdQng ki~rn tra ch~t 1U'Q'ngsan pham, djch VI) m~t rna dU'Q'ccO' quan quan Iy nha
nU'6'c co tharn quy~n ti~n hanh dinh ky hang nam ho~c dQt xu~t.

3.3. MQt s6 quy dinh v~ ngU'ang thai gian va dQ an toan khoa Cl) th~:

- Quy dinh nghi~p VI) chung d6i v6'i dQ an toan khoa m~t rna:

Ill? an toan theo bit Thai h~n SLP dl}n9 quy dinh

96 D~n cu6i nam 2020

112 D~n cu6i nam 2030

~ 128 Tu nam 2030

Thai he;tnSlr dl)ng dU'Q'cquy dinh chi ti~t d6i v6'i dQ an toan khoa rn~t rna khoa cong
khai tinh theo bit:

Thai h~n RSA DSA ECDSA
Quy djnh (Ill? dai p)

2020 Ipl = 1536 Ipl = 1536,Iql = 192 192 - 224

2030 Ipl = 2048 Ipl = 2048,Iql = 224 224 - 255

Sau 2030 Ipl = 3072 Ipl = 3072,Iql = 256 256
- --

- Cac ham bam tU'O'nglrng theo DQ an toan bit:

Ham bam £>9 an toan
--

SHA-224 112
--

SHA-256 128
-

SHA-512 256

SHA-384 192

WHIRLPOOL 256

- f>Qan toan thea bit quy dOi giQ>aRSA, DSA va ECDSA nhU' sau:
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De> an toan ECDSA RSA DSA
112 224 2048 2048

128 256 3072 3072

192 384 7680 7680

256 512 15360 15360

3.4. Quy dinh v~ an toan cai d~t va SLrdl,mg:

Cac thu~t toan chCYky so khi cai d~t ph~n rn~rn va ph~n cung con c~n co du kha nang
chong I~i cac tAn cong kenh k~ nhAt la chong I~i vi~c tinh ra dU'gc cac bit khoa trong qua
trinh thl)'Chi$n thu~t toan.

4. TRAcH NHleM COA TO CHUC, cA NHAN
4.1. Cac t6 ch(Pctin dl,mg (tni quy tin dl,mgnhan dan cO'sa co tai san dU'ai 10 tY, t6 ch(Pc
tai chinh vi rno) SLrdl,mgsan ph~m, dich Vl,lrn~t rna dan Sl)'co trach nhi$m dam bao tuan
thu Quy chu~n nay va chiu Sl)'ki~m tra cua cO'quan quan Iy nha nU'actheo quy dinh.

4.2. Doanh nghi~p cung cAp san ph~m, djch Vl,lm~t rna dan Sl)'cho cac t6 ch(Pctin dl,lng
(trlr quy tin dl,lng nhan dan cO'sa co tai san dU'ai 10 ty, t6 chuc tai chinh vi mo) co trach
nhi$m thl)'c hi$n cong bo hgp quy san ph~rn, djch Vl,lm~t rna dan Sl)' phu hgp vai Quy
chu~n nay. Vi$c cong bo hgp quy thl)'c hi$n theo Thong tU' so 28/2012nT-BKHCN ngay
12 thang 12 narn 2012 cua Be>Khoa hQCva Cong ngh$.

4.3. Cl,ICQuan Iy rn~t rna dan Sl)'va Ki~m djnh san ph~m m~t ma - Ban CO'y~u Chinh phu
co trach nhi$m ti~p nh~n dang ky cong bo hgp quy, thl)'c hi$n quan Iy, hU'angdan va ki~m
tra vi$c cong bo hgp quy.

5. TO CHUC THl)'C HleN
5.1. Cl,ICQuan Iy m~t ma dan Sl)'va Ki~m djnh san ph~m m~t rna - Ban CO'y~u Chinh phu
co trach nhi$m hU'angdan, t6 ch(Pctri~n khai quan Iy ky thu~t m~t rna cua ChO'ky so theo
Quy chu~n nay.

5.2. Trong trU'ang hgp cac quy djnh neu t~i Quy chu~n ky thu~t quac gia nay co Sl)' thay
d6i, b6 sung ho~c dU'gcthay th~ thi thl)'c hi$n theo quy dinh t~i van ban mai.l.
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QUY CHuAN KY THUAT QUOC GIA
VE QUAN LY KHOA sO' DUNG TRONG LiNH vU'e NGAN HANG. .

National technical regulation on key management used in banking

1. QUY DINH CHUNG

1.1. Ph,m vi di~u chinh

Quy chuan ky thu~t quOc gia nay quy dinh cac yeu cau v~ quan Iy khoa m~t rna Slr dl,mg kY
thu~t m~t rna phi dOi xCl'ngd~ bao m~t dO' li~u trong Iinh VI)'Cngan hang bao g6m: Sinh khoa
bf m~t dung d~ lien I~c giO'a hai thl)'c th~ bclng cO'ch~ thoa thu~n khoa va dan xuat khoa, SLr
dl,mg ky thu~t m~t rna phi dOi xCl'ng; sinh khoa bf m~t cho mQt thl)'c th~ bai thl)'c th~ khac
bclng cO'ch~ truy~n khoa Slr dl,mg m~t rna phi dOi xung; v~n chuy~n khoa cong khai clla mQt
thl)'c th~ d~n mQt thl)'c th~ khac bclng dU'O'ngtruy~n co bao v~; quy dinh v~ quan Iy Slr dl,mg
khoa m~t rna an toan.

Quy dinh v~ t~o khoa, dang ky khoa, thu h6i, cai d~t, khoi phl,Jcva cac van d~ thuQc quan Iy
khoa khac khong thuQc ph~m vi di~u chinh clla quy chuan nay.

1.2.£>6itWQ'ngap dl;lng .~~ '~

Quy chuan nay ap dl,JngdOi vai cac doanh nghit;!p kinh doanh san pham, dich VI,Jm~t rna dan
Sl)' trong Iinh VI)'Cngan hang; cac t6 chuc tfn dl,Jng (tni quy tin dl,Jng nhan dan cO' sa co Uti
san dU'ai 10 tY, t6 chuc tai chfnh vi mo) Slr dl,Jngsan pham, dich VI,Jm~t rna dan Sl)'.

1.3.Tai Ii~u vi~n din

- TCVN 7817-3:2007 (ISO/IEC 11770-3:1999) Cong nght;! thong tin - Ky thu~t m~t rna -
Quan Iy khoa - Phan 3: Cac cO'ch~ Slr dl,Jngky thu~t phi dOi xCl'ng.

- ISOIIEC 11770-3:2015 Information technology - Security techniques - Key management
- Part 3: Mechanisms using asymmetric techniques.

- Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography, SP 800-56A Revision 2, National Institute of Standards and Technology,
May 2013.

- Recommendation for Random Number Generation Using Deterministic Random Bit
Generators, NIST SP 800-90A Rev. 1, National Institute of Standards and Technology,
June 2015. (Khuyen cao cho bQ sinh s6 ngau nhifm s& dl,mg bQ sinh bit ngau nhifm tat
djnh, NIST SP 800-90A Rev. 1, Vit;!n tieu chuan va cong nght;! quOc gia (My), thang 6 nam
2015).

1.4.Giai thich tiP ngli'

Trang Quy chuan nay, cac tCrngO'dU'ai day dU'Q'Chi~u nhU' sau:

1.4.1.

Thong tin khong thuQc ph,m vi bi m~t nha nwac

La thong tin khong thuQc nQi dung tin "tuyt;!t m~t", "tOi m~t" va "m~t" dU'Q'Cquy djnh t~i Phap
It;!nh Sao vt;! bf m~t nha nU'ac ngay 28 thang 12 nam 2000.

1.4.2.
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Mftma

La nhO'ngquy t~c, quy U'ac rieng dung d~ thay dOi hinh thlrc bi~u hi.;mthong tin nh~rn bao
dam bi rn~t, xac thl,J'c,toan v~n clIa nQidung thong tin.

1.4.3.

Mft rna dan sl!

La ky thu~t rn~t rna va san pharn rn~t rna dU'Q'cSLY dl,mgd~ bao rn~t ho~c xac thl,J'cd6i vai
thong tin khong thuQcphe;trnvi bi rn~t nha nU'ac.

1.4.4.

San phAm mft rna dan sl!

La cac tai Ii~u, trang thi~t bj ky thu~t va nghi~p Vl,Jrn~t rna d~ bao v~ thong tin khong thuQc
phe;trnvi bi rn~t nha nU'ac.

1.4.5.

Ky thuft mft rna
La phU'O'ngphap, phU'O'ngti~n c6 lrng dl,Jngrn~t rna d~ bao v~ thong tin.
1.4.6.

Ma h6a

Phep bi~n dOi (kha nghich) dO'li~u bai thu~t toan rn~t rna d~ te;tOra ban rna, tlrC la giau nQi
dung thong tin clla dO'Ii~u.

1.4.7.

Giai rna

Phep toan ngU'Q'cvai phep rna h6a tU'O'nglrng.

1.4.8.

Ma phi d6i xlPng

H~ th6ng dl,J'atren ky thu~t rn~t rna phi d6i xlrng, trong d6 phep bi~n dOicong khai dU'Q'csu
dl,Jngd~ rna h6a, phep bi~n dOibi rn~t dU'Q'cSLY dl,Jngd~ giai rna.

1.4.9.

Ky thuft mft rna phi d6i xli'ng
Ky thu~t rn~t rna phi d6i xlrng su dl,mghai phep bi~n dOi lien quan den nhau, phep bien dOi
cong khai (dU'Q'cxac dinh bai kh6a cong khai) va phep bi~n dOi bi rn~t (dU'Q'cxac dinh bai
kh6a rieng). Ca hai phep bi~n dOinay c6 tinh ch~t la cho biet phep bi~n dOicong khai, ve rn~t
tinh toan khong th~ c6 kha nang xac djnh dU'Q'cphep bien dOibi rn~t.

1.4.10.

The khoa

Thong di~p quan Iy khoa dU'Q'cgui tCrrnQtthl,J'cth~ tai mot thl,l'cth~ khac trong qua trinh thl,l'C
hi~n mot cO'che qulm Iy khoa.
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1.4.11.

V~n chuy~n khoa

Ti~n trinh truy~n mQtkhoa tu mQtthl,J'cth~ d~n mQtthl,J'cth~ khac v6'i bao v~ thich hQ'p.

1.4.12.

Xac thl;l'c thl;l'c th~ lin nhau

SI,J'xac thl,J'CgiO'ahai thl,J'Cth~ dam bao v~ djnh danh clIa moi thl,J'cth~.

1.4.13.

Xac thU'ckhoa tli' thU'c th~ A din thU'c th~ B. . .
Bam bao cho B r~ng chi co A la thl,J'cth~ sa hO'ukhoa dung.
1.4.14.

Xac thl;l'c khoa hai chiAu

Bam bao xac thl,J'ckhoa tu A d~n B va tu B d~n A.

1.4.15.

Xac nh~n khoa tli' A d~n B

Bam bao cho thl,J'cth~ B la thl,J'cth~ A sa hO'ukhoa dung.
1.4.16.

Xac nh~n khoa hai chiAu

Bam bao xac nh~n khoa tu A d~n B va tu B d~n A.

1.4.17.

Thiit I~p khoa

Qua trinh dam bao SI,J'kha dl,mgmQtkhoa bi m~t dung chung cho mQt ho~c nhi~u thl,J'cth~.
Thi~t I~p khoa bao gOmthoa thu~n khoa va v~n chuy~n khoa.

1.4.18.

Thoa thu~n khoa

Ti~n trinh ki~n t~o mQt khoa bi m~t dung chung giO'ahai thl,J'cth~ theo cach ma khong co
ben nao co th~ dinh trU'6'cgia tri cho khoa

1.5. Cac ky hi~u

IDA,IDB £>inhdanh clla cac thl,J'cth~ A va B

Certx Chung chi khoa cong khai clla thl,l'cth~ X

F(h,g) Ham thea thu~n khoa

HASH Ham bam

DH Diffie-Hellman
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Menezes-Qu-vanstone

Kh6a bi m~t cho h~ m~t d6i xlrng

Kh6a bi m~t chia se giO'a hai thl)'c th~ A va B

Thong bao thoa thu~n kh6a dU'Q'cglri boi thl)'c th~ A sau giai do~n Xli' Iy i

s6 ngau nhien dU'Q'csinh trong qua trinh thl)'c hi~n clIa mQt 1U'Q'cdo.

T~p cac phan tlr c6 th~ clIa r

Ham t~o chO' ky Slr dl,mg kh6a rieng clIa thl)'c th~ X

Ham ki~m tra chO' ky clIa thl)'c th~ X

Phep n6i hai phan tlr dO' Ii~u v6'i nhau

s6 nguyen nho nhat l6'n han ho~c bang 56 thl)'c x

£>Qdai 56 nguyen x tinh bang bit

£>Qdai modulo n tinh theo bit

Khoa cong khai theo RSA

Khoa rieng theo RSA

£>Qdai 56 nguyen t6 p trong bai toan logarit rai r~c

£>Qdai 56 nguyen t6 q trong bai toan logarit rai r~c

U'6'c nguyen t6 clIa p - 1

Cap hay Il)'c 1U'Q'ngclIa dU'ang cong elliptic E

B~c clla di~m sinh G

Hoanh dQ x cua di~m P tren dU'cmg cong elliptic E

Cae dong thCra 56 dU'Q'ct1nh theo cong thLic h = #Efm

ThCra 56 phI) trong phep nhan dong thCra56 l = h-1mod m

Phep bi~n d6i di~m P tren dU'ang cong E thanh 56 nguyen
1r(P) = (X(P)modZrp/21) + zrp/21,p = floB2nl
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2. QUY DINH KY THUAT. .
2.1. Cae yeu eiu a6i VOtigiao thLPethoa thufn va vfn ehuyin khoa

f)i~u nay quy djnh cac giao thuc thi~t I~p khoa bi m~t dung d~ rna dO'li~u dU'Q'ctrao doi giO'a
hai thl,J'cth~ A va B, v~n chuy~n khoa bi m~t tCrthl,J'cth~ A sang thl,l'cth~ B, v~n chuy~n khoa
cong khai clia thl,J'cth~ A sang thl,J'cth~ B.

f)~ thl,l'chi~n giao thuc, moi thl,l'cth~ X dam bao cac di~u ki~n sau:

- Sa hO'uc~p khoa d~ ky va ki~m tra chO'ky (Sx, Vx) dU'Q'ccO'quan tham quy~n cap dU'ai
d~ng chung thU's6 Certx.

- Slr dl,lngmQtc~p khoa cong khai d~ rna hoa (Ex, Dx) dU'Q'cquy dinh t~i f)i~u 2.7 clia Quy
chuan nay.

- Slr dl,lng chung vai thl,l'c th~ thli' hai ham thoa thu~n khoa F la mQttrong hai ham dU'Q'c
xac djnh t~i f)i~u 2.2.2, mQtham d~n xuat khoa KDF dU'Q'cquy dinh t~i f)i~u 2.4 clia Quy
chuan nay va mQt ham ki~m tra m~t rna MACKAB dU'ai d~ng ham bam dU'Q'cquy dinh t~i
f)i~u 2.2 clia QCVN 5 : 2016/BQP Quy chuan ky thu~t qu6c gia v~ ChO'ky s6 Slr dl,lng
trong Iinh Vl,l'Cngan hang.

- Mei thl,J'cth~ dU'Q'cti~p c~n cac khoa cong khai clia thl,l'cth~ kia theo cO'ch~ v~n chuy~n
khoa cong khai t~i f)i~u 2.6.

2.2. Giao thLPethoa thufn kh6a Slv dI;Jngky thuft rnft rna phi a6i xLPngtren tnl'c,ng hli'u
h~n

Thoa thu~n khoa bi m~t giO'ahai thl,l'cth~ A va B dU'Q'Cthl,J'chi~n qua 5 bU'ac:

BU'ac 1-4. Hai b€mthoa thu~n bi m~t chia se KAB.

BU'ac 5. Hai ben Slr dl,lng ham d~n xuat khoa KDF dU'Q'cquy dinh t~i f)i~u 2.4 d~ thi~t I~p
khoa bi m~t chung K.

LU'Q'cdo thoa thu~n khoa bi m~t chia se KAB dU'Q'cth~ hi~n tren Hinh 1.

2.2.1 Giao thLPe

BU'Otc1. Kiin thiit the khoa (A1): Thl,l'cth~ A sinh mQtgia tri ngau nhien va bi m~t rA thuQC
H, tinh F(rA,g), ki~n thi~t the khoa KTA1 va gui tai thl,l'cth~ B:

KTA1 = F(rA,g) II Textl
BU'Otc2. Xlv ly the khoa va Ki~n thi~t khoa (B1): Thl,l'cth~ B sinh mQtgia trj ng~u nhien va
bi m~t rB thuQcH, ti~p d6 tinh F(rB,g), roi tinh kh6a bi m~t dung chung:

KAB = F(rB' F(rA' g))

Ti€lptheo, thl,l'cth~ B t~o the khoa KTBldU'Q'c ky nhU'sau:

KTBI = SB(DBI) II MACKAB(DBI) II Text3

trong d6

DBI = F(rB,g) II F(rA,g) II IDA II Text2

va gui ngU'Q'ctra I~i cho thl,l'cth~ A.
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Hinh 1: Giao thCrc thoa thu,n khoa bi m,t chia se KAB

BU'O'c3. XiP Iy the khoa (A2): Thl)'c th~ A ki~m tra chCi'ky clIa thl)'c th~ B tran the khoa KT
Bl

b~ng cach SLrdl,lng khoa ki~m tra cong khai clIa B, ki~m tra djnh danh phan bi~t clla A va gia
trj F(rA,g) da dU'Q'CgLri (y 8U'6'c 1 (Ai). N~u qua trinh ki~m tra thanh cong thi thl)'c th~ A se
tinh khoa bi m~t dung chung la:

KAB = F(rAI F(rB,g))

Thl)'c th~ A Ic;liSLrdl,mg khoa bi m~t dung chung KAB d~ ki~m tra gia trj ki~m tra m~t ma
MACKAB(DB1). Sau do thl)'c th~ A tc;lOthe khoa KTAZdU'Q'cky nhU'sau:

KTAZ = SA(DBz) II MACKAB(DBz) II TextS
trong do

DBz = F(rA,g) II F(rB,g) II IDB II Text4
va gLrithe nay t6'i thl)'c th~ B.

8U'O'c4. XiP Iy the khoa (B2): Thl)'c th~ B ki~m tra chCi'ky clIa thl)'c th~ A tran the khoa KTAZ
SLrdl,lng khoa ki~m tra cong khai clIa A, sau do ki~m tra dinh danh phan bi~t clIa B va ki~m
tra cac gia trj F(rA,g),Va F(rB,g), xem co phu hQ'pv6'i cac gia trj dU'Q'ctrao dc5i(y cac bU'6'c
trU'6'chay khong. N~u qua trinh ki~m tra thanh cong thi thl)'c th~ B se ki~m tra gia tri ki~m tra
m~t rna MACKAB(DBz) b~ng cach tinh:

KAB = F(rA,F(rBlg))

BU'O'c5. ThlfC th~ A va thlfC th~ B tinh khoa bi m,t chung K

Cac thl)'c th~ A va B Slr dl,lng ham d~n xuat khoa tc;li£)i~u2.4 d~ tinh khoa

K = KDF(KAB, DtherInput)
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Trong do Otherlnput chCra cac djnh danh IDA,IDB cua A,B va cac thong tin khac do A va B
thoa thu~n.

CHU THlcH: Cac trU'ang Textl, TextZ, Text3, Text4, TextS la nhO'ng trU'ang dO' Ii~u chLra
chLrng thU' 56 cua A va B, va co th~ mQt 56 thong tin khac nhU' tem thai gian, dinh danh phiem
lien Ir;lc,v.v ..)

2.2.2. Ham thoi thufn khoa

2.2.2.1. Ham thoi thufn khoa DH

Cho trU'cmg hO'u hr;ln nguyen t6 Fp' ky hi~u t~p H = {I, ... ,p - Z}; 9 la phan tlY sinh thuQc ham
thoa thu~n khoa Diffie-Hellman (DH) dU'Q'cxac djnh theo cong thCrc:

F(h,g) = gh, hE H

CHU THlcH: V6'i ham thoa thu~n DH thi the khoa KTAl co dr;lng :

KTAl = grA II TextA

2.2.2.2. Ham thoi thufn khoa MQV

(a, A); (b, B) la c~p khoa phi d6i xLrng tinh cua A va B, A = ga, B = gb
- (x, X), (y, Y) la c~p khoa phi d6i xLrng tCrc thai cua A va B, X = gX, Y = gY, d = zl +

(X mod Zl), e = Zl + (Y mod Zl), l = IpI/Z, I dQ dai p tinh b~ng bit, F(x, g) = (YBey+da =
(XAd)y+eb

2.3. Giao thlPCthoi thufn khoa SlPd'.lng mft ma trim dU'ang cong elliptic

2.3.1. Giao thlPCDH

BU'ac 1. Ki~n thi~t the khoa (A1)

Thl,J'cth~ A chQn ngau nhien va bi m~t s6 rA thuQc khoang {Z, ...,m -Z}, tinh rAG, ki~n thi~t
the khoa KTAl = rAG va glYi cho B.

BU'ac 2. XlP Ii the khoa va ki~n thi~t the khoa (B1)

Thl,J'cth~ B ki~m tra the khoa KTAl co phai la di~m n~m tren dU'ang cong Elliptic hay khong
(ki~m tra theo tieu chu~n ISO/IEC 15946-1). Thl,J'cth~ B chQn ngau nhien va bi m~t rB thuQC
khoang {Z, ...,m - Z}, tinh rBG, tinh bi m~t chia se KAB = (rBl)(hKTA1) , ki~n thi~t the dU'q'Cky
hi~u KTB1:

KTBl = SB(DB1) II MACKAB(DB1) v6'i DBl = rBG II KTAl II IDA II Text!

va glYi cho A.

SU'ac 3. XlP Ii the khoa (A2)

Thl,J'cth~ A ki~m tra chCrky cua B tren the khoa KTBl SlYdl,mg khoa ki~m tra cong khai cua B.
N~u SlYdl,mg 1U'Q'cd6 chCr ky co khoi phl,lc ban ro thi vi~c ki~m tra bao g6m ca vi~c khoi phl,Jc
kh6i dO' li~u DBl tCYchCr ky va ki~m tra li~u djnh danh phan bi~t cua A va gia tri rAG co chCra
trong DBl khong. N~u SlYdl,lng chO' ky CO dinh kem ban ro thi vi~c ki~m tra bao g6m ca vi~c
thi~t k~ Ir;likh6i dO' li~u DBl SlYdl,lng gia trj trong KTA1, djnh danh phan bi~t cua A, gia trj nh~n
dU'Q'crBG va ki~m tra chO' ky tren kh6i dO' li~u nay.
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Ti~p d6 thl,l'c th~ A ki~m tra, li~u gia trj rBG nh~n dU'Q'ctCl'KTB1 c6 phai la di~m tre!n dU'ang
cong elliptic hay khong (ki~m tra theo tieu chuAn ISOIIEC 15946-1). N~u dung thi A tinh khoa
chia se KAB = (rA.l)(h. rBG).

Su dl,lng KAB, thl,l'c th~ A ki~m tra MACKAS(DB1). Ti~p do A thi~t k~ the khoa co ky hi~u
KTAZ = SA(DBz) IIMACKAS(DBz) (y day DBz = rAG II rBG IIB II Text2 (DBz = rAG II rBG IIlDB II
Text2) va gui cho B.

8U'ac 4. XLPIi the khoa (B2)

Thl,l'c th~ B ki~m tra chO' ky clia A tren the khoa KTAZ b~ng cach su dl,lng khoa ki~m tra cong
khai clla A. N~u su dl,lng sO' dO chO' ky co khoi phl,lc ban ra thi di~u nay bao gOm ca vi~c khoi
phl,lc kh6i dO' li~u DBz tCl'chO' ky va ki~m tra djnh danh phan bi~t clla B, cac gia trj rAG va rBG
co chlra trong kh6i nay khong. N~u su dl,lng chO' ky co dinh kern ban ra thi vi~c ki~m tra bao
gOm ca vi~c thi~t k~ It;li kh6i dO' Ii~u DBz su dl,lng cac gia trj trong KTA1Va KTB1, djnh danh
phan bi~t clla B va ki~m tra chO' ky tren kh6i dO' li~u nay.

N~u vi~c ki~m tra thanh cong thi thl,l'c th~ B ki~m tra MACKAS(DBz) su dl,lng khoa chia se
KAB = (rBI)(hKTA1).

BU'ac 5. Thi~t I~p khoa bi m~tK

Thl,l'c th~ A va B su dl,lng ham d~n xuat khoa KDF tt;li £>i€!u2.4 d~ thi~t I~p khoa bi m~t.

K = KDF(KAB, Otherlnput).

2.3.2.Thoa thu~n khoaMQV

BU'ac 1. Thi~t k~ the khoa (A1)

Thl,l'c th~ A chon ng~u nhien va bi m~t s6 rA thuQc khoang {2,...,m-2}, tinh rAG va ki~n thi~t
the khoa KTA1 = rAG va gui cho thl,l'c th~ B.

8U'ac 2. Ki~n thi~t the khoa (B 1)

Thl,l'c th~ B ki~m tra the KTA1 c6 phai la di~m trim dU'ang cong elliptic (ki~m tra theo tieu
chuAn ISOIIEC 15946-1:2016). Thl,l'c th~ B chon ng~u nhien va bi m~t s6 rB thuQc khoang
{2,...,m-2}, tinh rBG , thi~t k~ the khoa KTB1 = rBG, ti~p d6 tinh khoa bi m~t chia se KAB:

KAB = ((rB + 1l(KTB1)dB).I)(h. (KTA1 + 1l(KTA1)PA))
Ti~p d6 B tinh K = KDF(KAB) va gui tKAS(2,KTAlIKTB1) gui MACK(2,KTAlIKTB1) cho A cung
v6'i the khoa KTB1•

BU'ac 3. Ki~n thi~t the khoa (A2)

Thl,l'c th~ A tinh khoa bi m~t chia se :

KAB = ((rA + 1l(KTA1)dA).I)(h. (KTB1 + 1l(KTB1)PB))
va ki~m tra MACK (2, KTAlI KTB1)

Ti~p d6 A tinh MACK (3, KTAlI KTB1)Va gui cho B.

BU'ac 4. Ki~m tra (B2)

Thl,l'c th~ B tinh MACK(3,KTAlIKTB1) va ki~m tra thl,l'Cth~ A.

2.4. Ham din xuit kh6a KDF
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2.4.1. Ham din khoa 1

D~ng th(PC; eua KDF
KDF(Z,OtherInput) trong do OtherInput la keydatalen va OtherInfo (cac d~i 1U'Q'ngnay
dU'Q'cgiai thich v~ sau).

Cae gia trj cd djnh:
hashlen: 50 nguyen chi de;>dai dau ra (theo bit) clla ham bam dlJ'Q'cSlr dl,mg d~ dan xuat ra
cac khOi clla dO' li~u khoa bi m~t.

max_hash_inputlen: 50 nguyen co gia tri la de;>dai Ian nhat (theo bit) clla (cac) chuoi bit dau
vao clla ham bam.

Cae hilm b6 trV:
H: la ham bam dU'Q'Cchap thu~n la ham bam dU'Q'cquy dinh t~i QCVN 5 : 2016/BQP Quy
chuan ky thu~t quOc gia v~ ChO' ky 50 Slr dl,mg trong Iinh Vl,l'Cngan hang.
f)~uvila:

Z: Chuoi byte bi m~t chia sa trU'ac.

keydatalen: 50 nguyen chi de;>dai (theo bit) clla dO' Ii~u khoa bi m~t dU'Q'c sinh ra;
keydatalen can nh6 han ho~c b~ng Hashlen x (232 - 1)

OtherInfo: Chuoi bit sau:

AlgorithmI DIIPartyAInf 0 IIPartyB Inf o{l\SuppPubInf 0HllSuppPrivInf o}

trong do cac trlJ'cyngcon dU'Q'cdinh nghTa nhlJ' sau:

- AlgorithmID: Chuoi bit chi ra cach thuc phan tach dO' Ii~u khoa da dU'Q'Cdan xuat ra va dO'
li~u khoa dU'Q'Cdan xuat se dU'Q'cSlr dvng cho nhO'ng thu~t toan nao. Vi dv, AlgorithID co
th~ chi ra r~ng cac bit 1-80 dU'Q'cdung la 80-bit khoa cho HMAC va cac bit 81-208 dU'Q'c
dung la 128-bit khoa cho AES.

- PartyAInlo: MQt chuoi bit chua cac thong tin cong khai dlJ'Q'cyeu cau bai ung dvng Slr
dVng ham KDF dlJ'Q'cdong gop bai ben A trong qua trinh dan xuM khoa. a muc tOi thi~u,
PartyAInfo chua IDA la dinh danh b€mA. Xem chu y phan dU'aL

- ParfyBlnfo: MQt chuoi bit chua cac thong tin cong khai dlJ'Q'cyeu cau b&i ung dVng Slr dvng
ham KDF dU'Q'c dong gop bai ben B trong qua trinh dan xuM kh6a. a muc tOi thi~u,
PartyVInfo chua IDB la dinh danh ben B. Xem chu y phan dlJ'aL

- (Tuy chon) SuppPubInfo: MQt chuoi bit chua cac thong tin cong khai be>sung ca hai b€ln
cung bi~t (mutual-known)

- (Tuy chon) SuppPrivInfo: Me;>tchuoi bit chua thong tin bi m~t bo sung ca hai ben cung bi~t
(mutual-known)

(Vi dV, mQt khoa bi m~t dOi xung chia sa trU'ac dU'Q'ctruy~n thong qua me;>tkenh rieng bi$t)

Thu~t loan:
1. Tinh reps = rkeydatalenjhashlenl.

2. N~u (reps> 232 - 1) thi ABORT: chi thi loi va dung.

12
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3. Kh&i t«;:10be)dem chuoi bit 32-bit big-end ian counterb~ng 0000000116,

4. Neu counterllZIIOtherInfo co de) dai Ian han max_hash_inputlen thi chi thj loi va
dung 1«;:1i.

5. Vong I~p vai i = 1den reps, thl,l'c hi~n :

5.1. Tinh Hashi = H(counterIIZIIOtherInfo).

5.2. Tang counter lem 1 (modulo 232), Xlr Iy no dU'ai dc;mgs6 nguyen khong am 32-bit.

6. Lay Hash la Hashreps neu (keydatalen/hashlen) la s6 nguyen, ngU'Q'c l«;:lilay s6
1U'Q'ng(keydatalen mod hashlen) bit ben trai clla dO«;:lndO' li~u Hashreps'

7. Lay DerivedKeyingMaterial = Hash111Hash211.... //Hashreps_1I1Hhash

EJAu ra:

Chuoi bit DerivedKeyingMaterial co de)dai keydatalen bit (ho~c thong bao loi). Thu~t toan
KDF t«;:1ora dO' li~u khoa co de) dai Ian nhat la hashlen x (232 - 1). Bat ky loi gQi ham KDF
nao trong trU'cmg hQ'p Slr dl,mg gia tri keydatalen Ian han hashlen x (232 - 1) se dan tai chi
thj loi va dung rna khong cho ra DerivedKeyingMaterial. Bat ky loi gQi ham KDF nao dung
d~ bam me)t chuoi bit co de)dai Ian han max_hash_inputlen cung se dan tai thong bao loi va
dung rna khong xuat ra DerivedKeyingMaterial.

Chu 9:
a) IDA va IDB se dU'Q'cbi~u dil3n trong OtherInfo la hai dan vj thong tin rieng reo

b) Ben A se la ben kh&i t«;:10va ben B co th~ la ben tra loi clla giao thuc Slr dl,mg 1U'Q'cd6
thea thu~n kh6a dU'Q'cdung d~ xac djnh khoa bi m~t chia se trU'ac Z.

2.4.2. Ham din xuit khoa 2

Ky hi~u hash len chi de) dai dau ra clla ham hash dU'Q'cchQn va maxhashlen la de) dai dau
vao CI,I'Cd«;:liclla ham hash.

EJAu vao

flau vao clla ham dan xuat khoa la

- Z Xau bit la bi m~t chia se.

CHU THfcH: Giao thuc thoa thu~n khoa Slr dl,lng m~t rna tren dU'cyngcong elliptic dan xuat
ra khoa bi m~t chia se KAB ho~c dU'ai d«;:lngme;>tdi~m tren dU'cyng cong elliptic ho~c dU'6'i
dt;mg ghep hai di~m. Trong trU'ong hQ'p thu nhat, d~ co dU'Q'ckhoa m~t chia se Z lam dau
vao cho ham dan xuat khoa thi phaiap dl,lng ham 7t d~ chuy~n di~m tren dU'cyngcong elliptic
thanh s6 nguyen va tu do chuy~n sang xau bit. Trong trU'cynghQ'p th(Y hai ap dl,lng ham 7t

cho ca hai di~m d~ dU'Q'chai s6 nguyen ZVZ2; hai 56 nguyen nay sau d6 dU'Q'cbien d6i thanh
cac xau bit va dU'Q'Cghep l«;:1iv6'i nhau.

- Keydatalen s6 nguyen bi~u thj de;>dai tinh bling bit clla dO' li~u khoa dU'Q'ct«;:10ra, nhe han
d«;:1i1U'Q'nghashlen x (232 - 1)

- (Tuy chQn) Xau bit SharedInfor g6m me)t dO' Ii~u mio d6 dU'Q'c hai thl,l'c th~ dung chung
nhlim chia se bi m~t Z.

Thu;ttoan

13
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Ham dan xuat khoa dU'Q'ctinh nhU' sau:

1. Khai dong bOd~m 32-bit 00000001 (H~ th~p h,Jc)

2. Vong I~p vai i = 1 d~n j = [keydatalenjhashlenl thl,J'chi~n:

- Tinh Hashi = H(Z II counter IISharedlnfo)

3. Tang gia trj bo d~m

4. Tang i

5. Gia Slr HHashj bieu thj HHashj khi Keydatalenjhashlen la 50 nguyen va bieu thj
(Keydatalen(hashlen xU - 1))) bit ben trai nhat clIa Hashi trong trU'cmg hQ'p ngU'Q'cIt;ii

6. £)~t Keydata = Hashl IIHash2 II ... IIHashj_l IIHHashj

f)au fa

La dCI'li~u khoa a dt;ing xau bit co do dai b~ng keydatalen.

CHO THlcH: LU'u y la ham dan xuat khoa tt;iOra dCr li~u khoa co do dai nh6 han hashlen x
(232 - 1) bit. Bat ki IU'Q'Cdb nao gQi ham dan xuat khoa cho xau bit Ian han ho~c b~ng
hashlen x (232 - 1) bit se cho ra thong bao "Ioi" va dung It;iLTU'ang tl,J',tat ca ham dan xuat
khoa dU'Q'cgQi ra khong bam cac xau bit co do dai Ian han maxhashlen. Bat ki IU'Q'Cdb nao
gQi ham dan xuat khoa bam cac xau bit co do dai Ian han maxhashlen deu cho ra thong bao
"Ioi" va dung It;iL

2.5. Giao th(Pc v~n chuylm khoa bi m~t

Dieu nay trinh bay giao thLrc v~n chuyen khoa bi m~t, mot khoa dU'Q'ctruyen tu thl,J'Cthe A
sang thl,J'Cthe B va mot khoa dU'Q'ctruyen tu thl,J'Cthe B sang thl,J'Cthe A.

8U'cYC1. KiAn thiAt the khoa (A1): Thl,J'Cthe A tt;iO ra mot the khoa KTA1 bao gbm mot 50
ngau nhien rA va mot trU'6'ng dCI'li~u tllY chQn Text1 rbi gui no cho thl,J'Cthe B:

KTAI = rA II Text1

8U'cYc2. Ma khoa kh6i khoa (81.1): Thl,J'Cthe B co mot khoa KB va muOn gui mot cach an
toan cho thl,J'Cthe A. TrU'ac h~t B tt;iOra khOi dCrli~u khoa bao gOm djnh danh rieng bi~t clla
b€m gui B, khoa KB va trU'6'ng dCI'li~u tllY chQn Text2. Thl,J'Cthe B rna hoa khOi dCI'li~u kh6a
nay b~ng phep rna cong khai EA clIa A, thu dU'Q'ckhOi rna:

BEl = EA(lDB IIKB II Text2)

8U'cYc 3. KiAn thiAt the khoa (81.2): Thl,J'Cthe B tt;iO ra mot khOi the khoa bao gbm dinh
danh rieng bi~t clIa ben nh~n A, mot sO ngau nhien rA nh~n dU'Q'c (y bU'ac 1, mot 50 ngau
nhien mai fB (tllY chQn) do B tt;iO ra, khOi da rna BEl va mot trU'6'ng dCI'li~u tllY chQn Text3.
Ti~p do, B ti~n hanh ky khOi dCI'Ii~u the b~ng phep ky bi m~t clla minh va gui k~t qua cho A:

KTBI = SB(rB II rA II IDA II BEl II Text3) II Text4

8U'cYc4. Ki6m tra the khoa (A2.1):ThI,J'Cthe A su dl,mg phep kiem tra cong khai clla ben g12i
VB de kiem tra chCl'ky 50 ella the kh6a nh~n dU'Q'CKTBI• Ti~p do A kiem tra dinh danh rieng
bi~t A va kiem tra gia trj nh~n dU'Q'crA xem co khap vai 50 ngau nhien nh~n dU'Q'c(y BU'ac 1
(A1) hay khong.

14
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BU'ac 5. Gicii rna kh5i kh6a (A2.2): Thl,J'cth€! A ti~n hanh giai ma khOi BEl b~ng phep giai
ma bi m~t DA clIa mlnh. Ti~p do, A ki€!m tra dinh danh riemg bi~t clIa ben gLri B. N~u Mt ca
I~n ki~m tra d~u thanh cong thi A chap nh~n khoa KB•

BU'ac 6. Ma kh6a kh5i kh6a (A2.3):Thl,J'c th€! A co mot khoa KA muOn gLri cho B mot cach
an toan. TrU'6'c h~t, A t~o ra khOi dCi'Ii~u khoa bao gOm dinh danh rieng bi~t clla ben gLri A,
khoa KA va trU'ong dCi' li~u tuy chQn TextS. Ti~p d~n, A ma hoa khOi dCi'li~u kh6a nay b~ng
phep ma cong khai Es clla B d€!dU'Q'ckhOi ma:

BEz = EB(lDA II KA II TextS)
BU'ac 7. Kiin thiit the kh6a (A2.4): Thl,J'Cth€! A t~o ra mot khOi the khoa bao g6m djnh
danh rieng bi~t clla ben nh~n B, mot s6 ngau nhien rAdo A t~o ra bU'6'c 1 (A 1), mot s6 ngau
nhien m6'i rs do B t~o ra (y (81.2), kh6i da ma BEz va mot trU'ong dCi'li~u tuy chQn Text6. Ti€lp
do, A ti€ln hanh ky kh6i dCi'Ii~u the b~ng phep ky bi m~t clla mlnh va gLri k~t qua cho B:

KTAZ = SACrA II rB II IDB II BEz II Text6) II Text7
BU'ac 8. Ki~rn tra the kh6a (B2.1) Thl,J'Cth€!B SLrdl,mg phep ki€!m tra cong khai clla ben gLri
VA d€! ki€!m tra chCi'ky s6 clla the khoa nh~n dU'Q'cKTAZ. Ti€lp do B ki€!m tra djnh danh rieng
bi~t B clla mlnh va ki€!m tra gia trj nh~n dU'Q'CrB xem co kh6'p v6'i sO ngau nhien {y 8U'6'c 3
(81.2) hay khong. Ngoai ra, B cung ki€!m tra gia trj ngau nhien nh~n dU'Q'crA xem co kh6'p
v6'i s6 ngau nhien {y 8U'6'c 1 (A1) hay khong.
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( A ) ( B )

Kient~o the
kh6a (Ai) KTAI

~
Ma hoa kh6i
khoa (B1.1)
Kien t~o the

KTBI
khoa (B1.2)

l1li

Kiemtra the
kh6a (A2.1)
Giai ma khoi
kh6a (A2.2)
Ma h6a khoi

"}

kh6a (A2.3)
Kient~o the

,,.
"

kh6a (A2.4)
KTA2

~
Kiern tra the
khoa (B2.1)
Giai rna kh6i
khoa (B2.2)

Hinh 2 - CO'chA v~n chuy~n khoa bi rn~t

8U'cYc9. Gicii rna kh6i kh6a (82.2): Thl,J'Cth~ B ti~n hanh giai ma khOiBHz bling phep giai
ma bi m~t DB clIa minh. Ti~p do, B ki~m tra dinh danh rieng bi~t clIa ben gifi A. N~u telt ca
phep ki~m tra d~u thanh cong thi B chelpnh~n khoa KA.

CHU THlcH: Trong tlnh huOngchi co mQtben gifi khoa bi m~t cho ben kia, ch~ng hc~mthl,J'c
th~ B muOnchuy~n khoa bi m~t KB chb A, thi chi c~n thl,J'chi~n giao thuc tren tCrbU'ac 1 d~n
bU'ac5.

2.6. Giao thLPCv~n chuy~n khoa cong khai

£)i~u nay trinh bay hai giao thuc truy~n thong tin khoa cong khai tCrmQtthl,J'cth~ A d~n mQt
thl,J'cth~ B. Giao thuc thu nhelt (giao thu 2.6.1) khong sif dvng bemthu ba tin c~y, theo giao
thuc nay d~ ki~m tra tinh to~mv~n va nguOngOcclla thong tin khoa cong khai, hai thl,J'cth~
sif dVngmQtham bam dU'Q'cquy dinh t~i QCVN 5 : 2016/BQP. Giao thuc thu hai (giao thuc
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2.6.2) gia thiet la chlrng thlJ' khoa cong khai hQ'p I~ CertA clIa A dlJ'Q'c~P beYiben thlr ba ti~
c~y la T6 chlrc chlrng tht,J'cva ~P chlrng chi khoa cong khai CA, theo giao thlrc nay tht,J'cthe
B co thll truy c~P vao ban sao co xac tht,J'cclla phep killm tra khoa cong khai clla t6 chlrc
nay.

2.6.1 Giao thCPcv~n chuy6n khoa cong khai khong siP dlJng ben thCPba tin c~y

Giao thlrc gOm b6n blJ'ac va dlJ'Q'Cminh ho~ tren Hinh 3.

[ A ) [ B 1
Ki~n t~o the
kh6a (A1)

Ki~n t~o the
ki~m tra (A1)

•••••••••••••••••••••••••• 1)0

Ti~p nh~n the
kh6a (81)

Ki~m tra the
khoa (81)

Hinh 3: CO' ch6 v~n chuy6n khoa cong khai

81J'oc 1. Ki.in thi6t the khoa (A1): A t~o ra mQt the khoa KTA1 bao gOm thong tin khoa cong
khai clla A va gui den cho B:

KTA1 = PKIA II Textl

81J'oc 2. Ti6p nh~n the khoa (81): B tiep nh~n dlJ'Q'Cthe khoa, trich lay thong tin khoa cong
khai PKIA- Hoc;icB se tht,J'chi~n killm tra khoa killm tra clla A hoc;icse llJ'u trO' no eYnO'i tranh
dlJ'Q'cgia m~o phl,JcVl,Jdll cho Ian killm tra sau hoc;icse su dl,Jng.

81J'oc 3. Ki6n ~o the ki6m tra (A2): A tinh toan gia trj killm tra hash(PKIA) d6i vai thong tin
khoa cong khai clla minh va gui gia trj killm tra nay cung vai cac djnh danh tuy ch<;>nrieng
bi~t clla A va B rOi gui den tht,J'cth~ B su dl,JngmQt kenh truy~n co xac tht,J'cva dQCI~p thlr
hai (vi dl,Jkenh truy~n di~n bao hoc;icdlJ'cyngtruy~n thlJ' dang ky trlJ'ac).

KTA2 = A II B " hash(PKIA) " Text2

81J'oc 4. Ki6m tra the khoa (82): Dt,J'avao thong tin the khoa nh~n dlJ'Q'cKTA2, B co thll tuy
ch<;>nkillm tra dinh danh rieng bi~t clla A va B, tinh toan ra gia trj killm tra tren thong tin khoa
c6ng khai clla A nh~n dlJ'Q'ctlr the kh6a KTA1 va so sanh vai gia trj killm tra nh~n dlJ'Q'ctlr the
khoa KTA2• Neu ket qua killm tra thanh cong thi B lay khoa cong khai clla A dlJ'a len danh
sach cac khoa dang ho~t dQng (danh sach nay dlJ'Q'cbao v~ ch6ng I~i st,J'gia m~o).

2.6.2 Giao thCPcv~n chuy6n khoa cong khai siP dlJng ben thCPba tin c~y
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Giao thuc gam hai bU'6'c va dU'Q'cminh hOi;ltrEmHlnh 4.

( A ) ( B )

Kient~othe
kh6a (Al)

Kiem tra chtrng
chi (Bl)

Hinh 4 - CO' ch~ v,n chuy6n kh6a cong khai 2

BUlac 1. Ki~n thi~t the kh6a (A1): Thl,J'Cth~ A ti;lo ra mQt the khoa KTA bao gam chung chi
khoa cong khai clIa A va gLYino cho B:

KTA = CeTtA II Text

BU'ac 2. Ki6m tra chCPng chi (B1): Dl,J'atren thong tin nh~n dU'Q'cv~ chung chi khoa cong
khai, B SLYdvng phep ki~m tra cong khai VCA clla CA d~ ki~m tra tinh xac thl,J'cclIa thong tin

khoa cong khai va ki~m tra ca tinh hQ'p I~ d6i v6'i khoa cong khai clla A.

2.7. Quy dinh ky thu,t cho cac tham s6

2.7.1. Quy dinh vi nguan ngiu nhi€m

Cac s6 ngau nhien dU'Q'cSlr dvng cho cac ml,lCdich khac nhau nhU' d~ sinh cac tham s6 miItt
rna, cac khoa m~t rna, cac gia tri ngau nhien dung mQt Ii~nva cac gia tri thach d6 xac thl,J'c.

Me)t s6 be) sinh bit ngau nhien tat dinh DRBG dU'Q'Cchap thu~n d~ Slr dvng theo quy dinh
chung bao gam: HASH_DRBG, HMAC_DRBG va CTR_DRBG.

Cac bQ sinh bit ngau nhien RBG tuan theo SP800-90A phien ban sLYad6i li;li nam 2015 d~
sinh bit ngau nhien cang dU'Q'cchflp thu~n d~ SLYdl,lng ti~p.

2.7.2. Quy dinh d6i vai tham s6 RSA

2.7.2.1. Cac yeu cAu chung

1. s6 rna cong khai e cfm phai dU'Q'cchon v6'i cac rang bUQcsau:
a) s6 rna cong khai e c~n dU'Q'cchon tru6'c khi ti;lo s6 rna bi m;tit d;
b) s6 rna cong khai e c~n phai la s6 nguyen dU'O'ngIe sao cho

65,537 < e < 2nlen-2security_strength

V6'i nlen la de)dai clla modulo n theo bit.

Chu y r~ng e co th~ la gia tri bflt ky thoa man rang bUQc 1(b); p va q se dU'Q'cchon (trong
mvc 2) sao cho e la nguyen t6 cung nhau v6'i ca (p - 1) va (q - 1).
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2. Hai sO nguyen to p va q dU'Q'Ctc;longau nhien va giiJ bi m~t can phai dU'Q'cchon vai cac
rang bUQc sau:

a) (p - 1) va (q - 1) cAn phai nguyen to clmg nhau vai sO rna cong khai e;
b) Moi mQt trong bOn sO (p + 1), (p - 1) va (q + 1), (q - 1) can phai co cac nhan tu

.nguyen to l6'n han 2security_strength+2o;

c) Nhan tll' nguyen to bi m~t p, q can phai dU'Q'cchon ngau nhien tCP cac sO nguyen to thoa
man (v'2)(2(nlen/2)-1) ~ q < p ~ 2(nlen/2) - 1;

d) Ip - q I > 2(nlen/2-100).

3. SO rna bi m~t d can phai dU'Q'Ch,l'achon sau khi tc;lop va q v6'i cac rang bUQc:
a) So rna d can phai Ian han 2(nlen/2) , va
b) d = e-1mod (LCM( (p - 1), (q - 1)))

(Chi ti~t v~ ham tc;lo cac tham so RSA co th~ tham khao trong tai li~u FIPS 186-4: Digital
Signature Standard)

2.7.2.2. Quy dinh ngU'&ng gia trj cho tham s8 theo thc,i h~n SlI' dlJng

Thc,i h~n
RSAQuy djnh

2020 Ipl = 1536

2030 Ipl = 2048

Sau 2030 Ipl = 3072

2.7.3. H, m,t dlfa tren Logarit rc,i r~c DL

Tham so clla h~ m~t dt,ra tren bai toan Logarit rai rc;lCtren trU'ang hiJu hc;lnFp la bQ :

(p,q,g), trong do p la d~c so clIa trU'ang Fp, q la b~c clla nhom F*(P) va la U'6'c clla p-1
thoa man cac di~u ki~n sau:

- p, q la so nguyen to

- £)Qdai clIa p, q dU'Q'ccho dU'6'i bang sau:

Nim eQ dai p eQ dai q

£)~n 2020 Ipl = 1536 Iql = 192

£)~n 2030 Ipl = 2048 Iql = 224

Sau nam 2030 Ipl = 3072 Iql = 256

2.7.4. H, m,t ECC

2.7.4.1. Quy dinh v6 cac kh6a

Ki~m tra tinh hQ'p I~ clla cac tham so mi~n (p, SEED, a, h, G,n, h) nhU' sau:
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Xau SEED dung o~ sinh ngau nhi€m dU'cyngcong Elliptic xac oinh tren trU'cyngFp vai p la sO
nguyen to Ie.

TrU'ac khi Stl dl,mg mQt bQ tham sO mi~n, tinh hQ'p I(! clla no phai dU'Q'cki~m tra theo thu~t
toan dU'ai day:

1. Ki~m tra p la mQt sO nguyen to Ie.

2. Ki~m tra a,b,xG'YG la cac phc1nttl clla trU'cyngFp'

3. Ki~m tra rang a va b oU'Q'cdan xuAt tU'O'ng(rng tu-SEED.

4. Ki~m tra (4a3 + 27b2) khac 0 vaj(E)::I= 0; 1728 trang Fp

5 K.;t t 2 3 b t F.. lem ra YG = XG + aXG + rang P'

6. Ki~m tra n la nguyen to va n > 4JP.
7. Ki~m tra nG = DE'

8. Ki~m tra oU'cyngcong co thuQc danh sach cac oU'cyngcong y~u:

a. Thoa man oi~u ki(!n MOV, (chu y rang mQt oU'cyng cong thoa man oi~u ki(!n
MOV se khong phai la dU'cyngcong sieu bi~n)

b. Ki~m tra dU'cyngcong khong ki dj, nghia la #E ::1=p.

N~u bAt ky Sl,l'ki~m tra nao & tren thAt b~i thi tham sOmi~n phai dU'Q'cxem la khong hQ'p I~.

£)i~u ki~n MOV oU'Q'chi~u la khong co gia tri k nguyen dU'O'ngnao 0 < k < B o~ cho pk -
1 chia h~t cho n. Tren thl,l'c hanh hi~n nay Ipl = 224 bit thi ngU'CYita xet vai B = 15 la dll vi
khi do Ipkl = 3360 > 2048.

Cac h~ sO a, b clla dU'cyngcong dU'Q'csinh ngau nhien tren Fp tu- dc1uvao SEED va co th~
ki~m tra oU'Q'c.

Khoa bf m~t d phai dU'Q'csinh ngau nhien trong khoang [1,n- 1].

£)U'cyngcong Elliptic xac oinh tren trU'cynghO'u h~n Fp vai tOi thi~u Ipl = 224 bit va OU'Q'Cxac
dinh Cl,Jth~ nhU' sau:

I
.f

.~

.~

D9 did bit ella n

224 - 255

256 - 383

384 - 511

~ 512

D9 did bit ella p

Ipl = 224
Ipl = 256

Ipl = 384

Ipl = 521

f)~i 1U'Q'ngCofactor dU'Q'cdinh nghTava ky hi~u la h = #E(Fp)jn tuan theo bang dU'ai day:

D9 dai bit ella n

224 - 255

Gici trj h e,!e d~i eho phep
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256 -383 216

384 -511 224

~ 512 232

2.7.5. aQ an toan theo bit quy d6i gili'a RSA, DL va ECC

aQ an toan ECC RSA DL

112 224 2048 2048
128 256 3072 3072
192 384 7680 7680
256 512 15360 15360

21
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3. QUY £)INHV~ QUAN LY
3.1. Cac muc giai hc;lncua d~c tinh ky thu~t m~t ma va yeu cau quan Jykhoa m~t ma neu tc;li
Quy chuan nay 113 cac chi tieu chAt JU'Q'ngphl,lc VI,I dU'Q'cquan Iy theo quy dinh v~ quan Iy
chAt JU'Q'ngsan pham, dich VI,I m~t ma dan Sl,l'dU'Q'cquy dinh tc;liLu~t An toan thong tin mc;lng
ngay 19 thang 11 nam 2015.

3.2. HOc;ltdQng ki€!m tra chAt 1U'Q'ngsan pham m~t ma dU'Q'ccO' quan quan Iy nha nU'ac co
tham quy~n ti~n hanh dinh ky hang nam ho~c dQt xuAt.

3.3. Quan Iy SLrdl,lng khoa m~t ma:

- Cac IOc;likhoa m~t ma phai dU'Q'cI~p thanh danh ml,lCvai vi~c mo ta chi ti~t ml,lc dich SLr
dl,lng, thO'i hc;lnSLrdl,lng.

- 8am bao SLrdl,lng khoa dung ml,lC dich dU'Q'cquy dinh (ch~ng hc;lnkhoa dung d€! ma cac
khoa khac khong dU'Q'cSLrdl,lng d€! ma hoa dO' Ji~u), khong SLrdl,lng khoa da h~t hc;lnSLr
dl,lng ho~c huy khoa trU'ac thO'i hc;lndam bao kha nang giai ma khi dO' Ii~u h~t thai hc;ln
bao m~t. Khong cung cAp khoa cho ngU'O'inh~n khong co tham quy~n.

- Khoa m~t ma phai dU'Q'cbao v~ chOng Ic;licac mOi nguy cO' nhU' bi IQ (ngoc;li tnf cacthoa
cong khai), sLra dOi, pha huy va tai SLrdl,lng. Vi~c bao v~ phai thl,l'c hi~n suOt ca von91dO'i
cua khoa. Ml,lc tieu bao v~ phai phu hQ'p vai tung JOc;likhoa. 80i vai khoa cong khai~can
dam bao tinh toan v~n va tinh kha dl,lng, dOi vai khoa bi m~t phai dam bao day du qa ba
tinh chAt: bi m~t, toan v~n va kha dl,lng. Bao v~ khoa phai k~t hQ'p dOng bQ cac giai phap
b~ng ky thu~t m~t ma, phU'O'ngti~n v~t Iy va phU'O'ngti~n to chuc d€! tc;lora mQt vung an
toan d€!cAt giO' khoa, SLrdl,lng khoa va thl,l'Cthi thu~t toan m~t ma:
+ Khoa phai dU'Q'cJU'utrO' trong mQt thi~t bi lU'u trO' an toan tach bi~t (dU'Q'CgQi Ja v~t

mang khoa nhU' HSM, the Token hay the thong minh) d€! dam bao khoa dU'Q'cJU'utrO'
va tU'O'ngtac vai cac thu~t toan m~t ma an toan. Trong trU'O'ng hQ'p v~t mang khoa 113

mo-dun an toan phan cung HSM, yeu cau an toan tOi thi€!u muc 3, trU'O'ng hQ'p v~t
mang khoa Jathe Token hay the thong minh, yeu cau an toan tOi thi€!u muc 2 (muc an
toan dU'Q'cquy dinh tc;liTCVN 11295:2016 (ISOIIEC 19790:2012) Cong ngh~ thong tin
- Cac ky thu~t an toan - Yeu cau an toan cho mo-dun m~t ma).

+ TrU'O'nghQ'p khoa lU'u trO' a dc;lng m~m can SLrdl,lng ky thu~t m~t ma d€! bao v~ (Twin
thu theo cac quy dinh tc;liQCVN 4: 2016/BQP va QCVN 5 : 2016/BQP).

+ TrU'O'nghQ'p h~ thOng khoa dU'Q'cto chuc theo cAu truc phan cAp, cac khoa cung tang
chi dU'Q'cdung d€! bao v~ khoa a tang k~ ti~p. Khoa chu, tuc khoa a t~ng cao nhAt,
phai dU'Q'cbao v~ b~ng cach chia ra nhi~u thanh ph~n va m6i thanh ph~n dU'Q'cbao
v~ rieng. Bi~n phap nay nh~m chc5ngnguy cO'khoa bi 10 tu ben trong noi bo.

- Vi~c huy khoa phai dam bao huy be dU'Q'ct~t ca cac ban ghi khoa, bao gOm ca cac ban
sao dl,l' ph6ng, sao cho khong th€! khoi phl,lc dU'Q'cb~t ki thong tin khoa nao du b~ng b~t
ki phU'O'ngti~n nao. 80ng thO'i khong d€! b~t ki khoa nao bi huy be trU'ac thO'i hc;lnnh~m
dam bao kha nang giai rna khi dO' Ji~u h~t thO'i hc;lnbao m~t.

- N~u khoa bi tOn thU'O'ng ho~c bi nghi ngO' tOn thU'O'ngho~c co Sl,l'thay dOi chu sa hO'u thi
phai thl,l'c hi~n thu hOi khoa d€!vo hi~u hoa nguy cO'bi IQho~c mAt an toan.

- Thi~t bi JU'utrO' khoa phai dU'Q'c quan Iy bai ngU'O'i SLr dl,lng. NgU'O'i SLr dl,lng co trach
nhi~m bao quan khoa a vi tri an toan, chOng ti~p c~n trai phep, chOng sao chep ho~c bi
danh cclp. Khong cung c~p khoa cho ngU'ai khong co tham quy~n.
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4. TRAcH NHIEM COA TO CHUC, cA. NHAN. .

4.1. Cac to chuc tin dl.mg(tru quy tin dl,lng nhan dan cooSo' co tai san dU'ai 10 ij, to chuc tai
chinh vi mo) SLrdl,lng san pham, djch Vl,lm~t ma dan Sl,l'co trach nhi~m dam bao tuan thll
Quy chuan nay va chju Sl,l'kiem tra clla cooquan quan Iy nha nU'actheo quy djnh.

4.2. Doanh nghi~p cung cap san pham, djch Vl,lm~t ma dan Sl,l'cho cac to chuc tin dl,lng (trll'
quy tin dl,lng nhan dan cooSo' co tai san dU'ai 10 ij, to chuc tai chinh vi mo) co trach nhi~m
thl,J'chi~mcong b6 hQ'pquy san pham, djch Vl,lm~t ma dan Sl,J'phu hQ'pvai Quy chuan nay.
Vi~c cong b6 hQ'pquy thl,J'chi~n theo Thong tU' s6 28/2012ITT-BKHCN ngay 12 thang 12
nam 2012 clla BOKhoa hQCva Cong ngh~.

4.3. CI,ICQuan Iy m~t ma dan Sl,l'va Kiem dinh san pham m~t ma - Ban Cooy~u Chinh phu
co trach nhi~m ti~p nh~n dang ky cong b6 hQ'pquy, thl,l'c hi~n quan Iy, hU'ang dan va kiem
tra vi~c cong b6 hQ'pquy.

5. TO CHUC THV'C HII~N
5.1. Cl,lc Quan Iy m~t ma dan Sl,J'va Kiem dinh san pham m~t ma - Ban Co' y~u Chinh phu
co trach nhi~m hU'angdan, to chuc trien khai quan Iy ky thu~t m~t ma clla Quan Iy khoa theo
Quy chuan nay.

5.2. Trong trU'cynghQ'pcac quy djnh neu t~i Quy chuan ky thu~t qu6c gia nay co Sl,J'thay dOi,
bOsung ho~c dU'Q'cthay th~ thi thl,J'chi~n theo quy djnh t~i van ban mai.!.
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