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Copyright © Sangfor Technologies Inc. 2023. All rights reserved.

Unless otherwise stated or authorized, Sangfor Technologies Inc. (hereinafter
referred to as "Sangfor") and its affiliates reserve all intellectual property rights,
including but not limited to copyrights, trademarks, patents, and trade secrets,
and related rights to text, images, pictures, photographs, audio, videos, charts,
colors, and layouts as presented in or concerning this document and content
therein. Without prior written consent of Sangfor, this document and content
therein must not be reproduced, forwarded, adapted, modified or displayed or

distributed by any other means for any purpose.

Disclaimer

Products, services or features described in this document, whether wholly or in
part, may be not within your purchase scope or usage scope. The products,
services or features you purchase must be subject to the commercial contract
and terms as agreed by you and Sangfor. Unless otherwise provided in the
contract, Sangfor disclaims warranties of any kind, either express or implied,

for the content of this document.

Due to product version upgrades or other reasons, the content of this
document will be updated from time to time. Unless otherwise agreed, this
document is used for reference only, and all statements, information, and

recommendations therein do not constitute any express or implied warranties.
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Technical Support

For technical support, please visit: https://www.sangfor.com/en/about-
us/contact-us/technical-support
Send information about errors or any product related problem to

tech.support@sangfor.com.
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About This Document

This document is the user manual of Sangfor Cyber Command.

Intended Audience

This document is intended for:
e Network design engineers

e O&M personnel

Note Icons

The symbols that may be found in this document are defined as follows.

Indicates an imminently hazardous situation which, if not avoided,

will result in death or serious injury.

Indicates a potentially hazardous situation which, if not avoided,
could result in death or serious injury.

Indicates a hazardous situation, which if not avoided, could result

in minor or moderate injury.

Indicates a hazardous situation, which if not avoided, could result

A NOTICE

in settings failing to take effect, equipment damage, or data loss.

NOTICE addresses practices not related to personal injury.

LJ N OTE Calls attention to important information, best practices, and tips.

NOTE addresses information not related to personal injury or

equipment damage.

Change Log

May 30, 2024 | This is the first release of this document.
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1 Installation Guide

This part mainly introduces the hardware installation of Cyber Command devices.

After successful installation, Cyber Command can be configured and debugged.

1.1 Environment Requirement

Cyber Command shall be used in the following environment:

Maximum power: | 550W 550W 550W
Temperature: 10-35°C 10-35°C 10-35°C
Humidity: 35%-80% 20%-80% 35%-80%
Size

735mm*447mm* | 735mm*447mm* | 735mm*447mm
(length*width*he
. 88mm 88mm *88mm
ight)

Table 1: Environment Requirement

To ensure the system's long-term and stable running, please ensure that the power
supply is well-grounded, dust-proof measures are taken, the working environment is
well-ventilated, and the indoor temperature is stable. This product complies with the
design requirements on environmental protection. The placement, usage, and
discard of the product shall comply with relevant national laws and regulations

where it is applied.

1.2 Power Supply

The Cyber Command series are supplied with 110V - 230V AC power. Before turning

on the power, make sure that proper grounding measures are taken.

1.3 Product Interface Description

Cyber Command:
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Gigabit electrical
1 ETH1

interface

Gigabit electrical
2 ETH2 .

interface

Gigabit electrical
3 ETH3 .

interface

CC-1000-A600

Gigabit electrical
4 ETH4

interface

Gigabit electrical
5 ETH5

interface

Gigabit electrical
6 ETH6 .

interface

Table 2: Description of Interface

noTE
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1. The picture is for reference only. Please refer to the actual product for the appearance of

different models.

2. The CONSOLE interface is for development, testing, and debugging only. A network

interface shall access the device.

1.4 Configuration and Management

Before configuring the Cyber Command device,make sure that you have a computer
whose browser (such as Chrome or Firefox) works well. The Cyber Command device

shall be configured in the same LAN as the computer.

The management interface of the Cyber Command device is MANAGE (ETHO), and its
factory default IP address is 10.251.251.252/24. When logging into the device for the
first time, connect the MANAGE (ETHO) interface to the LAN using a network cable or

directly to the computer.

1.5 Wiring Method for Devices

Plug the power cable into the device's rear panel, then turn on the power supply. At
this time, the power indicator (green) and alert indicator (red) in the front panel will
be on. The alert indicator will go out in one or two minutes, indicating the gateway is

working.

Connect the MANAGE (ETHO) to the internal LAN using a standard RJ-45 ethernet

cable, and then configure the Cyber Command and STA Devices.

After logging into the control panel, perform configuration and wiring according to

the network environment and deployment requirements.

1. When the device is working, the POWER indicator and LINK indicator of the
data interface for wiring stays on. The ACT indicator constantly blinks when
there is data traffic. The ALERT indicator keeps red (for about one minute)
only when the system is loading after startup and goes out when the
system is working. If the indicator keeps red during installation, please
switch off the power supply and reboot the device. If it still keeps on after

a reboot, please contact us.

2. The network interface connects the modem with the switch via straight-
through cables while connecting to the router with the computer via

crossover cables. When the indicator is in normal status and the
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connection is not working, please check whether the cables are being used
correctly. The difference between the straight-through network cable and
the crossover network cable lies in the wire sequence at both ends of the

cables as follows:

Blu White blue Biu B White blue B White blue
o

e e Vhite blue lue blue lue

White green. Green  White greer Green White green, Green  White orange Orange
Orange White brown Orange. White brown Orange White brown  Green mm;
White orang® Y\ ‘| i [ Brown White oreng® Y\ ‘q ; [ Brown White orang®™Y \ J Brown  White grecn Y \ 'J S Brown
Registered Jack

— = — =

Line sequence chart of straight-through network cable Line sequence chart of crossover network cable

2 Usage of Console

This part mainly introduces the products and hardware installation of Cyber
Command. After successful installation, Cyber Command can be configured and

debugged.

2.1 Logging into Web Ul Configuration

Interface

2.1.1 Configuration and Management

The factory default IP address of the device is shown in the table below:

ETHO 10.251.251.252/24

Table 3: Default IP

The Cyber Command device only supports secure HTTPS login, adopting its standard
port (port 443) of HTTPS protocol.

LLNoOTE
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The Chrome and Firefox browser are recommended for logging in to the Cyber Command

| VLR A RSXFzyl]: SRR
platform.
| BB [SXFzyl]: AR5 R

2.1.2 Login to the Console | FERASXE o FRUDT
Connect the computer network card and Cyber Command device ETHO port to the

same layer 2 Gigabit Switch, or connect the ETHO port directly to the computer

network card via network cable. Configure Cyber Command on the web interface.

The method is as follows:

Firstly, configure an IP of network segment 10.251.251.X for the local unit (such as IP
address: 10.251.251.100, netmask: 255.255.255.0), and then enter the default login
IP address and port: https://10.251.251.252 of Cyber Command in the Chrome

browser. A security prompt is shown below:

A

Your connection is not private

m 1z 3.20 {for exsmple

Back o safety

Click Advanced > Proceed to 10.251.251.252 (unsafe)
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Cyber Command

EY

Your connection is not private

Artackers might Be tning to stes your infarmation from 1) 120 {for example,

paspacrds, messages, or credit cards). Legen more

MET::ERR_CERT_ALUTHORITY _IMWALT

[pfprmation and coeme gage content 10 Google: Brivacy policy

— atl'f-‘"'\-'“'-l m

This server cowld notprove that itis 13 20 1t security certificate is not trusted by
your computer’s operating system This may be caused by 8 misconfiguration or an

attacker intercepting your connacton

Procesd to 190 13,76 30 fumssfe)

©

Cyber Command

Enter the Username and Password, and click the Login button to log into the

Cyber Command device for configuration. The username/password by default is

admin/admin.

2.2 Configuration and Usage

2.2.1 Configuration and Usage of Cyber Command

Console

Log into the Web Ul configuration page, and the following configuration

modules can be seen: Home, Response, Analytics, Assets, Reports, More,

Version 01 (May 30, 2024)
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Navigation, and Holistic.

Service Time Pending Risks .
| 02 1
EeEE. O ; S —

------ y Rating Pencing Endpoints Mot Incldents (]

‘ Good
0

| se

o B
Holistic: Used for unfolding branch information.
All @ icons on the configuration page can display a brief description of the
current configuration item when the mouse cursor is placed on this icon.
LlNoTeE
The holistic module is only displayed after the branch is configured.

13
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3 Features
3.1 Home
3.1.1 Overview

Comprehensive Security Intelligence

The comprehensive security intelligence displays the general and current situation of
Cyber Command, including new events (30 days), fixed and unfixed events, Security
Rating, Pending Endpoints, GoldenEye Traceback, and Hot Incidents. You can
set the display of the overview module in the Display Options at the bottom right

corner of the interface.

e
p s 40
5715 :
pEEA. ® o - O e

Security Rating: Display the current network rating by giving a score (maximum
100). It includes excellent (91-100), good (81-90), fair (61-80), and poor (60 or less)

levels. The rating standard by default is shown in the following table:

Compromised Endpoint 10 100
High Risk Endpoint 3 39
Middle Risk Endpoint 2 19
Low Risk Endpoint 1 9
Very-Low Risk Endpoint 0.1 2

Table 4: Security Rating

You can customize the security rating standard. When the cursor is placed on the

rating, a window shown in the following figure appears.
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Security Rating Pending Endpoints &
Po | Rating Description s
" {  Rating is based on comprehensive security analysis of the whole
network.
Unchanged O Excellent: 91-100 Goaod: 81-90
Fair: 61-80 Poor: 60 or less
| Standards s
Server Secy Flty Entity Point Reduction Max Reduction
@ Compromised Endpoint 10 100
Server Distribution
@ High Risk Endpoint 3 39
Medium Risk Endpoint 2 19
© Low Risk Endpaint 1 9
& Very-Low Risk Endpoint 0.1 2

Click the Edit icon next to the Rating Description to select Auto-scored or

Specified, as shown below:

Edit Score

Auto-scored
© specified

Score: 0

Click the Edit icon next to the Standards to modify the rating standard, and click OK

to submit, as shown below:
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Edit Standards
Entity Point Reduction Max Reduction
@ Compromised Endpoint 10 100 7
@ High Risk Endpoint 3 39 P
Medium Risk Endpoint 2 19 £
© Low Risk Endpoint 1 9 pa
Very-Low Risk Endpoint 0.1 2 i
Restore Close

Pending Endpoints: Statistically display existing compromised, high-risk,
and middle-risk hosts, not low-risk and vulnerable hosts.
GoldenEye Tracebacks: A search and tracking tool integrating access

relation, UEBA, and host overview. It can perform a search when finding

risky hosts or malicious domains. See chapter 3.1.3 for details.

Host Incidents: Display recent hot incidents in the cyber security industry
and rapidly perceive whether they affect the network.

Display Options: Customize contents displayed in the overview.

Display Options

Server Security

lle

Server Distribution Top 5 Risky Servers

©
]
lillle

Host Distribution Top 5 Risky Hosts

Restore Select All (8 selected) “ Cancel

Server Security

It statistically displays the distribution of business system security, including

compromised, high-severity, middle-severity situations, and TOP 5 risky servers.
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Top s Risky Servers

fasets

,,,,,,

posety

e Server Distribution: Count the number of compromised, high-severity,
middle-severity, low-severity, and vulnerable hosts in the current network,
as well as the vulnerability situation of risky servers, including vulnerability,

configuration risks, weak password, and cleartext transfer.

e« Top 5 Risky Servers: Rank the top 5 risky servers by risk level. The hosts
with risk levels after the Top 5 will be ranked randomly. Click View More to

go to Response > Risky Assets.

Host Security

It statistically displays the distribution of host security status, including

Compromised, High, Medium, Low, and TOP 5 risky hosts.

| Host Security

Host Distribution By Severity X Top 5 Risky Hosts

e Host Distribution Severity: Count the number of compromised, high,

medium, and low-severity hosts in the current network.

e Top 5 Risky Hosts: Rank the Top 5 risky endpoints by risk level. The
endpoints with risk levels after the Top 5 will be ranked in random order.

Click View More to go to Response > Risky Assets.

Assets

It statistically displays discovered servers and endpoints in the network.

| Assets

Top Security Events By Event Type Lost 7 days  +

1011 1011

Top 5 Open Ports By Servers

1011 e I I I [
L ¥ gl pias i Malicious U. L Injectio. Internal SM. ternal Dat. internal HT
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e Assets: Display the quantity of servers, the Server Distribution By
Criticality (the server level shall be defined first), and the Top 5 Open

Ports By Servers.

ATT&CK Capabilities

The full name of ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge),
the framework was first proposed by MITRE in 2013. It is a knowledge base and

model used to describe attack behavior.

The Cyber Command has a built-in ATT&CK security framework in this version. The
maps display the threats detected within the organization according to Hits and

Technique.

...........

3.1.2 Monitor

Go to Home > Monitor. It visually displays the security situation of the whole

network from multiple dimensions.

Global Attack Monitor 2] Open Monitor Outbound Threat Monitor

Lateral Threat Monitor 2] Open Monito Global Attack Monitor

Click Settings in the upper-left corner to configure relevant settings, as shown in the
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following figure.

Settings

A You have configured 3 Groups. View Details

Period Last 24 hours O Last 7 days
Security Event Maonitor Groups g i Al
Global Attack Monitor Ty Johor
Outbound Threat Monitor
Threats All
Lateral Threat Monitor R
Realtime Alert: @ @) Enable Settings Disable
Slideshow Interval 30
Logo: Show © Hide

Set Display Order

Last 30 days

e Basics: Define configuration for all interfaces, such as data statistics cycle

including the last 24 hours, the last 7 days, or 30 days. Decide whether to

enable the real-time alert and select the unit's physical location and time

interval of large screen rotation.

Settings
Basics Enable
security Event Monitor Subject Security Event Monitor
Global Attack Monitor Confidence Compromised High
Outbound Threat Monitor " Severity: High Medium

Lateral Threat Monitor

Set Display Order

Low

Low

e Security Incidents Monitor: Display a comprehensive security situation of

the whole network, and the title name can be customized.

Version 01 (May 30, 2024)
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Security Incidents Monitor

It monitors Security Incidents in LAN and recent hot events of cyber security in real-

time to perceive LAN's security situation rapidly.

Security Event Monitor

LPK Virus (9)

LPK Virus

s Top 3 Event Types

Global Attack Monitor

It monitors attacks from the outside and visually displays global attacks and threats
confronted by LAN. The physical location of attack sources, attack methods, and
attack services are displayed clearly.

2D Monitor

Global Attack Monitor

3D Monitor

Version 01 (May 30, 2024) 20
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Global Attack Monitor

Cyber Attack Defense

Outbound Threat Monitor

It monitors the risky external connection of services, attacks and C&C

communications, and illegal access initiated by the business systems to the outside.

Outbound Threat Monitor

Lateral Threat Monitor

It monitors internal and lateral threats. The internal threats are displayed clearly,

including Lateral Attacks, Unauthorized Access, Suspicious Activity, and Risky Access.
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Lateral Threat Monitor

3.1.3 Data Center

Administrators can visually check the security status of server assets and support

filtering based on the time range.

¥ Node Setiings ) Open Monitor C' Refresh Last 30 days * i ListView
silin Hunan
” ) » Attacks Connections
Fujian ﬂ Xizang g Shandong
> . > Groups
-~ -~ o,
@ Heilongjiang ﬂ Server Group3 j i Source Severity  Description
” e Sichuan @D  Retum Code 2000k
oot () sonarcrun2 j g oD
”~ -
Zhejiang [ Hich J
Unknown Br. g
e Server Gt HQ
j Sugl Sources: 0 Attacks: 0
Server Group3 )
=
=

Server Group2
Server Groups
KLce Ba: ~
P a3 ¢ 1;39’?’ test test te...
2 Ent = Site
gy ST
- § Sources: 0 Adtacks: 0
B Access
thad

Attacks Excellent s Good = Falr  # Poor

3.1.4 ATT&CK Capabilities

The ATT&CK model mainly integrates historical hacking organizations and attacks
and uses attack strategies as clues to link attack technologies and software
corresponding to different attack strategies. It provides an executable model of
intermediate abstraction for information security practitioners. The ATT&CK
Capability Map maps the current state of intranet security to the various stages of

the model, as shown in the figure below.
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e Attack Organizations or Incident: Famous hacking organizations or
attacks in the past, such as APT32, APT28, DarkVishnya, Kinsing, etc.

e Engine: It includes five major detection engines of Cyber Command: Rule
Engine, Threat Intelligence Engine, File Analytics Engine, Attack Analytics
Engine, and Abnormal Behavior Analytics Engine.

e Hits

e Techniques

o Specify Time Period: The data of the last 24 hours is displayed by default,
and the data display of the last 7 days and the last 30 days is also

supported, which can be adjusted by clicking ¥, as shown in the figure

below.
Specify Time Period bt
Period: Last 24 hours Last 7 days @ Last 20 days

® ATT&CK model phase: It includes reconnaissance, initial access, execution,
persistence, privilege escalation, defense evasion, credential access,
discovery, lateral movement, collection, command control(C&C),

exfiltration, and impact, as shown in the following figure.
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Overview ATT&CK Capabilties

Attack Organization or Event: Engine: = Hits Techniques Last 30 days &
Al -l

Credential Access Discovery Loteral Movement _Collection TaC

Drive-by Compromize Adversary-in-the-  Application Layer

Middle Prot

GatherVictimHost  Exploit Public-Facing  Exploitation for Client oot or Logon
Information Application Execution

Archive Callected
Data

vable  Limits

® Detection technology cell: ATT&CK capability spectrum below each stage
of detection technology. When the color is dark blue, it indicates that the
detection technology is currently hit. When the color is white but has a
specific detection technology name, it means that the phase Cyber
Command has a corresponding detection technology but has not been hit.
Null indicates that the detection technology is empty, as shown in the

figure below.

LLNoTE

The color distribution and detection technology distribution of the ATT&CK capability map

will change as the version evolves, the time of Cyber Command deployment in the intranet,

and changes in abnormal traffic such as attacks.

At each stage of the ATT&CK graph, several detection technologies of Cyber Command will
be matched. Click on the right side of the detection technology desktop to pop up the

instructions page, as shown in the figure below.

Command and Scripting Interpreter pesciption

1D: T1059 Tactic: Execution

Detection Capability Map
Rule Engine: @ Rules
0/
L ® Hits
Threat Intelligence Engine: Abnormal Behavior Analytics Engine:
070 0/0
File Analytics Engine: 4 Attack Analytics Engine:
* Related Assets
C'Refresh 1P Address/IP Group (O
No.  Hostname Type Groups

i Customer A (1.1.1.2) Host Customer A

2 Customer A {1.1.1.3) Host Customer A

3 Customer A (1.1.1.4) Host Customer A

The detection engines include File Analytics Engine, Threat Intelligence
Engine, Attack Analytics Engine, Abnormal Behavior Analytics Engine, and

Rule Engine. The blue number represents the number of rules for this engine

Version 01 (May 30, 2024) 24



Sangfor Cyber Command V3.0.92 User Manual

type, and the purple number represents the number of rules currently hit, as

shown in the figure below.

Command and Scripting Interpreter o

ID: T1059 Execution

Detection Capability Map

Rule Engine: Rules
@ Hits

Threat Intelligence Engine: Abnormal Behavior Analytics Engine:

/
y

File Analytics Engine: Attack Analytics Engine:

Related Assets

( Refresh P Address/IP Grou
No. Hostname Type Groups

1 Customer A (1.1.1.2) Host Customer A

2 Customer A (1. Host Customer A

3 Customer A (1.1.1.4) Host Customer A

4 Customer A ( Host Customer A

5 Customer A (1.1.1.6) Host Customer A

[ Customer A ( Host Customer A

Clicking the number will automatically jump to the System > Security

Capability > Detection Engine page, as shown in the figure below.

System . "
% Detection Engines
& Devices >
Rule Detection Engi... © Intelligence Detecti... File Analytics Attack Analytics Abnormal Behavior...
2 System > W Total Rules: 12k S Total Rules: 1604k B total Rules: 25 7 Total Rules: 642 AR otal Rules: 256
2 Update
- Engines Q¢ ©New- » ~
&
2 Maintenance > Al No. RulelD Threat Name Severity Threat Type Time Created Status Operation
Rule Detection En
82 Security Capabilities v 2 1 17220104 0P Protor ral Q High Others. 2022-03-10 23:24:21 v Pl

Web Application D...

a - 2 17220103 OF . O High Others. 2022-03-10 23:24:21 v P
Explof Detoction’?
Whitelists Realtime Vulnerabi. 3 17220102 OP Protocol General ... @ High Others 2022-03-10 23:24:21 v £
D Hacking Tools Det. 4 722000 OP Protocol General .. @ High Others 2022:03-10 232421 v 2
Inteligence Detect
Weak Password Rules . 5 722000 @ High Others 2022-03-10 23:2421 v £
File Analytics
6 17220099 O High Others. 2022-03-10 23:24:21 v Z
Attack Analytics
Abrormal Behavio 7 TR O High Others 2022-03-10 232421 v 2
s 17220007 @ High oiés 2022:03-10 232421 o z
9 1722009 OP Protocol General ... @ High Others 2022-03-10 23:2421 v £
10 17220095 OP Protocol General Q High Others 2022-03-10 23:24:21 v 4
o 1 1722009 o P eneral .. @ High Others 2022-03-10 23:2421 v ra

INOTE
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ATT&CK and Security Alert are two independent modules. Logically, there is no dependency
between the two. The rule's properties include both ATT&CK-related words and security

alert-related columns.

3.2 Response

Cyber Command collects log information by accessing devices such as STA and
NGAF. It discovers Security Incidents in the corresponding services or endpoints
based on big data analysis. You can find risky services and endpoints and view,

analyze, and handle corresponding Security Incidents in Response.

3.2.1 Risky Assets

Cyber Command can classify and display risky assets according to risk level, status,

etc so that administrators can screen and respond to the risky assets.

Risk Asset Filtering

Administrators logging in to Cyber Command can support filtering in the following

ways under the Response > Risk Assets page:

1. Filter the details of risk assets under the specified asset group through

the asset group in the left column;

2. Status filters risk assets in the same Status to facilitate batch fixed,

including All, Pending, Suspended, Fixing, and Fixed.

3. All risky assets with the same risk level are screened by Risk Level,

including All, Compromised and High Risk. When the risk level of the

risky asset is Compromised or High, the administrator needs to fix it

promptly to avoid business interruption caused by the spread of risk.

LNnoTE

Compromised events occurred in the following attack stages: C&C, propagation, and impact.

The endpoint has been or is about to be controlled. Please fix it as soon as possible.
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Events occurred in the following attack stages: weaknesses found, reconnaissance, and

exploitation. Please fix it as soon as possible.

4. Filter all risk assets of the same Security Incidents through event tags,
including All, DNS Tunnel, Phishing, Eternal Blue, Blast, FTP Scan, Micro
Quarantine, Web Command Injection, etc. All event tags are built into

the platform.

5. Filter all risk assets within a specified date by a Period so that
administrators can view and handle the risk details within a specified date.
The time range includes the last 30 days, last 7 days, last 24 hours, and

custom.

6. Cyber Command supports filtering by IP, IP range, tag, and hostname.

Risky Assets

All Risky Assets My Concerns £

& Export £} Auto Fix

No.  Hostname Type Risk Level () Event Tag Last Detected Endpoint s -

Server A compromised c onine: vanna 4 2022-04-15 17:41:53 Not installg

ryptaminit listrike | ReGe
Host A compromised 2022.04-15 17:41:53 Not installe

7. Module filtering is also supported. For example, if you click Server, all risk

assets with the asset type of server will be displayed in the list.

Filtering in one or more ways is convenient for administrators to locate the location
of risk assets accurately and respond to risk assets by analyzing the details of risk
assets in multiple dimensions. For example, the filter will also filter the asset group
and list data, as shown below. At the same time, the filter box will remember the last

selected state, so you don't have to select it again.
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Response

e

Risky Assets

+ e T
All Risky Assets My Concerns €F
Qa 0 5 oot - FO— oron
[E] Response History B Ne Hownane Tipe Risk Level Event Tag Lt Datected Endpoint Secure Status Operation
1 g Mot & Compromised v Mine1 20220331 112037 ) Nt instalied e
i AL Host A oot B8 220330 ST Nokinped =
Customer el
i SR [ _
3 A Corpromivnd - - 2022-03-31 114937 ) Not instatied =
a 8 Cyptorining | R ptoi =
A Compromissd - - 2020331114837 ) Not installes 9 = -
o
A Compromised - 2022.03-31 114937 @) Nt instalied i S 2 -
& i - 7 "
A Compromined - . - 20220231 154837 @ Not neialle iz & -

View Risky Assets

On the Risky Assets page, administrators can view the asset organization structure
of the current platform, an overview of all risky assets, details of the asset risks of
My Concerns, and a list of risky assets, as shown in the following figure.

Risky Assets

BT -

Al Risky Assets

My Concerns &
P == BN OSSP O PR PR R e
ot = O Ao i

G ik Opecbon = e
B Mo Hosnee Tyee RikLevel 7 et Tag LastDetected Endpoint Sacure St Gperation
1 A Host A Compromised Z i 20220331 114837 ) Notintalled it e
o 2 R Host A Compromined piai - - 20220131 114937 ) Notinsealed o &l
a o =
) & . . Fiin
=i A Compromiced 20220031 193 Netinazalea g, & -
s
a " 20220331 114937 ) Notimstolled Fieg i
a
s ] Ac 202.00.21 1183 =

All Risky Assets

By default, the platform displays all the risky assets in the last month, identified as
risky hosts and risky servers. It can be filtered according to requirements. The filter
will filter the asset group, my concern, and the list of data. Click the hostname to

view the corresponding risk asset details in the asset list.
My Concerns

The administrator can specify the content to follow by clicking the item under My

Concerns. You can display the filtered content and click€ again to cancel the filter.
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Risky Assets
: T

Al Risky Assets My Concerns €3

Y u Cparaton & e - £ AdoFic
B N Hosmame e Ak Lewel & vt Tag Last Datected Endpcint Secure st Operaicn -+
1 SR Host A Compromised pisik | rorine: | Bcalreios 2020331114937 @ Not inctaied Fixing =

Bine <

2 = A Compromis ned | CryptoSick  ProtonMiner  bi - 2022.03-31114937 @ Notinsmabed | s . e

el A Compromised e i 2022.02-31 114837

Hot A Compramissd e = 20220331 114937

Hest A Compromied [ iCoypiasial || Prstoniines | bilooivsing 2022.02.31 114827

Host A Compromised e - 2022.09.31 114837

Configure My Concerns

e Click the configuration button # to configure My Concerns, as shown in

the following figure.
wyconcs @ |

0 0 y g 0 0 0
Recurring New Today sset: Ransomware- EternalBlue. DGA Domain Name

e You can customize My Concerns. By default, it will show Recurring, New

Today, Compromised Assets, Critical Assets, Ransomware,
EternalBlue, WebShell, and DGA Domain Names. You can uncheck the

specific checkbox if you do not want to show it.

My Concerns *

0 Select the items you are concerned about to display assets with certain conditions.

& Addltem Selected: 8/0
ltem Conditions Operation
Recurring The security risk recurred within 30 days on the endpoint. -
New Today The security risk occurred for the first time within 30 days on the endpoint. -
Compromised A... Compromised Assets Z m
Critical Assets Critical Assets P m
Ransomware Ransomware £ m
EternalBlue EternalBlue P m
Webshell Webshell Z m
DGA Domain N... DGA Domain Names P m

e You can also add a new My Concern group, configure the content, and

check the checkbox to display it. Take the example of configuring the Item
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type of the Conditions group. For the groups you follow, you can also edit

them by clicking the Edit icon.

My Concerns *

[ select the items you are concerned about to display assets with certain conditions.

@ Add ltem Selected: 8/8
Item Conditions Operation
Recurring The security risk recurred within 30 days on the endpoint. -
MNew Today The security risk occurred for the first ime within 30 days on the endpoint. -
Compromised A... Compromised Assets Pl |
Critical Assets Critical Assets P s
Ransomware Ransomware £ B
EternalBlue EternalBlue P s
WebShell WebShell Pl |
DGA Domain N... DGA Domain Names P s

e Click the Refresh icon to view the newest content in My Concern on

Display, as shown in the image below.

My Concerns £¥
0 6 0 0 0 0
New Today ‘Compromised Assets. Ransomware EternalBlue Webshell | ©DGA Domain Names

1. Risky Assets

In the list, administrators can view the Hostname, Risk Level, Type, Security

Incidents, Last Detected, Endpoint Secure, etc.

All Risky Assets My Concerns £%
0 o o 6 0 0 0
W Recurring New Today Compromised Assets |  Critical Assets. EtemalBlue | DGA Domain Names
Bulk Operation ¥ 2 Bvot v L3 Auto Fix
B No Hostname Type Risk Level ® Last Detected Endpoint Secure Status Operation
Customer A (1.1.1.2) Fxin
M 1 H Compromised -03-31 114937 Not installed 2 o
= Customer A * A coire Rizzos [N gt O
ing || CobaltStrike || ReGeorg
Customer A (1.1.1.3) Fiing
9 Host Compromised rotonMiner -03-31 114937 Not installed 9
2z Customer A i A come CZOGEE () et L
Customer A (1.1.14) 8
s Host AcCompromised 5 2022033114937 @ Notinsalled HIE
Customer A (1.1.1.5) Ll
LT iy Host A compromised 2022031114937 @ Notinsalled BE
Customer A (1.1.1.6)
% cummml Host A Compromised 2022-03-31114037 @ Notinstalled 2 -
Customer A (11.1.7) Fiing
fost Compromised -03-31 11485 installe 2
6 v, Host A comp 2022:03-3111:49:37 @ Not installed s 3

Click = to handle the corresponding event:

e by Server
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Under All risk assets, click Server, and the list displays all risk assets whose

assets are the server.

Risky Assets

Al Risky Assets

B

Click the listed Hostname to view the details of the risk server, displaying data
statistics, Security Incidents, event perspectives, and threat entities, as shown

in the following figure.

& Risk Details

A Customer A (1.1.1.2) m
Tirveline Stages of Amtack
”._0 d 0
LS <] > (] ) ©
e

® ® §

o o

e @ ¢ @ @ ¢ @ ¢
@
B E B B E ® @

2 o o

o ” PR — =
The Timeline and Stages of Attack distribution are displayed by default under

the statistics column, as shown in the following figure.

& Risk Details

A Gmmeadiin Ty

Timeling Stages of Attack

Click the Threat name to view detailed information such as Threats, Attacker
Analysis, Recommendations, and the risk of specific Security Incidents, as

shown in the following figure.
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Event Details

X
@ Infected with a mining virus B
Status: Pending | Fix .. Confidence: @ High Severity: @ High
Event ID: 117830003 Attack Stage: @ Impact Detected By: STA(172.168.30.50)
Threats Attacker Analysis Recommendations
All Attackers (2) 3 Details Original Logs
Select
¢ Details
== 1585.5.5(United States) Attacker IP 158.5.5.5(United States)
lerts: 27 ised
Attacker Port. 80
= 55.55.55.55(United Stat... Target 1P Customer A (1.1.1.2)
Alerts: 220 Compromised
Target Port 61107
Protocol TP
Zinal n
« Latest Alert Details
URL Path wwwfylB.com/guoneixinwen/138845.h.. Description
+ Timeline  ~
e by Host
Under All risk assets, click Host, and the list displays all risk assets whose
assets are the host.
Risky Assets
Al Risky Assets My Concerns {¥
[ 0
e | o
R & o - 3 o
Type Risk Level (0 Event Tag Last Detected Endpoint Secure. Status Operation
ac
g Pl ] Host A Compromised ¥ 2022040300032 @ Notinsialled r":‘({ — &
ac
G 11 s dCorraiod  [CRRE) [ e oz 0e0020032 @ Notinsalles Ry E

Click to view the risk details of the risky host, showing the asset level event,

stage of attack, incidents, threat entities, etc., as shown in the following figure.

& Risk Details
Customer A (1112}
B) iriisui O reciositod

Stages of Attack

Compromized

= ] © o
L3 @ > & - e 1]
2 Eon
No T Dincion T Ty Contenes seadly Attckstage Detectd ey st Dot st opiuten
Destination oL @ s s

sTan72 1683050 2020403030032 =

Destination LB @ b @ impact STA(172.168.30.50) 202204-030300:32

Click a specific event to view the detailed information, original log, attack

analysis, recommendations, and risk Impact of the Events, as shown in the

following figure.
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Event Details

Communication via reGeorg B

]

Severity: @ High

Detected By: STA(1

Stat

ndling | i fu.

Event ID: 117891010 Attack Stage: B C&IC

Latest Alert Details
URL Path www.gztenon.com/hello/1.html
Timeline  ~

Packet Content

Request

72.168.30.50)

Details Original Logs Attacker Analysis Forensics Recommendations
Details
Attacker IP 1212.12.12(United States)
http | Alerts: 22
Attacker Port 80
=
Compromised = Target IP Customer A (1.1.1.2)
Customer A (1.1.12 Tt art -
Port:
= Protocol hitp

Status Code

Hex

Code Converter [ UTF8

Response

Request Header
GET /1.html HTTP/1.1
Cook foe: 4PahCAMbKVZGA/XI 7 ByJU%Uofx
JQEZ1MKesWCRNLSnXOZ7Vz/mnVePOASWONmLCmR 11 OSTASA1Zx5 UxTkKWLWDwyqfaSccszWGOS
39tpUExqK/MpMulaTHeBSVRErkaZTndvmdIRgh2RI z1CHfve=

el 420R

Response Header
HTTP/1,1404NotFound
Content-Type: text/htm|

Server: Il

X-Powered-By: WAF/2.0

Date: Wed 23Aug201702: 23: 16GMT

Request Bady

Content-Length: 1163

Response Body

Georg says, 'All seems fine'

Click the Risk Details page to jump to the risk detail investigation page to show

GoldenEye Traceback. You can view

the Access, Access Details, Security

Incidents, Security Incidents, Traceback, etc., as shown below.

& Risk Details
Customer A [1.11.2)
r'y " v H
Timeline
i Epe
B Ne Thest Diection © Tegs Confcence
B Destnation L=
2 a4 Destinstian e
a
i " . Destination L
s Destination L
a
5 infected ith rotombingr i Destngtion LI

Goldeneye Detalis

+ Stages of Attack

i @ 'd j e o
[ cac mpact
Severty Attoc Stage. Betected 3y Lont Detected Ststos Operation
B Higt STA(172.168.30.50) 2022.04.0 0300 H
@ o STA172168.3050) 20220403 =
@i mcac STA(172.168.3050) 2022.04-03 0 g -
@ i | o STA172:1683050) 2022.04.03 030811 =
@ Hio [ STA(172.168.30.50) 2022-04-03 030011 &

-

o s
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GoldenEye Details

P/DomainfURL/Port | 1001 (Customer &) 2022.03-22 000000 - 2022-04-20 235959 e m

A o
Mai S
AsselDetalls  SecuntyEvens  SecutyAlens  Traffic  AccessProfie  EnmyPoimt  Traceback
1 Al npp i
0 [ Ilatersl . iy spead ad destial or dats et xay oecur 1 h
Hoste e eedpomn is alo ik, special st shewld be deavs

Identye Details

a

112 @

2. Export the risky assets

You can export the list and risk report on the Risk Assets page. Click & 5"

to export all the current page data by default, and the file format is.xIsx. At the
same time, click a specific risk asset IP to jump to the Risk Detail page. On the

Risk Details page, you can export the list of Security Incidents.
Risky Assets

| taa0ds 8 E=ce

Al Risky Assets My Concerns £

o TP 0 0 o WP 0
[ Recuriy B4 Critial Asset e - EremalBue. DGA Dormin N

No. Hostname i Export Type Risk Level @ EventTag Last Detected Endpoint Secure Status. Operation

T e ot A Compromised 2020403030032 @ Notimstalled i) =

2 Host A Compromised 2022:04-03030032 @ Notinstalled EEE @
3 Host sed 2022040303002 @ Notinstalled (=
4 Host ised 2022-04-03030032 @ Notinstalled Ej patonloge LFIL
5 Host A Compromiscd 2020003030032 @ Notinsalled R -

Click Export to configure the report as required, such as Period, Asset Group,

Format, Report Name, and Items, as shown below.
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Export Endpoint Security

Period: Last 7 days
Asset Group: All "
Format: (o] pdf
Report Name: ) Default Custom

* ltems (@ Weakness

3. Edit Endpoint Secure Forensics

After ES accesses the Cyber Command platform, the risk endpoint on the ES
side synchronizes the botnet logs to the platform. Cyber Command can display
the process and file information of accessing malicious domain names to help

users conduct research and judgment. Hover the mouse over the operation

column and click to obtain the forensic information.

Coordinated Response Details X
systemExecuted Action: Push Diown Virus Scan Task (Before 8minute: ° Executed

system Executed Action: View Virus Scan Results (Rems atenc [ )

Waiting for Execution
2022-04-21 @

15:36:22 o Automatically Executed Policies: Auto Scan Endpaints v
systemExecuted Action: Push Down Virus Scan Task (Before 13 < @ crecuted
» systemExecuted Action: View Virus Scan Results (Befors Sminuts © Executed
> systemExecuted Action: lsolated Hosts (Befors Sminutes @ Executed
2022-04-21 ® ) . i
15:32:07 o Automatically Executed Policies: Auto Scan Endpoints v
systemExecuted Action: Push Down Virus Scan Task e @ executed
» systemExecuted Action: View Virus Scan Results & 9minute @ Executed
> systemExecuted Action: lsolated Hosts (Befors Ominues @ £xecuted
2022-04-21 O
15:26:18 o Automatically Executed Policies: Auto Scan Endpoints v

Cancel

3.3 Risky Users
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User's Source

It is required to correlate with IAG, SVPN, and WAC to use their user authentication

information. The discovered risky endpoints can be directly viewed in Risky Users.

Go to Response > Risky Users, and click Settings to select the display name:

Hostname or Username.

Display Options

Display Name @: © Hostname

Excluded MAC Addresses ®:

O New 0l Delete

[]  No. Excluded MAC Addresses Operation

Na data available.

Oinall -

View Ricky Users

The default Auto Refresh time of the Risky Users is 3 minutes for data
synchronization. You can manually select other time frequencies, as shown in the

figure below.

Risky Users
¥ Settings ( Refresh Auto Refresh: 3 minutes Last 7 days
. Disabled
Scenario: | New x All -
15 seconds

broupe ¥ 30 seconds
| e/ | Search ()| 60seconds 1 0
Ean 3 minutes Severe Users High Risk Users

5 minutes
[+ & International Branch

10 minutes :
B8 Heilongjiang Nivintie Endpoint, MAC, I group, tag
1t Fujian [] Ne. Endpoint MAC Address  Realtime IP Groups Risk Level @ Tags Las
B8 Internal IP Range N
[ 1 testiose < 19216877  Heilongjiang 4k Severe 20:
= Server Group4
“ &= Server Group5

= Server Group3

[} 5 HQ office

There are two scenarios for risky users: All in Groups and Today. If risk users who
only pay attention to the day's increment use the Today scenario, you can select a

maximum of 30 days, as shown below.
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Risky Users
Qsaon | e &
\ v g A 021-11-20 =]
Groups ¥ 2021-11-26 =]
(s ol 0o =i :
ch
C e
2168, fongjiang A Severe 2021 2328

Risky users' time can also be retrieved based on threat event Tags, as shown below.

Risky Users
£¥ Settings  Refresh @ Auto Refresh: 3 minutes » Last 7 days
Scenario: | New % - Tags: | All -
Groups T Search B
ZI[E]| search 8 ij 1 M Al B 0
i Users Improper Configuration High Risk Users

= . B Unencrypted Web Traffic
2 Interational Branch

1 Weak Passward

HE Heilongjiang B Export B Wesk Passwor

B i Inbound Attack
ikl No.  Endpo s Risk Level @ Tags Las

¥ High-Severity Attack
5" Internal IP Range B high. severity Attaks

1 test30: S igjiang Ak Severe 202

il

Server Groupd

@ Brute-Force Attack

= Server Group5s
— Ransomware
= Server Group3
W1 ConcnnlDlonn
= H office
o lianaso

3.4 Security Incidents

Security Incidents

The threat perspective mainly provides queries, statistics, traceability, and proof of
Security Incidents and Security Alerts. Security Incidents are obtained by correlating
multiple dimensions such as high reliability, high threat, and successful attack
Security Alerts based on Security Alerts and matching them through a special built-in

algorithm.

3.4.1 Security Incidents filtering

On the Response > Security Incidents page, you can see the distribution of Security
Incidents, which can be filtered according to your need, as shown in the following

figure.
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e Status: All, Suspended, Pending, Fixing, Fixed.
o Type: All, Server, Host.

o Tags: Tags were mainly extracted from a hot event or name in the industry,
such as Ransomware, WebShell, EternalBlue, etc.,, as shown in the

following figure.

Sevsrity Tags Attack Stage Threst Type Last Datected Status

e Severity: According to the comprehensive assessment of the impact scope

and depth of Security Incidents, divided into All, High, Medium, and Low.

e Attack Stage: Stage matching of Security Incidents based on industry-
standard attack chain models, divided into All, Weakness,

Reconnaissance, Exploitation, C&C, Propagation, and Impact.
e Threat Type: Includes Low, Medium, and High.

e Period: Filter for the Security Incidents based on period. You can choose
Last 30 days, Last 7 days, Last 24 hours, or Custom. Choose Custom to
filter the Security Incidents beyond 30 days, as shown in the following

figure.

Version 01 (May 30, 2024) 38



Sangfor Cyber Command V3.0.92 User Manual

= Selec ¥ selec Gl Selec = elect ¥ Last 24 hours

Last 30 days

& < 2022 Mar > » 2022  Apr >o» Last 7 days

Sun Mon Tue Wed Thu Fri  Sat Sun Mon Tue Wed Thu Fri  Sat Last 24 fiaiirs
1 2 = 4 5 1 2
L+ F3 8 9 10 11 12 3 4 5 7] 7. 1 9
13 14 15 16 17 18 19 10 11 12 13 14 15 16
20 21 22 23 24 25 26 17 18 19 20 21 22 23
27 28 @ @ 3 24 25 26 27 28 29 30

m Cancel tage

Thr

e Search: You can search the Security Incidents based on IP, IP range,

description, or hostname.

3.4.2 Incidents

In the middle section of the Security Incidents page, you can see the Events

statistics, divided into several sections according to the event attributes: Weakness,

Reconnaissance, Exploitation, C&C, Propagation, and Impact. Each section has
specific quantitative statistics. The total number of incident attribute categories is
the same as the number of incident attribute categories, as shown in the following

figure.

Events (0 in Total)

Stages of Attack

13 @ D> @ .

Weakness Reconnaissance Exploitation cac Propagation Impact

3.4.3 View Incidents

Perform search based on the above conditions to see a list of specific Security
Incidents. The dimensions of each Security incident include Threat, Risky Assets,
Confidence, Severity, Tags, Attack Stage, Threat Type, Engine, Last Detected,

Status, and Operation, as shown in the following figure.
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= Al

Threat
Risky Assets
Confidence
Severity

Tags

Attack Stage

Threat Type
Engine

Last Detected

Status

Dperation

Status Operation

-] osta0days E -le

Pending X |~ | |Selec =

tvents (9 in Total)

Stages of Attack

< - ° ) °
pii @ D> ) ©
Weakness Reconnaissance Exploitation cac Propagation Impact

2 Bport =
Filter: | Status: Suspended, Fixing, Fixed, Pending X Clear
No, Threat Risky Assets Confidence ©  Severity Tags Attack Stage  Threat Type  Last Detected Status Operation
1 Infectsd with ProtonMiner (mining) 7 @low & High e @ Cac Cryptomining  2022-03-20 03:25:26 =
2 Infected with ransomware 6 @low S High - @ Propegation  Ransomware  2022-03-29 032557 2 -
3 oinminer (mining) 7 @low S High = B Cac Cryptomining ~ 2022-03-15 03:59:20 & -
4 Infected with a mining virus 5 @ High @ High , © Impact Cryptomining  2022-03-20 03:25:57 2
5 Communication via reGeorg 6 '@ High S High ReGeorg @ cac HTTP Tunnel..  2022-03-29 0325:36 =
6 Cobalt Strike backdoor 5 @ High S High & cac Cobaltstrike  2022-03-20 032536 =
7 Infected with CryptoSink (mining) 7 @low @ High B Cac Cryptomining ~ 2022-03-29 03:25:36 2|

e The number of Risky Assets: Represents the risk assets associated with
the Security Incidents. You can click the Security Incidents and select the
Risky Assets sub-page on the event details page to view it, as shown in

the following figure.

No. Threat Risky Assets Confidence ©  Severity Tags Attack Stage ThrestType  Last Detected Status Operation
1 Infected with ProtonMiner (mining @ High T B Cac Cryptomining ~ 2022-03-20 03:25:36 £ w’i 2

2 Infected with ransomware S High - @ Propagation  Ransomware  2022-03-20 03:2557 S -

3 Infected with bitcoinminer (mining) 7 @Ylow Q@ High e & cac Cryptomining  2022-03-15 03:58:20 ||

i o wimng s 5 @ High @ High R © Impact Cryptomining  2022-03-29 03:25:57 =l

5 Communication via reGeorg 6 @High @ High [ e-te HTTP Tunnel..  2022-03-29 03:25:36
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Event Details

]

ding | Fix ..

Event I1D: 1143000018

Threats Risky Assets

All Targets (21)

Infected with bitcoinminer (mining) B

Confidence: @ Low Severity: @ High

Attack Stage: il C&C Det

d By: STA(172.168.30.50)

Recommendations

«

Details Original Logs

Details

= 3 1.1.92(Singapore)

Alerts: 245

Compramised

@ Returned Response IP

—

= 3.1.1.93(Sincapore)

Alerts: 245 Compromised

Compromised

= 3.1.1.91(Singapore)

Alerts: 245 Compromised

= 3 1.1.94(Sincapore)

Alerts: 245 Compromised

|-

21in all

&

3.1.1.92(Singapore)
Port:

Latest Alert Details

Specific i thash.

Resolved IP 55.55.55.55

Timeline

@ Requested Malicious Domain ...

b 0 1 0
Pending  Suspended Fixing Fixed
Attacker 1P

Attacker Port

» E Target IP 2.1.1.92(Singapore)
Target Port 33
DNS Server
Protocol dns

GoldenEye Tracebac

DNS Server

o The Status is divided into Pending, Suspended, Fixing, and Fixed.

k

o Last Detected: It represents the time of the most recent entry in the alert

as shown in

log associated with all risky assets within the change event,

the following figure.

B No. Threat Risky Assets Confidence © Severity Tags Attack Stage ThrestType Lot Detected Status Operation
1 Infected with ProtonMiner (mining) 7 @low Q High L & CaC Cryptomini & al
f otonMiner || mining Fix failed
2 Infected with ransomware 6 @ Llow S High - ® Propagation  Ransomware  2022-03-29 03:2557 :é’jﬂ sy 2|
ix failed
3 Infected wi inminer (mining) 7 @low D High — & C&C Cryptomining ~ 2022-03-15 03:50:20 &=
mining
Event Details
Infected with ProtonMiner (mining) B 7 0 0 0
Integrat -
Status: Pending | Fix ... G Low Severity: @ High Pending  Suspended  Fixing Fixed -
Event ID: 1140060486 Attack Stage: Il C&C Detected By: STA(172.168.30.50)
Threats Attacker Analysis Risky Assets Recommendations
Al Attackers (1) Targets (7) Customer A (1.1.1.1) -
i Details Original Logs
M 55.55.55.55(United Stat... Details
Alerts: 189 Compromised
Attacker IP 55.55.55.53(United St...
hitp | Alerts: 27
Al AttackerPort | 80
1ina ; il B
Compremised Target IP Customer A (1.1.1.7)

Customer A (1.1.1.1)
Port: 14060

Latest Alert Details

Specific Intelligence
Response Body Size 1163
+ Timeline |~

+ Packet Content

Request

pixeldrain/api/download/I9RRye [B

Request Header
GETfuserfiles/photos/small/imdex.aspTarticle_SUIb2HTTR/1.1
Host: www.gztenon.com
Connection: Keep-Alive
Accept-Encoding:
CF-IPCountry: CN

zip

55.55.55.55(United Sta...

Target Port 14060
Port: 80
Protocol http
Request Body Size o
Status Code 404
Code Converter | UTF-8 Hex
Response

Response Header
HTTP/1.1404NotFound
Content-Type: text/html

Server: lIS

X-Powered-By: WAF/2.0

Date: Wed.23Aua201702: 23: 16GMT
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e Status: Represents the safety status of a risky asset. If there are multiple
risky assets and all of the risky assets are fixed, it will display Fixed. If there

are unfixed risky assets, it will display Pending, as shown in the following
figure.

Status: Suspended, Fixing, Fixed, Pending X

clear
No. Threat Risky Assets Confidence Severity Tags Attack Stage Threat Type Last Detected Status Operation

1 Infected with ProtonMiner (mining) 7 @low @ Hioh & cac Cryptomining  2022-03-20 03:25:36 -]

2 infected with ransomware 6 Glow @ High © Propagation  Ransomware 2022-03-2 03:25:57 & -

3 infected (mining) 7 @low @ High | cac 2022-03-15 03:59:20 &

4 5 @ righ S High = © Impact 2022-03-29 03:2557 &

s 6 @ High @ High ReGeorg & cac HTTP Tunneling  2022-03-28 03:25:36 2 -

3.4.4 Incident Details

Select security incident and enter the incident details page. The number on the All

Targets represents the number of attackers associated with the Security Incidents,

as shown in the following figure.

Incident Details

@ General system command injection attack &

] WMark as Fixed |y
Type: System Command Injection Severity: @ High _

SANGFOR STA(192.168.20.1... Attack Stage: @ Propagation ncident ID: 117980007

Thre

Threats HitRules  Attacker Analysis Risky Assets Recommendations
All attacker
«
All Attackers (8) Attacker Vietim Attack Result Last Detected
Internal IP Range (10.32.36.181) Internal IP Range (10.90.26.41) Succeed 2023-03-06 15:51:06
Internal IP Range (10.32... Details Original Logs
Attacks: 240
Details
-
Internal IP Range (10.67... | Attacke Kitacks 5k J _victim
s = - 10.32.36.181 i iowie Attempted g 10.90.26.41
’ = Internal IP Range Internal IP Range
Host  Port:58716 Protocol: http Server | Port 80
Internal IP Range (192.1...
Attacks: 126 Latest Attack Details
: url 10.128.156.18/shell jsp?i=whaami status_code ]
e M Result Offered by Platform Business may be invalid,
Attacks: 319
) Timeline  ~
Data Packet Cade Converter [ utrs Hex
Internal IP Range (10.25... e
Attacks: 36 Request Response
Request Header Response Header
- GET fshelljspizwhoami HTTR/1.1 5
Binal L
Host: 10.128.156.18
Cache-Control: masx-age=0 Response Body

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/83.0.4103.116

Tinall - PerPage 10 ~
The total number of attackers and the number of risky assets in the Hit Rules are

two different things, not necessarily equal, as shown in the following figure.
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Incident Det:

6 General system command injection attack B

5 Mark as Fixed RS
ype: System Command Injection Severity: @ High _

Status: Pending Th

y: SANGFOR STA(192.168.20.1..  Attack Stage: @ Propagation Incident ID: 117980007
Threats Rules Attacker Analysis Risky Assets Recommendations
No. Rule D Rule Name Detection Engine Threat Type Severity ATTBCK Attack Technique
1 13010197 0§ Cmd Injection netstat com...  Web Application Detection Dat..  Code Injection @ High Explait Public-Facing Application
2 12010450 Apache Struts OGNL Expressio...  Web Application Detection Dat...  Code Injection @ High Exploit Public-Facing Application
Incident Details X

@ [Behi (| illa] JSP ication B
Mark as Fixed [0
= st Type: Webshell Acces Severy @ High

=d By: SANGFOR STA(192.168.20.1...  Attack Stage: @ Propagation Incident ID: 117891064
Threats Hit Rules Risky Assets Recommendations
No. RulelD Rule Name Detection Engine Threat Type Severity ATTECK Attack Technique
1 17801064 [Behinder|Godzilla] JSP commu...  Backdeor Communication Dete... Web Backdoor Q High Server Software Component

The number of Attacks on the Incident details subpage represents the total
number of Original Logs hit by the corresponding IP as an attack launched by an

attacker, consistent with the number of alerts in the Details subpage.

Incident Details ‘

- General system command injection attack

Mark as Fixed
e St Command iection S @ i ETEE

Thre
ted By: SANGFOR STA(192.168.20.1... Attack Stage: @ Propagation Incident ID: 117980007
Threats Hit Rules Attacker Analysis Risky Assets Recommendations
Bl Atckees « Attacker Victim Attack Result Last Detected
i - 4 Internal IP Range (10.32.36.181) Internal IP Range (10.90.26.41) Succeed 2023-03-10 10:05:28
Details Origin:

GotoLogs

No. Time Description RulelD  LogType AttackS.. SrclP

DstPort  StatusC.. AttackR..
Internal IP Range (10.67...

Astzde 40 Sheba 1 2023-03-1010:0528  General System Com... 17980007 Website.. System.. 10323.. 10902.. 80 200 Succes..

2 2023-03-1008:5559  General System Com... 17980007 Website.. System.. 10323.. 10802.. 80 200 Succes..

Internal IP Range (192.1...

Attacks: 118 Succ 3 2023-03-1008:45:58

neral System Com... 17080007 Website.. System... 10.323.. 10902.. 80 200 Succes...

4 2023-03-10 094251 17980007 Website.. System... 1032 10502.. 80 200 Sucees..
Internal IP Range (10.25... 5 2023-03-10 00:23:54 17980007 Website.. System .. 10.323.. 10980.2.. 80 200 Sueces...
Attacks: 258 ed
10 6 2023-03-1002:0821 neral System Com... 17080007 Website... System .. 10323.. 10802.. 80 200 Succes..
7 2023-03-1008:5820  General System Comw, 17980007 Websiten,  System .. 10323.  10902.. 80 200 Succes..
20.1.19(France)
Attacks: 6 n 5
8 2023-03-100B4500  General System Com.. 17980007 Website.. System.. 10223.. 10802.. 80 200 Sucees..
9 2023-03100B4152  General System Com... 17080007 Website... System ... 1032 10202.. 80 200 Sucees..
Bin al
10 2023-03-1008:15:20 neral System Com., 17980007 Webshten,  System .. 10323.  10902.. 80 200 Succes.,
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Incident Details

General system command injection attack [B

Mark as Fixed i
Type: System Command Injection Severity: @ High _

o: @ Propagation ncident ID: 117980007

g Threat

By: SANGFOR STA(192.168.20.1..  Atta.

Thrests  HitRules  AttackerAnalysis  RiskyAssets  Recommendations
«
Atk ) Attacker Victim Attack Result Last Detected
a Internal IP Range (10.32.36.181) Internal IP Range (10.90.26.41) Succeed 2023-03-10 10:05:28

Internal IP Range (10.32... Details Original Logs

Details
Internal IP Range (10.67... f astacker J vicim
Attacks: 405 - A0=S2 0131 = 1090.26.41
= Internal IP Range = Internal IP Range

St = Host Port: 58716 X H Host Port: B0
Internal IP Range (192.1...
Ktk 110 Latest Attack Details

t Deech url 10.128.156.18/shelljsp?i=whoami status_code 0

Internal IP Range (10.25.. Result Offered by Platform Business may be invalid,
Atacks: 258
e Timeline

Data Packet Code Converter [Currs Hex
2.0.1.19(France)

Attacks: 6 Request Response
Request Header Response Header
LjepTi=whos i
il s 5 GET /shell.jspli=whoami HTTP/1
Host: 10.128.156.18
Cache-Control: max-age=0 Response Body

Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AnnleWehKit/537.36 (KHTMI like Gecko) Chrome/83.0.4103.116

INOTE

There are multiple victims when the number of attacks on the left pane is inconsistent with
the original logs list on the right. The sum of the number of logs hit by multiple victims on

the right is equal to the number of attacks on the left, as shown in the following figure.

Incident Details 3

General system command injection attack (B

Mark as Fied |

Threat Type: System Command Injection

<cl By: SANGFOR STA(192.168.20.1..  Attack Stage: @ Propagation
Threats Hit Rules Attacker Analysis Risky Assets Recommendations
Al N Attacker Victim Attack Result Last Detected
e . 4 Internal IP Range (10.32.36.181) Internal IP Range (10.90.26.41) Succeed 2023-03-1010:05:28

Internal IP Range (10.32...

Attacks: 200

Details

[CTAEL Al Actack Results ~

No. Time Description Ruleld  LogType AttackS.. SrclP  DstlP  DstPort StatusC.. AttackR..

Internal IP Range (10.67...

Atfac: 05 1 2023-03-1010:0528  General System Com.. 17980007 Website.. System.. 10.323.. 10902.. 80 200 Succes..
2 2023-03-10 09:55:59 General System Com... 17980007 Website.. System.. 10.32.3.. 10.90.2... 80 200 Succes..

Internal IP Range (192.1...

All Attackers (1) “ fargets 7) CustomerA (1.11.1) v

Details origina

8 55.55.55.55(United Stat..
No. Time Alert Description Rule ID Result AttackerIP Attacker Group  Prowy Target P Target Group
1 2022-03-29052536  infected with Proton... 140060486  Comprom... 55555555 - - ARER} Customer A
3 5M22MR30ATNNT>  infertedwith Dton  T00RMARE  Camomm SSESSRES . ERER] Cuctrmer

Risky Assets represent the number of risk assets associated with Security Incidents.
You can click the Security Incidents and select the Threats sub-page on the incident

details page to view it, as shown in the following figure.
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2
2% Export
Filter- | Status: Suspended, Fixing, Fired, Pending x
No.  Threat Risky Assets Confidence Severity Tags
& Cryptomining
1 Infected with ProtonMiner (mining) Low High
) v Lol ProtonMiner || mining
F: Infected with ransomware 6 @ Low Q High &
& Cryptomini
3 Infected with bitecinminer (mining) 7 Qlow High
) 9 S i bitcoinminer | | mining
4 Infected with a mining virus 5 @ High @ High £

Event Details

G Infected with ransomware [B

Severity: @ High

Detected By: STA(172.168.30.50)

Status: Pending | Fix f.. Confidence: @ Low

Event ID: 117830015 Attack Stage: @ Propagation

Threats Risky Assets Recommendations
All Atackers (3) € Targets (1) Customer A (1.1.12) -
St T Details Original Logs
Customer A (1.1.1.1) * Detsls
Alerts: 19 Gompromised
Last Detected: 2022-04-03 03:00:32
TCP | Alerts: 19

Attack Stage Threat Type

| cac Cryptomining
© Fropsgation  Ransomuare
| cac Cryptomining
© impact Cryptomining

Customer A (1.1.1.5)
Alerts: 540

o Compromised

Customer A (1
Port: 61107

Last Detected: 2022-04-03

Mail Server (1.1.1.1)

Alerts: 38 Compromised + Latest Alert Details

Last Detected: 2022-04-02

URL Path www.hdx.com

T i
Zinall + Timeline |~

The number of attacks consistent with the number of victims on the Threat page

Last Detected

2022-03-29 03:25:36

2022-03-20 03:25:57

2022-03-15 03:58:20

2022-03-20 03:25:57

Clez
Status CGperation
Fixed

|
i faled L]
Pending = .
Fix failed =
Pending =
Fig failed =
Pending
i fsiled i

0
Integration 8
TR i |

6 0 0
Pending  Suspended = Fixing
Attacker IP
Attacker Port
Target 1P
Customer A (1.1.1.2) Target Port
Port: 80
Protocol
Description -

Customer A (1.1.1.1)
61107

Customer A (1.1.1.2)
80

TCP

equals the corresponding number of original logs in the risk assets list, as shown in

the following figure.

Risky Assets

Endpoint Secure:  Period: 3 tag, hostname:

Last 30 days

Al Risky Assets My Concerns £¥

e o 9
Host Fi New Today
|

& Exvort v £ Auto Fix
U ST Type Risk Level © Security Incidents
Internal IP Range (10251.0220) 5
esktor ompromised | Scantool || SQL injection
d Internal IP Range Desktop A Compromised g
Internal 1P Range (10.100.18.20)
ost ompromised | CobaliStike
2 Internal IP Range Host A\ Cormpromised
Internal IP Range (10.102.15.15)
st ompromised | nitol || trojan
8 Internal IP Range Host A\ Compromised i
Internal 1P Range (10.52101)
4 e Host A Compromised -
; injector || khalesi || keyptk || lethic
Internal P Range (192.168.149.156)
s Vi b iy Host A Compromised  ["neutrinopos | | trojen | | zeus
10 types of incidents
Internal IP Range (10.3.88)
ost mpromised | Rootkit || tdss
e Internal IP Range Heost A Compromised
Internal IP Range (10.67.201.41 WebShell communication | Behinder
7 o J Host A Compromised
Internal IP Range System Command Injection
Internal 1P Range (10251.0.187)
ost mpromised | Scan tosl
8 Internal 1P Range = A Compeomiced
9 20 Host A Compromised | CobaltStrike | Malicious file

Internal IP Range

Last Detected

2023-03-1010:19:24

2023-03-10 10:16:26

2023-03-10 1016116

2023-03-1010:16:03

2023-03-101016:03

2023-03-101015:32

2023-03-1010:15:26

Endpoint Secure

© Notinstalled

© Notinstalled

© Notinstalled

© Notinstalled

© Notinstalled

© Notinstalled

© Notinstalled

© Notinstalied

© Notinstalled

Status.

Pending

Pending

Pending

Pending

Pending

Pending

Pending

Pending

Pending

Operation

cles
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& Risk Details Last 30 days
Internal IP Range (192.168.149.156) _
A 4 ‘Goortinated Response
Endpoint Secure: @ Notinstalled _ Risk Level: Compromised  Type: Host | Status: Pending
Timeline Stages of Attack

,,,,,,,,,,, Reconnaissance Exploit cac Propog; imp
2
2 Export
No.  Threat Direction Severity Attack Stage Detected By Last Detected status Operation

@ High m cac SANGFOR STA(192.168.20.189) 2023-03-10 102219 Pending 2 -
@ High & Cac SANGFOR STA(192.168.20.189) 2023-03-10 1022119 2 -
@ High & cac SANGFOR STA(192.168.20.189) 2023-03-10 102219 2 -
@ Hish @ cac SANGFOR STA(192.168.20.185) 2023-03-10 102219 2 -
@ High mcac SANGFOR STA(192.168.20.189) 2023-03-10 102219 e
@ High mcac SANGFOR STA(192168.20.189) 2023-03-10 102219 e
@ Hish & cac SANGFOR STA(192.168.20.189) 2023-03-10 102219 2 -
© High @ cac SANGFOR STA(192.168.20.189) 2023-03-1010:22:19 2 -
@ High & cac SANGFOR STA(192.168.20.18) 2023-03-10 101603 2 -

3.4.5 Incident Operation

Security Incidents can be handled manually or by integration. The status after
manual response includes: Fixed, Fixing, Suspended and Pending. Correlate

response is based on scripts or actions.

Response Manually

On the Response > Security Incidents page, select a specific Security Incidents and

click the More icon in the Operation column, as shown in the following figure.

2 Export

tatus: Suspended, Fixing, Fixed, Pending

3 N Threat Risky Assets Confidence Severity Tags Attack Stage Threat Type Last Detected Status Operation

mining) 7 Qlow O tigh

2022-03-29 03:25:36

7 : 6 Qtow S High 2002.05-22 032557
acr

3 7 Qlow D High == 2022-03-15 03:58:20

P s @ Hon @ Hioh E © impact Cryptomining  2022-03-22 032557

s 6 ©rion S Hich ReGeorg i cac HTTP Tumneling 20220329 032536

Click the Mark as Fixed, fill in remarks in the pop-up box, and upload pictures as

proof if necessary. The status will change to Fixed, as shown in the following figure.
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Fixed =

Q1 it may take some time to change the status of all alerts associat...

[¥1)

X Upload Image @@

You can enter the risky asset of Security Incidents and respond manually, as shown

in the following figure.

Fiter: | Status: Suspended, Fixing, Fixed, Pending X
B No. Threat Risky Assets Confidence severity Tags Attack stage Threat Type Last Detected Status Operation

7 @low @ Hioh

@ cac g 2022-03-29032536

2 6 ©low Q High 2 @® Propagation ans are 2022-03-29 03:25:57
3 7 @low O High @ cac g 2022-03-15 03:56:20
b:

5 @ High @ High - © impact Cryptomining g 2022-03-2 032557

Coordinated Response

On the Response > Security Incidents page, click the <icon to bring up the
integration action dialog. You can respond based on the policies' execution or the
execution action. The matching and the enabled policies will be displayed in a pop-

up box when you follow the policies, as shown in the following figure.

R s Qlow & rion - @ Propagation  Ransomware  2022:03-29 032557

3 infected vith bitcoinminer (mining) 7 Qow @ Hioh

@ cac Cryptomining  2022-03-15 035920
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Coordinated Response X
 Refresh £ > e, den F, policy type
Mo. Mame Hit Event Device IP Address Policy Type
Threat Scan - Predefined Event-SQOL Injection B dpoi
o . SRR SR Fvenf-?ﬁmﬁte :F.\\e Incl gzzgf;gbs?!@‘:\ Cyber Command (..  Builtin Strategy
Block Endpoint - Predefined Event-SQL Injection sangfor Endpoint S...
2 Block endpoint fo 1ays. Duning this period, Event-Remote File Incl. Sangfor NGAF (w8.0... af_54.83.49.40 (54.. Builtin Strategy
Access Control - Predefined Event-SQL Injection Sangfor NGAF {v8.0...
3 2 e oint f ecified IF Event-Remote File incl. Sangfor EndpeintS..  af 54.83.49.40 (54 Builtin Strategy
Elock Domain Name/URL - Predefined - Event Event SO Injechan ST NEAR (V80
4 e SO o R e Event-Remote File Incl. Sangfor NGAF (v8.0... af 172.168.30.44 (.. Builtin Strategy
Account Lockout - Predefined Event-5QL Injection sangfor 1AM
5 Block co ication between infecte r Event-Remote File inclu Sangfor IAG ac_218.253.76.106... Builtin Strategy
Endpoint Lockout - Predefined Event-SQL Injection
6 Ify dray AP o dra Evenk-Remoie File Incly, S22 F{0r Netwark C Cyber Command ( Builtin Strategy
) ) _ & a5 Sangfor Cyber Com.. ) N
ing Risk Notification - Predefined X i
7 i be =ndpaint risks i ;QL :?E?;D? g et 1AM 21825376106  Builtin Strat
i I"ILG E .\ e Inciu sanngr 1aG ac_ . /0. uiltin rategy
sirpege| 20 v | i -
| Add Policy | Next Cancel

Select the policy and execute it. The pop-up box displays the execution status, as

shown in the following figure.

Response

° Executed successfully.

You can also perform actions. Select from the Select Action option drop-down list,

where you can select by filter By App or By Action, and click OK.
Parameter Settings X

*Node Mame: AF-T1-Add Access Control

Add Access Control -

By cion

Q[ arwypes .

* Action:

(2] sophos Firewall

3 Sangfor NGAF (v8.0.35 and above)
£ Sangfor Network Controller

v ] Sangfor NGAF {v8.0.8 to v8.0.34)

€ Sangfor IAG

-

& Sangfor 1AM

i

) Sangfor Cyber Command
Host Security App

'$' Sangfor Endpoint Secure

* Device IP:
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Parameter Settings X
*Node Name: AF-T1-Add Access Control
* Action: Add Access Control &

Remediation €23 FortiGate
Add Correlated Block £ Sangfor NGAF (..

Remove Correlated Block

Add Block IP

Delete Block IP

Disable Device

Enable Device

Create |solate Endpaoint Task

Restore Endpoint From Isolation

* Device IP; “ Cancel

Parameter Settings X
*Node Name: Add Correlated Block
* Action: Add Correlated Block =

* Block Direction: B O

* Object Type to Block:

Object to Block:

* Block Duration:

* Block Duration Unit:

Device IP; | € i

Delayed Execution:

Select the corresponding instance resource and execute it, and you can see the task

delivery status, as shown in the following figure.

On the Response > Response History > Auto Response History page, you can
check the Execution Status, Start Time, End Time, Application, Operation, etc.
You can also click Execute Again for the failed response, as shown in the figure

below.
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Risky Assets  Security Events  Security Alerts  Au y  Coordinated Actions
No.  Running Policy Asset P Policy Type. Application Security Events £nd Time Executed By Exceution Status Coordinated Action Operation
1 AutoResponse 113 Advanced Sangfor Cyber Comma... EventHTTP Tunneling  2022-04-11 14:31:31 admin View
2 AutoResponse 113 Advanced Sangfor Cyber Comma... EventHTTP Tumneling  2022-04-03 04111225 system Vies
3 AutoResponse 115 Advanced Sangfor Cyber Comma... EventHTTP Tumneling  2022-04-03 04111225 system Vien Exccute Again
4 AutoResponse 1118 Advanced Sangfor Cyber Comma...  EventHTTP Tumneling  2022-04-03 04111225 system Vien Execute Again
5 AutoResponse 1116 Advanced Sangfor Cyber Comma...  Event.CobaltStrike 2022-04-03 0411225 system Vies ute Again
6 AutoResponse a7 Advanced Sangfor Cyber Comma...  Event CobaltStrike 2022-04-03 0411225 system Vien Execute Again
7 AutoResponse 1113 Advanced Sangfor Cyber Comma...  Event-CobaltStrike 2022-04-03 04:11:25 system Qrailed ® View Execute Again
8 AutoResponse 112 Advanced Sangfor Cyber Comma...  Event-CobaltStrike 2022-04-03 04:11:24. system Orailed ® View Execute Again
9 AutoResponse 111 Advanced Sangfor Cyber Comma...  Event-CobaltStrike 2022-04-03 04:11:24 system Qriles ® View ste Again
10 AutoResponse 1114 Advanced Sangfor Cyber Comma...  EventHTTP Tunneling  2022-04-03 04411:24 system led ® View Execute Again
11 AutoResponse 112 Advanced Sangfor Cyber Comma...  EventHTTP Tunneling  2022-04-03 04:11:25 system Execute Again
12 AutoResponse RRER] Advanced Sangfor Cyber Comma...  Event-HTTP Tunneling  2022-04-03 0411124 system Execute Again
12 AutoResponze 1147 Advanced Sangfor Cyber Comma...  Event-Cryptom 2022.04-03 04111:24 system View ute Agsin
14 AutoResponze 1116 Advanced Sangfor Cyber Comma...  Event.Cryptomining  2022-04-03 04111:24 aystem Execute Again
15 AutoResponze a5 Advanced Sangfor Cyber Comma...  Event.Cryptomining  2022-04-03 0411124 aystem ute Again
16 AutoResponze 1114 Advanced Sangfor Cyber Comma... Event.Cryptomining  2022-04-03 0411124 aystem Execute Again
17 AutoResponze 1143 Advanced Sangfor Cyber Comma... Event.Cryptomining  2022-04-03 04111:24 system cute Again
Displaying 1 - 20 of 1644 304 5 6|~ & >
Risky Assets  Security Events  Security Alerts  Auto Response Histo Coordinated Actions
No.  Running Policy Asset P Policy Type Application Security Events End Time Executed By Exccution Status Coordinated Action Operation
G piEpees 1113 etvancat] Sangfor Cyber Comma...  Event-HTTP Turneling  2022-04-11 14:31:31 P Oriled® s Aga
2 AutoResponse 1113 Advanced Sangfor Cyber Comma...  Event-HTTP Tunneling 2022-04-03 04:11:25 system Qrailed ® View Execute Again
3 AutoResponse 1115 Advanced Sangfor Cyber Comma...  Event-HTTP Tunneling  2022-04-03 04:11:25 system Qrailed @ View Execute Again
4 AutoResponse 1116 Advanced Sangfor Cyber Comma...  Event-HTTP Tunneling  2022-04-03 04:11:25 ystem Oried® Ewcits Agein
5 AutoResponse 1116 Advanced Sangfor Cyber Comma...  Event-CobaltStrke 2022-04-03 04111225 system Qiled © wciite Agai
6  AutoResponse 1147 Advanced Sangfor Cyber Comma...  Event-CobaltStrike 2022-04-03 04:11:25 system Qrailed ® View ecute Again
7 AutoResponse 1113 Advanced Sangfor Cyber Comma...  Event-CobaltStrike 2022-04-03 04:11:25 system Qrailed ® View Execute Again
8 AutoResponse 1112 Advanced Sangfor Cyber Comma...  Event-CobaltStrike 2022-04-03 04:11:24 system Qrailed ® View Execute Again
9 AutoResponse 101 Advanced Sangfor Cyber Comma...  Event-CobaltStrike 2022-04-03 04:11:24. system Qriled ® View ecute Again
10 Auto Response 1114 Advanced Sangfor Cyber Comma...  Event-HTTP Tunneling  2022-04-03 04:11:24 system Qriled ® View Execute A
11 Auto Response 1112 Advanced Sangfor Cyber Comma..  Event-HTTP Tunncling  2022-04-03 04:1125 system Qiled © Excits Again
12 AutoResponse 101 Advanced Sangfor Cyber Comma...  Event-HTTP Tunneling  2022-04-03 04:11:24. system Qriiled ® ecute Again
13 Auto Response. 1107 Advanced Sangfor Cyber Comma...  Event-Cryptomining 2022-04-03 04:11:24. system Qriiled ® View ecute Again
14 Auto Response 1116 Advanced Sangfor Cyber Comma...  Event-Cryptomining 2022-04-03 04:11:24 system Qrailed ® ecute Again
15 Auto Response 1145 Advanced Sangfor Cyber Comma...  Event-Cryptomining 2022-04-03 04:1124. system Qriiled ® View Execute Again
16 Auto Response. 1114 Advanced Sangfor Cyber Comma...  Event-Cryptomining 2022-04-03 04:11:24 system Qriiled ® View Execute Again
17 Auto Response 1113 Advanced Sangfor Cyber Comma...  Event-Cryptomining 2022-04-03 04:11:24 system Qrailed ® View Execute Again

3.5 Security Alerts

3.5.1 Alert Filtering

On the Response > Security Alerts page, you can see the distribution of security
alerts, which you can filter by Status, Type, Groups, Direction, Confidence,

Severity, Attack Stage, Result, Threat Type, etc., as shown in the following figure.
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Security Alerts

Critical Avset Ao
] Other s
o B [} o0 0

Koo LustDetected Thveat Torsae Type ¥ Tager P ¥ Sever T s s s ¥ e

3+ 032.0839 5Q Injection @ Propagation 55440338 155 aga 103003833/ Tids1 and Tasu.  Fending F
gl

RS HR S 5QU injection © Prepagiten 5544033 2ULIRIN a8 s A0200IRIN/ TS LHCE s Pendin
ey

3 v 022083 L. OpemSourcasnd.. @ Propagation Juplosdiuplosd Flephp sendng Frs
1wasas

a4 c2n2081 L. OpemSourcesnd. @ Prepagiten 3441307 Iuplosdiuplosd e php Pending 2o
184534

s v 2022082 PHP Codelnjection @ Prepagstien  s544Lil 1523082327 Failed phpinfeg./indexphp Pending F -
wasaz

&+ 002062 BHP Codelnjection @ Fropagation 3544131 281780 - Failed - findaxphp Pending 2w
15806

7 a6 n. SytemComman. O Propagaion 554413 Faikd - Findexphp Pending =
1545108

8 w3083 PHP Codeimjection @ Propaguion 55410168 Failed - washucomyphprearing sl Fending e
194500
0330030 acesttn dcutum sommand ln fvetams Comman 8 Beocsastion arean e a3 1am 1x 103 Ealled s comroharcarian sual | Barndini =i

e Status: All, Pending, Suspended, Fixing, Fixed.
e Target Endpoints: All, Server, Host.
e Groups: A drop-down list for you to select different asset groups.

o Direction: Represents the direction of the Security Alerts traffic,
including All, outbound access, Lateral and inbound access. etc., as shown

in the following figure.

v | | select a: ||| Sedect -

t Rankings Display Cr Al

Outbound Access =
an 8

Server = Internet

Host = Internet

T XFE @ ¥ Lateral
Server = Server
Server = Host

8 R Host = Server Isday.o
Host = Host

i againsi - Inbound Access :B080/s

Internet = Server

e Severity: According to the comprehensive assessment of the impact scope

and depth of Security Incidents, divided into All, High, Medium, and Low.

e Attack Stage: Stage matching of Security Incidents based on industry-
standard attack chain models, divided into All, Weakness,

Reconnaissance, Exploitation, C&C, Propagation, and Impact.
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e Threat Type: High, Medium, and Low.

e Period: Filter for the Security Incidents based on period. You can choose

Last 30 days, Last 7 days, Last 24 hours, or Custom. Choose Custom to

filter the Security Incidents beyond 30 days, as shown in the following

figure.
Include Noncompliant Code Alerts|  Last 24 hours

€« < 2023 Feb > » 2023 Mar »

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
- 1 2 3 4 1 2 3 4

5 [ ¥ 8 ] 10 11 5 (] T g ] 10 11
¥ @ @ 14 15 16 17 18 12 13 14 15 16 17 18
ing

19 20 21 22 23 24 25 19 20 21 22 23 24 25

26 27 28 26 27 28 29 30 Eh |

X
11 29 i 29

Last 24 hours
Last 7 days
Last 14 days

Last 30 days

e Search: You can search the Security Incidents based on IP, IP segment,

description, tag, or hostname.

e Severity: You can see the event statistics in the middle section of the

Security Alerts page, showing three alert level: High, Medium, and Low.

Each section has specific quantitative statistics, as shown in the following

figure.
Security Alerts
Pending * v | | salect -

Alerts (58 in Total)

Alerts by Severity

@l |:g}'
@ Medium

& Low

== Export
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Security Incidents are quantified and matched according to the attack stage. As
a result, the total number is consistent with the number of event attribute

classifications, as shown in the following figure.

Stages of attack

i @ 5 B S~ S
3.5.2 View Alerts

You can see the specific Security Alert list according to the above conditions. The
dimensions of each Security incident, including Threat, Severity, Attack Stage,

Threat Type, Status, Operation, etc., are shown in the following figure.

L~ TR T =]

Result ¥  Status Co.. URL Status Y Operati...
Succeed - - Per [ Al
Severtty

) i Target IP
Target Group
Succeed - - Pel
Attacker IP

Asset of Attacker

10.251.0.105/nicedit/ Pei
@ XFF
fd Result
Failed 404 10.251.0.231/never could exi... Pe £ Resu
Status Code
Succeed 404 192.168.180.222/zabbix/api j... Pel - Attacks
URL
Compr... - - Pei Threat Intelligence

Sensor Device

prep.mygoodsday.org/addrec...  Pel

Platform

Status

200 172.20.64.50:8080/struts2-sh... Pel :
Dperation
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2 Export

1 m;ma 7 QHigh mining - cac 2022-03-15 03:59:20 B
2 Infected with coinminer (mining)  Inboun d 2 Q@High 0 | cac 2022-03-15 03:59:20 B -
3 Lateral 1 Qigh 2022-03-15 03:59:20 B -
4 Latera 1 @High 20220315 03:5920 B -
B Outbound 1 Q@High 2022-03-27 030106 B -
6  WeakiMAPpasswod  Inboun d 7 Qlow 2022-03-28 10:06:13 B -
7 WeskWebpasswod  Inbounc d 7 Qlow 2022-03-28 10:06:13 B -
&  WeakPOP3passwod  Inboun d 7 @Low 2022-03-28 100613 B -
o Outbound 1 @High 2022:03-28 10:06:13 B -
10 Lateral 1 @righ 2022-03-28 10:06:13 B -

e The number of risky assets: Represents the number of risky assets
associated with the Security Alerts. You can click the Security Incidents and
select the Risky Assets-Target subpage on the alert details page to view it,
as shown in the following figure.

| \nb;und E' B Hioh bitcoinminer || mining | cac 2022:03-15 03:56.20 B -
2 Inbound 2 @ High oinmi 1 8 ca 202 9:20 B -
3 Lateral 1 @ High coinminer | mining . cac 2022-03-15 03:59:20 B
p A @ A [ | cac 2022.03-15 035920 B -
s e and password for. ‘Outbound 1 @ High k Weaknesses 2022-03-27 03:01:06 B -
Details X

) ok P |08
Fending  Suspended  Fixing Fixed

Threats Recommendations
& Export All Statuses

No.  Risky Assets Type Threat Detections  Last Detected Status Operation

Customer A (1.1.1.1)

o
g
2
i

2022-03-15 03:59:20 pending B -
Customer A

Customer A (1.1.1.2

™
T

2022-03-15 03:58:20 pending B -
Customer A

Customer A (1.1.1.3 ‘
3 Host §  2022-03-150359:20 pending B -
Customer A

Customer A (1.1.1.4]

4 : Host 5 2022-03-15 03:59:20 Pending B -
Customer &
Customer A (1.1.1.5) 5
5 * Host 5 2022-03-15 035920 Fixing B
Customer &
Customer A (1.1.1.6 i
3 A g Host 5 2022-03-15 03:59:20 Pending B -
7 Host 5 2022-03-15 03:59.20 pending B

o Direction: Represents the direction of the Security Alert traffic, including:
undirected (multiple locally generated alerts), inbound (such as externally
initiated attacks), literal (such as horizontal), and outbound (such as

malicious, accidental connection), etc., as shown in the following figure.

B N Direction Risky Assets Severty Togs Attock sage LastDetected st Operstio
= nbound & righ g m ca B -
2 Inbound 2 @iot cinminer || mining | cac 2022.03-15 033920 B -
3 Infectedwith coinminer (mining) | Lateral 1 righ coinminer | | mining | cac 2022:03-1503:59:20 B -
4 Lateral 1 High & cac 2022-03-15 03:59:20 B -
s Outbound 1 QHigh 2022-03-27 03:01:06 B -
s inbound 7 Quow 0328 100613 B -
7 Inbound 7 Qlow B -
s nbound 7 Quow B
) itoound 1 Qi 2022-03-28 100613 B -
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e Status: Pending, Suspended, Fixing, and Fixed.

e Last detected: Represents the time of the latest alert log associated with

all risk assets within the alert, as shown in the following figure.

Critical Assets | Display AllCritical Assets Threat Rankings [ Display Criical Alerts Only

0000 101001819 2 Hisziestsoiss ojan wes Malicious Remote Control Tool
18 copy ~ 8 Buik B Mark v &2 Export ') Open Monitor
P MaderPY ¢ XEQY ¢ Remk T smusce. WL SousT ¢ Op
1| 20230203 = 172.2064508080/struts2-sho..  Pending 2| -
st
2 |+ 20230215 | Reverse shell Malicious Remot...  ® Propagati 192168184134 192168184152 Succeed 9 2|
14858
Details X
e Infected with bitcoinminer (mining) (B I3 0 1 0
S Mark as Fixed |18
tatus: Pending . @ High Pending  Suspende: Fixing Fied

Hits

d By: STA(172.168.50.50)

Threats  Risky Assets-Target  Recommendations
«
Al Taigets ) Details Original Logs
Datil:

Customer A (1.1.1.1 @ Rreturned Response 1P Attacker IP
Alerts: 54

@ Rrequested Malicious Domain

m - B Target IP Customer A (1.1.1.1)
Customer A (1.1.1.2) = 2
Target Port 33

Alerts: 54 e Customer A (1.1.1.1) DNS Server

B Port: 33 Protocal dns

Latest Alert Details GoldenEye Traceback

Customer A (1.1.1.3)
Alerts: 54 PR Specific Intelligence eixyz (B DNS Server 55.55.55.55

Compromised

e Status: Represents the response status of a risky asset. If there are
multiple risky assets and all of them are fixed, it will display Fixed. If there

are no fixed risky assets, it will display Pending, as shown in the figure
below.

Security Alerts

2
]
¥
Bi L]

(1]

i

3.5.3 Details

Click a specific threat to enter the Details page, and you can view the number of
attacks as shown in the following figure.
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Details

@ General Java deserialization attack B

Status: Pending Thre:

Attack Stage: @ Propagation Alert ID: 217980050

st Java Deserializat...

Severity: @ High

Confi

Y Low

idence:

Threats Hit Rules Risky Assets-Attacker Recommendations
«
All Attackers (3) vy Victim
s “ Intemal IP Range (172.16.1.162) Internal IP Range (172.16.8.161)
Internal IP Range (172.1... Details Original Logs
Attacks: 127 —
Detected: 2023-03-10 2 Details

Internal IP Range (172.2...

172.16.1.162 172.16.8.223
Attacks: 234 Atter = B
. = Intemal [P Range  ——#
Dt =
Host Por Proxy Server Port: -

Internal IP Range (192.1...

Attacks: 16 Latest Attack Details

url

Timeline v
Data Packet

Request

Result Offered by Platform

172.16.8.161:8983/solr/test/config

Business may be invalid.

ed By: SANGFOR STA(I...

Request Header

Attack Result Last Detected
2023-03-10 10:32:11
Attacks: 127 i
Attack Result: e - 172168161
T = Internal IP Range
it Host Po

status_code 0

Coda Comrtr \ e

Response

POST /solr/test/config HTTP/1.1
User-Agent: python-requests/2.21.0
Accept-Encoding: gzip, deflate
Accept: */*

Content-Type: application/json

Response Header

Response Body

Content-Length:

Risky Assets-atacker represents the number of risky assets associated with the

Security Incidents, which can be viewed by selecting the Risky Assets-attacker

T |

subpage on the alert details page, as shown in the following figure.

Details >
Attack exploiting Web service vulnerabilities &
" Mark as Ficed |
thrst ype Open-Serce Giah etected 5 SANGFOR AL
Alert ID: 217970010 ces @ Medium
Threats Hit Rules Recommendations
All Statuses -
No.  Risky Assets Type Threat Detections  Last Detected Status Operation
Internal IP Range (1
1 M Host 2 2023-03-10 10:34:48 Pending B -
Internal IP Range
internal IP Range (172.1
2 7 Host 2 2023-03-1010:3211 Pending B -
Internal IP Range )
Internal IP Range (172.20.64.50)
3 ¥ Host 4 202303-1010:32:00 Pending B -
Internal IP Range
Internal IP Range (192.168.17.130)
4 i Host 2 2023-03-1010:31557 Pending B -
Internal IP Range ?
P Internal IP Range (10.251.0.16) tod 5 BEYEEEAa o B -
Internal IP Range g cceriy sy
internal IP Range (10.32.36.181)
6 2 Host 6 2023-03-10 10:31:54 Pending B -
Internal IP Range i
Internal IP Range (10.251.0.69)
7 N Host 8 2023.03-1010:31:45 B -
Internal IP Range
internal IP Range (172.20.64.158)
8 Host 4 2023-03-10 10:31:35 Pending B -
Internal IP Range X
Internal IP Range (172.20.0.98)
9 ¢ Host 8 2023.03-1010:31:34 B -
Internal IP Range
internal IP Range (10.251.0.104)
10 ' Host 2 2023-03-1010:28:52 Pending B -

Internal IP Range

A Recommendation represents a macro-guidance statement for responding to this

type of Security Incident according to the industry's best practices, as shown in the

figure below.
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Details

G Infected with bitcoinminer (mining) B

Status: P

nding

Hits: 1

Risky Assets-Target

| Recommendations &

Background

BitCoinMiner is the commen name of the Bitcoin mining Trojan. The Trojan usually conducts mining without

Impacts

Confidence: @ High

Attack Stage: Il C&C

Recommendations

Detected By: STA(172.168.30.50}

6 0 1 0

Fixed

pending  Suspended  Fixing

er permission, and the currency of mining is Bitcain.

The Trojan may occupy CPU or GPU and other resources to mine biteoin will cause the device to freeze and overheating, and in serious cases will cause the device to be unusable.

Troubleshooting

1. Check the intelligence details on Sangfor Neural-X Threat Intelligence {hitps://sec sangfor.com/analysis-platform)

2. Use Sangfor Endpoint Secure to perform a full scan. If no result is reported, check whether another antivirus tool is

Mark as Fixed [0S

stalled. Check and analyze the virus scanning and killing record for suspicious files

3. If Sangfor Endpoint Secure and other antivirus tools identified no suspicious file, use the memory analytics tool to locate the process requesting for malicious intelligence to check whether the process is

suspicious.

Recommendations

1. sangfor offers customers and users free anti-m;

http://go sangforcom/edr-tool-20180824

re software to scan for and remove the vis

mply download it from

2. Sangfor Endpaint Secure, NGAF and Security Intelligence products are capable of detecting this virus.

3. Customers of Sangfor

viruses effectively.

Details

o Infectad with bitcoinminer (mining) B

Status:

All Targets (7)

point Secure, NGAF and Secu!

Confidence: @ High

Attack Stage: Il C&C

Original Logs

¢ Details

Customer A {1.11.1)
Alerts: 54 Compromised

Las

Customer A (1.1.1.2)

Alerts: 54

Compromised

Customer A (1.1.1.3)

Alerts: 54

Compromised

Customer A (1.1.1.4)

Alerts: 54

Customer A (1.1.1.5)
Alerts: 54

Customer A (1.1.1.1)
Port: 33

+ Latest Alert Details

Spexific Intelligence

Resolved 1P

+ Timeline «

Intelligence products are recomm

Severity: @ Hioh

Detected Ey: STA{172.168.30.50)
@ Returned Response IP
wisizyz 1B

55555555

3.5.4 Manual Response

Method One: Direct Response

Select a specific threat on the Security Alert page, click the

pending

DINS Server

DNS Server

0 1 0

Suspended  Fixing Fixed

Attacker IP -
Attacker Port -
Target IP
Target Port 33

Protocol dns.

55.55.55.55

ended to connect to cloud-based Sangfor Neural-X,; updating threat signature databases and blocking common

Mark as Fixed

Customer A (1.1.1.1)

Traceback

under the

Operation, and choose Mark as Fixed, Mark as Fixing, Suspend, Whitelist as

required, as shown in the following figure.

B com ~ Y Euk Operaton ~

B No. LestDetected © Thieat

1 20030213 Apache Logh2 RCE
114904

Y2 2030213

11:48:58
i 202302413 General XSS Attack
11:48:56

B vark + 2 Export

Threat Type T Attack Stage T

vl Open-Sourceand .. ® Propagation

Malicious Remote .. @ Propagation

XS5 Attack 2 Exploitation

) Open ontor

v
Torget P T Attacker 1P ¥ XFE O T
2206450 10251.0.83 against

192:168.184.152

Result ¥ StatusCo.. URL
200 172.20.64.50:8080/struts2-sho..
Falled 408 ERRRVH]

Status ¥

Operati.,

=

BB Markas Fied
;

B Mark s Fsing

© suspend
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Fixing

& Upload Image | @

7 @tiah i L m cac 2002-03-20 032536 Foed -8 Y

LLNOTE

When issuing the response action, the small bell in the upper right corner of the page will

prompt the task progress to ensure the normal execution of the task, as shown in the

following figure.

Message

_ The fix status is being changed in the background. 1 tasks left, please wait...

Error connecting to devices. Please check for network connectivity issues.

Method Two: Response on the Alert Details Page

Select a specific threat on the Security Alert page to enter its details page. Then,

click the More icon in the upper-right corner of the page, as shown in the following

figure.
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Details X
@ Infected with bitcoinminer (mining) B 6 0 1 0
Mark as Fixe
Status: Pending c High @ High Pending  Suspended Fixing Fixed L
Hits: Attack Stage: #l C&C Detected By: STA(172.168.30.50) Mat;axFreng
Suspend
L Risky Assets-Target Recommendations
Whitelist
« .
All Targets, (7) Original Logs
Detai
Customer A (1.1.1.1} @ returned Response iP Attacker IP
Alerts: 54 Compromised
e v Attacker Port
Requested Malicious Domain ..
[} 0 et » B Target IP Customer A (1.1.1.1)
Customer A (1.1.1.2) =
Customer A (1.1.1.2 bt
Alerts: 54 et Customer A (1.1.1.1) DNS Server
Port 33 Protocol dns
Latest Alert Details GoldenEye Traceback
Customer A (1.1.1.3
ey Conmrieed Specific Intelligence w3sixyz B DNS Server 55555555
Resolved IF 55.55.55.55

Customer A (1.1.1.4) Timeline  ~

Alerts: 54 Compromised

Customer A (1.1.1.5)

Alerts: 54 Compromised

|-

LLINOTE

The above two methods have the same effect, and both operate on all risk assets of a single

Security Alert.

¢ Response of individual risk assets in alert

Select a specific threat on the Security Alert page to enter its details page.
Then, select the Risky Assets-Target subtab to see the associated risk assets.
Select the risky assets you want to respond to and click Mark as fixed. After
you respond, you can see the response's status in the upper right corner of the

event details page, as shown in the following figure.
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Details

9 Request forgery attack at the server end B
s Fentiine = SSRF

Attack Stage: 3 Exploitation Alert 1D 217980059

Detected By: SANGFOR STA(1...

Threats Risky Assets-Attacker Recommendations
«
AllAttackers(1) Attacker Victim Attack Result Last Detected
S Intemal IP Range (172.20.64.50) 47.244.138.18{Hong Kong) Attempted 2023-03-10 103511
Internal IP Range (172.2... Details Original Logs
Attacks: 2411
Detecte Details
5 f ol Attacks: 2411
g 172.20.64.50 R Rt aih 47.244138.18
Internal IP Range » W Hong Kong
Server  Port: 48961 Internet  Port: 80
Latest Attack Details
url www.dnslog.cn/getrecords.php?t=0.14... status_code o
Result Offered by Platform Business may be invalid.
Timeline  ~
Data Packet Code Converter [urrs Hex
Request Response

Request Header

Response Header

GET /getrecords.php2t=0.14092800264270577 HTTP/1.1

Host: www.dnslog.cn

Connection: keep-alive

Response Body

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64)
AppleWebKit/537.36 (KHTML like Gecko) Chrome/96.0.4664.45

Safari/537.36

Whitelist

Tinall PerPage 10~

In addition to manual handling of Security Alerts, you can also manually

whitelist the security alert. Select the threat, click the -+licon, and click

Whitelist. The Add Security Alert Whitelist pop-up box will automatically pop

up. The Src IP, Dst IP, etc., are filled in by default. You need to specify the Apply

To and Schedule, etc.

2 Expon
B N Theat Direct Risky Assets Severity
1 inbound 7 @Hioh
2 Inbound 2 Qish
3 Latera 1 @rioh
4 Laters 1 @rioh

Tags Attack Stage Last Detected
b | cac 2022.03-15 035920
| cac 2022.03-15 035920

& cac 2022:03-15 035920

| cac 2022.03-15 035920
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Add Security Alert Whitelist

MNotes:

1. ¥ multiple conditions ified, the whiteli I the conditions are met.

*Threat Type: Malicious Remote ... v @ Rule ID: 17139169

Src IP: 192.168.184.152 ® Src Type: Internal IP Range

Dst IP: 192.168.184.134 ® Dst Type: Internal IE Range

Separate ports with cor Dormain Name/URL:

“Apply To: All = *Schedule: Mever Expire

Remarks:

3.5.5 HCI Integration

You can go to Response > Response History > Auto Response History, to check
the execution status, end time, etc. You can also click Execute Again to execute the

failed running policy, as shown in the figure below.

20m-u-29 032755

3.6 Response Policies

Policies management is to connect various devices or platforms through SOAR tools.
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It helps customers build a standard handling process for security alerts/incidents,

accelerate security threat response, respond to various security attacks in a timely

and effective manner, build a security defense system, and reduce security operating

costs. Policies management includes policies classification, policies addition, policies

editing, etc.

3.6.1 Policies Classification

The system default types include Builtin Strategy, Advanced, Cloned, and you may

custom-create a policy type, as shown in the figure below.

Response
q O new @ Refresn
Bxccution Method 1P Address Time Updsted Operat
Security Alerts Erabied 2021.12.08 155917 B
& Auta Response
. N Erablod 2021.12.08 154833 B
e Ensbied 202112-08 1542 B
M Enabled 2021-12-08 154013 B

2021-32-08 153817 B

2021.12-08 15:57:57 B

e Builtin Strategy: The policies were developed from the SOAR tool

production line and synchronized to Cyber Command.

e Advanced: Refer to the default automatic response policies of the
previous version (not including customization). After the upgraded version,
it will be smoothly upgraded and translated into Response Strategy

Conversion Script, as shown in the figure below.

e Cloned: After cloning Builtin Strategy or Advanced policies, it will be
automatically added to the cloned policies. Edit and save the policies here.
After copying, the policies name will default to original policies name-

copy Unix timestamp at time-copy format, as shown in the figure below.

Response =

B Risky Assets

C Rotresh

Policy Type New <1 © New
& Risky Users

Associated Threat Type Execution Method P Address Status Time Updated Operatiol

© se

ty Events

fine...  Alert:SQL Injection
Alert-Remote File Inclusion ~ Manual

54834940 (5482494,

© Security Alerts af 172.168.30.44 (172168... Disabled

2022-04-1913:51:50 B

af 54834940 (5483494,

Alert-SQL Injection
AlertRemorte File

% 2 o Manual af 172.168.30.44 (172.168... Disabled 2022-04-05 18:18:27 B Edit Clo
2] Response History
of 54834940 (5483494,
3 Manual (1721683044 (172.166.. Disabled 20020405 143331 B it Clo

of 54824940 (5483494,
n Manual 21721683044 (172168, Disabled

2022-03-23 17:09:09 B
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You can click the copied policies to edit it.

e Custom: Customize the catalog and add new policies here. In the
Response > Auto Response > Policies, click New beside Policy Type to

create a custom category, as shown in the figure below.

Add Policy Type

Category Name: Up to 30 characters

Response =
Policy Temgpilates

B Risky Assets

Flicy Type New €] O Hew C Retasn
o Risky Useds
= ~ = Moo Mame Associst
2 Seourity Events All Policies(85)
i Builtim Strategy(10) == Aecess Control - Pradefine..  Alert-S0
7 Security Alerts 1 Prevent an endpoint from Alert R

Aduarscedi36) sccessing specified ..

] -
Hlock Domsin Name/URL .. Event:5C
" Bl AnkarDiet | bankhe
=] Response History Name/URL - N Days.

Block Darmain Name/UBL Aler1:5Q
® BlockAmacker P NDays TR

Gistemided Account Lockout - Predefi.  Event'ST
Custnmised 4 Block eommunication Eeern e
Policies Batween infected sadgoins
Endpaint Lockout - Predel.,  Beert:SC
L] 1 vou use a Sundav A2 or Evern-Bie
Add New Policies
Unnamed Policy © Policy Settings
Node: < Policy Settings >
Action ° Basic Info
Acton Nodes _ Polcy Name: Unnamed policy
from hes
OK | Poley Descripton:
Policy o/a096
B) i
“Foliey Type:
Process Filtering Euecution Method; @ Execute Automaticaly ) Execute Manually
Deciion Conditions for Execution
Conditon "
End

On the Response > Auto Response page, click New to enter the policies layout

canvas, as shown in the figure below.
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Unnamed polcy ool sengs || Bswe

The left navigation pane includes the Nodes and Constants library. The function

description is shown below.

Action Response actions corresponding to applications are different for
Nodes different applications.
Polici Refers to the entire response process, including execution nodes,
olicies
process filtering nodes, end nodes, etc.
Node
When logical judgments are needed between nodes, decision-makers
Decision will be introduced, and common judgment conditions such as if-else
judgments, etc.
End Identifies the node where the entire policies flow ends.
Mark the parameters as constants. For example, mark a specific IP
address/network segment as a business group/organization name as a
Constant constant, which can be quickly and intuitively identified and called in

the policies layout. In addition to network IP resources, other resource
types can be defined.

3.6.2 Policies Settings

Fill in the Policy Name, Policy Description, Policy Type, Trigger Type, and set
Condition for Execution in the Policy setting pop-up box, as shown in the figure

below.
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Policy Settings X

Basic Info

* Policy Name: Unnamed Policy

Policy Description:

Policy Type:
Execution Method: O Execute Automatically Execute Manually
Trigger Type: © security Incident Security Alert

Conditions for Execution

Condition 1: in * *

© Add Condition

e Policy Name: required field, custom name.
e Policy Description: optional, filled in according to the actual situation.

o Policies Type: Divided into Cloned, Advanced, and and custom policies, as

shown in the figure below.

* Policy Type: )
Execution Method: Cloned
Advanced
Trigger Type:
MH_Test

PO PEERG VT GRS RE SRR 1 g

e Execution Method: It is divided into two methods: Execute
Automatically and Execute Manually. Scripts under Execute
Automatically mode will automatically match the conditions after the
corresponding event and then automatically execute the corresponding
integration processing. If set to manual execution mode, the policies will
not be executed automatically, and you need to manually select manual

execution in the corresponding response policy;
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e Condition for Execution: mainly to delineate the scope of application of
the policies through multiple dimensions. The dimensions are divided into
Asset Type, Group, Time Detected, IP, Rule ID, and Security Incident.
Only one condition can be configured each time. The relationship between
them is "and" when there are multiple conditions. When there are various
values in a single condition, the relationship between the value and
the value is "or". At least one condition must be chosen by default, as

shown below.

Conditions for Execution

C #ion 1 H
Lonan B in r r

Condition 2: b In w
Condition 3 v in b
Condition 4 v in v
Condition 5 v in v

@ Add Condition

As shown in the figure above, the condition of the event type must exist by default
and cannot be changed. Each dimension can only be referenced by one condition.
When the condition has full with all attributes, the Add Condition button will be set
at this time. Gray, non-editable status. After the policies are set, click OK to enter the
canvas, and you can perform operations such as Save Draft and Update Online on

the policies, as shown in the figure below.

remote task creation Playbook £ Playbook Settings 2 it Playbook
<

uuuuuuuuuuuu

4 ) Sangfor Block %) Fortl_Block

In the above figure, click the © canvas to undo the policies layout to the previous
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action, click @ to zoom in on the canvas, click © to zoom out, and click ™ to display

thumbnails. Use the mouse to drag and adjust, as shown in the figure below.

Sotnet Process Investigaton O Paypooksetings | | B Soe st e

Action

3.6.3 Add the Node

On the Auto Response page, under a policies category, click Add to enter the canvas
interface and drag the Action Nodes icon in the left navigation bar to the middle

canvas area.

Action Nodes

Drag the action node to the canvas and double-click to enter the Parameter Settings
box, enter the Node Name, Action, Device IP, and click Advanced to turn on or off

the Delayed Execution manually.

Process Filtering Deliped Exceution: @)

e Action: You can choose according to the application/action. There are
differences in actions between different applications. You can choose
visually By App or By Action according to the navigation of the pop-up
box classification. You can also perform a fuzzy search for

applications/motions based on keywords, as shown in the figure below.
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Parameter Settings X
* Node Mame: Action Modes10
* Action: I I -
* Resource: By App || By Action
Q All Types -

Advanced ~
Delayed Execution: Network Security App
& Sangfor Network Cantraller
& Sangfor Cyber Command
¥ Sangfor IAG
£33 FortiGate
# Paloalto
E Macmon NAC
E Bitdefender

= Cisco ASA Firewall

Parameter Settings X

*Mode Mame: Action Nodes10

" Action: i

* Resource:

Advanced ~

Fix

Delayed Execution:

Add Host Freeze

Meodify Host Lockout

Remove Host Lockout

Query Host Lockout Status
Add Browsing Risk Motification
Add Account Lockout

Maodify Account Lockout

Delete Locked out Account
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Action Node-policies

You can call an existing policy for nested action when adding a new policy. Drag
Action Nodes directly to the canvas, double-click to configure, fill in the Node
Name, select By Action for Action, the Delayed Execution is not enabled by default,

then click OK, as shown in the figure below.

Parameter Settings X
Node Name: Action Nodes10
* Action: -

* Resource;

Delayed Execution:

Add Host Freeze

Meodify Host Lockout

Remove Host Lockout

Query Host Lockout Status
Add Browsing Risk Notification
Add Account Lockout

Meodify Account Lockout

Delete Locked out Account

3.6.4 Response History

Go to Response > Response History > Coordinated Actions.

Action execution history mainly records action-level records, as shown in the

following figure.

Risky Assets  Security Events  Security Alerts  Auto Response History

Application Resource End Time. Executed By Execution Result Details

Trigger Poli
2022-04-03 032549 e Qricd®

Trigger Poli
2022-04-03 032549 it Qkiec ®

e All Action: All response actions supported by the Cyber Command

platform, as shown in the following figure.
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Coordinated Actions

Application Add Correlated Block End Time Executed By Execution Result Details
Remove Correlated E\a(\I_I Trigger Polic
- 2022-04-03 03:25:49 i 2 Qrild® Execute Again
Add Block IP ; :
Trigger Policy ) )
2022-04-03 03:2549 Qrailzd® Exccute Again
Delete Block IP
Trigger Polic 3
picibie poitis 2022-04-03 03:25:49 s x Qrailed® Exscute Again
» Trigger Policy )
Enable Device 2022-04-03 02:25:49 Qraild ® Execute Again
Create Isolate Endpaint Task Trigger Polic
i 2022-04-03 0325:49 o X Q=i ® Execute Again
Restore Endpoint From lso... } :
Trigger Policy ) )
2022-04-03 0325:49 Qrail=d ® Execute Again
Create Scan Task
Trigger Poli
2022-04-03 03:25:49 e Qrailed® Exccute Again

Trinner Balicu

e Action Parameter: A collection of action-related properties, including
calling application, calling resource, endpoint ID, file ID, file MD5, response
method, event type, and risk level to be fixed. You can see it at the end of

each successful action line, as shown in the following figure.

Risky Assets  Security Events  Security Alerts  Auto Response History

No.  Coordinated Action AssetIP Application Resource. End Time Executed By
Trigger Pol

1 1102 2022-04-03 03:25:49 = 2

et Bt Bbeurs: Trigger Pol

2 - 1103 anglor Encpo e = 2022-04-03 03:25:49 2 &
Trigger Poli

3 1114 Sangfor Endpoint Secure - 2022-04-03 03:25:49 95! &

e Fixed By: The role that invokes the policies, including manual execution by
Cyber Command platform users (for example, admin) and script triggering
method (system creation automatic execution), as shown in the following

figure.

Risky Assets  Security Events  Security Alerts  Auto Response History  Coordinated Actions Last 30 days =1
Groups. a « 2 Export Response Report .
Hostname Confidence ©  Severity Fixed By Time Fixed Status Operation
Customer A (1.1.1.2) @ Low O High admin(616.48.80) | 2022-03-3010:34:22  Fixed =]
Customer A (1.1.1.5) @ Low @ High admin(6164880) | 2022-03-30103422  Fixed =]
Customer A (1.1.1.4) @ Low @ High admin(616.48.80) | 2022-03-30103422  Fixed =]
@ Low S High admin(616.48.80) | 2022-03-3010:34:22  Fixed =}
@ Low @ High 2dmin(61648.80) | 2022-03-301034:22  Fixed B
@ Low @ High admin(616.48.80) | 2022-03-301034:22  Fixed B
Customer A (1.1.1.1) @ Low @ High 2dmin(6164880) | 2022-03-301034:22  Fixed =]

e Execution Result: If it is the result of execution failure, the @ icon will

show the cause of the failure, as shown in the following figure.

Risky Assets  Security Events  Security Alerts  Auto Response History Coordinated Actior
Policy ID: 1611 Filte
No.  Coordinated Act Asset 1P Application Resource End Time Executed By Execution Result Details
Trigger Polic
1 1115 2022-04-03 03:2549 dger Pty OFied®
Trigger Polic H am are required
2 2022-04-03 03:2548 dgen Robey Orsiied 10 uired

o All Execution Results: If the execution is successful, you can click to view
the details. If the execution fails, you can correct it according to the failure

cause and click Execute Again, as shown in the following figure.
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RiskyAssets  Security Events  Security Alerts  Auto Response History
J
er: | Policy ID: 1611
No.  Coordinsted Action Asset 1P Action Parameter Application Resource £nd Time Executed By Execution Result
5 Trigger Policy
- 1115 Sangfor Endpoint Secure - 2022-04-03 03:25:49 Oried®
Trigger Policy
2 = 1115 Sangfor Endpoint Secure. 4 2022-04-03 03:25:48 QFraied ®

3.7 Detection

Certain experience is needed for further analysis of Security Incidents or risky hosts,
normally this is used for the security professional personnel to do the analysis on the

Security Incident and Security Events.

3.7.1 Logs

Retrieve security logs and audit logs. There are certain security analysis

requirements, which are used when the security issues need further analysis.

Home R nse Detection Assets

Threats

Open Monitor ( Refres : Disabled =

Anomalies

All Logs All Traffic Diractions >

Traffic

ay Trend Graph

e All Logs: Divided into Security Logs and Audit Logs. You can view more

detailed log types in each category.

ogs X
@ Bpot & CodeConverter @ Tips W) MinorScreen (3 Refresh (3 Auto Refresh = 4 Basic View
Alllogs - ‘ . Direction *  2020-03-28000000-2020032818 M ok “
AND +

+ Total Entries - & (Time Unit: 20min) (&

Click Traffic Direction to select the access direction of the log to be queried, as

shown below:
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Logs
& Export O & Code Converter Open Maonitor C' Refresh Refresh Interval: Disabled «
2023-02-13 00:00:00 - 2023-02-13 16:23:01 All Logs - All Traffic Directions -

=83 Al Traffic Directions
Filter (0) Al =.g. src_ip:1.1.1.7 AND dst_port:8000 or 1.1.1.1 (use " for IPvb address, e :
- outbound Access

+ Total Entries (4460707 in Total) i Display Trend Graph [ Server to Internet
= B4 Host to Internet
Secure (953380) CobaltStrike (220784) Risky Access (114217) Bots (258 4 Host to Inteme
-8 Lateral
b S to S
No. Time LDQTYPE Y . erver 1o server
« Server to Host
| Selected Fields 1 2023-02-13 16:22:21  Website Attack .
Tiirier 2 2023-02-1316:22:16  Vulnerability ... [ Host to Host
X =B Inbound
Lo Type 3 2023-02-1316:22:16  Website Attack

Internet to Server

4 2023-02-1316:22:15  Website Attack

Attack Type 4 I Internet to Host

c ARAY AT 19 16979 ¥ VI R RO S B Bl ATA R A EL R

Click the time range to select the range of query time.
Logs

ﬂ Export (i) ﬁ Code Converter Open Mo

2023-02-13 00:00:00 - 2023-02-13 16:23:01

= Start Time: | 2023-02-13 00:00:00 v A

“End Time: = 2023-02-13 16:23:01 ~

24 hours | 7 days ' 14 days ' 30 days

Click Filter > Add to query multiple conditions simultaneously.

Logs
B Export @ g Code Converter Open Monit
2023-02-13 00:00:00 - 2023-02-13 16:23:01

Filter (D) e.g. src_ip:1.1.1.1 AND dst_port:f

AND -lof(+ ad )

+ Total Entries (4460707 in Total) @ Display Trend Graph

Secure (953380) CobaltStrike (220784)

FY

LEEE
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Click* to query historical search records, and add the common search records to

the favorites for later use.

Direction v 2020-03-28 00:00:00 - 2020-03-28 18 [=] “

Recent Searches Bookmarks
11 Clear () Refresh
No. Time Search Term Log Type Operation
1 2020/03/28 18:43:05  src ip:42.191.242.23 All logs Bookmark
Delete
-
0 -28 18:00
2 2020/03/28 18:43:02  src ip:42.191.242.23 All logs Bookmark
Delete
ource Y
3 2020/03/28 18:35:19  * All logs Bookmark L
Delete Command
4 2020/03/27 09:08:225  * All logs Bookmark Command
Delete
Command
5 2020/03/26 16:20:03  * All logs Bookmark
Delete Command
A 2020/03/26 161919 = All lans Ronkmark

e Time: Refer to the generation time of logs.
e Search Term: Refer to the attacks on hosts.
e Log Type: Refer to the types of logs.

e Operation: Bookmark the record.

3.7.2 Threats

Through the threat analysis module, Cyber Command can perform detailed analysis
on threats such as Ransomware, Cryptomining, File Threats, Inbound Attacks

and Evasive Attacks.

Ransomware

The ransomware risk analysis page focuses on displaying and managing ransom-
themed Security Incidents. This part of the data mainly comes from ES and AF
integration equipment. The traffic/process of relevant ransom behavior
characteristics is found through traffic learning or endpoint security monitoring, and

a small part of the data comes from Cyber Command.

Currently, the ransomware attack methods are:
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RDP Brute-Force Attack, Ransomware Infection, Ransomware Attack, Commonly-

Exploited Vuln, Commonly-Used Port, and C&C Communication

Threat presentation

On the Ransomware page, there are several parts, including Time Selection,

Detection, Top 5 Target Assets, etc.

Time selection:

You can choose Last 30 days, Last 7 days, Last 24 hours, or Custom from the
drop-down list (not only limited to 1 month, it can be customized), as shown in the

figure below.

Last 7 days

Last 24 hours

10.251.251.123 Last 14 days
b |

Last 14 days

Last 30 days

192.200.20.86
. (i stom

192.168.20.244 1
T

192 168.20.233 1
- =

192.168.20.232 1
-]

Detection

The sources of detection include Cyber Command, Endpoint Secure, and NGAF. The
data are classified into the ransomware infection route/method, including RDP
Brute-Force Attack, Ransomware Infection, Ransomware Attack, Commonly-
Exploited Vuln, Commonly-Used Port, and C&C Communication, as shown in the

figure below.
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etections
Ransomware Infection
|__- |
RDP Brute-Force Attack Ransomware Attack
[ | (0}
‘i
Commonly-Exploited C&C Communication
Vuln (2)
W Commonly-Used Port
I |
® Cyber Command ® Endpoint Secure ® NGAF

The red number represents the frequency of all ransomware risk assets that this
method hits. The source device displays blue under normal conditions and gray
when abnormal, and the associated 3-pointers are blue under normal conditions

and will detect periodically.
Target Assets

Target assets are divided into four levels: High, Medium, Low, and Compromised.

Click each severity level to see a list of related target assets.

& wigh SRR Host 1t 1 Compremied

cac communieat,. @ Imeact @ High e, Hast rana 19 Compromiscd pendin =

030037

§ S IRO4BE  Infeched with rnsommare CHE Communicet,. @ Impoct G righ 1AM ek Inbernet 1118 20 Compromined
030037

List view
The list of ransom risk assets includes Last detection, Threat Description, Risk,
Attack Stage, Severity, Target IP, Target Type, Attacker IP, Attacks, Result,

Status, Operation, etc.

Single view
Click the specific name in the Threat Description column to go to the Details page.

The risk summary displays the Asset Name, Hosthame, Groups, Owner, etc.
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10.251.251.123

> ) Internal IP Range
Ve Deart:
Asset Information w
Asset Name: Internal IP Range (@)
i | He USER-PC-20228

: 10.251.251.123
2023-02-11 08:17:50
Internal IP Range

Host

Asset Details

The risk details section mainly includes security alerts and ransomware exposure.
Click the specific name of the risk name field in the list to enter the vulnerability

details page.

Details

o Attack exploiting vulnerabilities of network devices B

Confidence: @ Medium

Threat T

® Propagation

WitRules  Risky Assets-Attacker

All Attackers (5) «

Attacker Victien Attack Result Last Detected
Internal IP Range (10.251.0.165) Internal 1P Range (10.251.0.163) A 2023-03-101038:16

Internal IP Range (10.25... Details Original Logs
Attacks: 2841

Detail
Internal 1P Range (172.2.. | Asiacka | Victin
b — - 102510165 - 102510.163

=2 al IP Range = Internal IP Range
: Host Host  Port:B

Internal 1P Range (10.25...
e Latest Attack Detals

url 10.251.0.163/upgrade_handlephp?em... status_code 404
e Result Offered by Platform Business may be invalid
Attacks: 279

Timeline v

Ona pacet Code Convrter urrs [
Internal IP Range (172.2... |:/

Attacks: 268 Attempted Content
. 0000 47 45 54 20 2f 75 70 67 72 61 64 65 St 68 61 6c GET./upgrade_han
- 0010 64 6c 65 2 70 68 70 3f 63 6d 64 3d 77 72 63 74 dle.php2cmd=writ
0020 65 75 70 6c 6f 61 64 64 69 72 2 61 64 70 3b 75 ecuploaddir@amp;u

0030 70 6c 6f 61 64 64 69 72 3d 25 32 37 25 33 62 6d ploaddir=%27%3bm

- PerPage | 10

Cryptomining
The Cryptomining special detection function can analyze the intranet mining events
detected by the platform.

It displays the Cryptomining Stages, Target Assets, and Top 5 Target Assets, as

shown below.
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Cryptomining

= r
= = ] ]

8 Comrmunicatnn e @ igh pree o B Compramised
ent crmmuniatn

nc communicatan o @i v e

0126495 ATAVE infocted it Wicsinmices i ehe Communication

Click the listed threat description to jump to the security knowledge base in the
help document to view detailed instructions for mining and suggestions. At the same

time, click the typical mining case shown on the right to view the details of the case.

Cryptomining Stages

Under the Cryptomining Stages, you can analyze and display the affected hosts at
different stages. Mining is divided into C&C Communication, Pool Connection,

Task Acquisition, and Work Submission, as shown below.

Cryptomining

(* Refresh

Cryptomining Stages

@ ©

B o= o B
C&C Communication Pool Cannection Task Acquisition Work Submission
0 0 0 0

Distribution of Cryptomining (number of infected hosts)

You can analyze and display the infected hosts. You can view the number of infected
hosts for each stage and the risk trend of the number of mining events per day, as

shown below.
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o
a

[ @ -®
]

(=2}

Target Hosts

You can click the Target Hosts tab to view the hosts currently affected by the mining
virus. Click IP address to view detailed Security Incidents information, and you can
search through fields such as the mining stage. The page is shown in the figure
below.

Target Assets Top 5 Target Assets

3.1.1.100 456

456

e
—

Mining Host Retrieval

You can search according to the mining stage and keywords fuzzy search. The mining
stage includes C&C communication, Pool connection, Task acquisition, Work

submission, etc., as shown in the figure below.

Losibecind et i Corprominig Sage ¥ R— ity T . s e PreT e Ban¥ b Oy

e @
§ i

@
i
3

5 B ® ®§ 8 ® @®oN
g B B B B B B B
£
i

]
H
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File Threats

The file threat intrudes LAN hosts by spreading virus files. After the malicious file is
executed in a user's host, it can control the host and disclose sensitive data. Thus, it

is an important entry point in the attack chain.

You can view the statistics by selecting Last 7 days, Last 30 days, Last 24 hours,

Last 14 days, or Custom.

File Threats

€ P Datectan

1 2193 $ ]

& Exon

Target Type ¥ Aptscher 1P T sk Remit T status ¥

9
¥
i

7
"

8
i

3 v2030810

F
iy

& =20230310
0887

Host 3990517124 87 Compromised Pending i

5 - 208080
101234

Click Export to export all file threats in the Excel format, as shown below:

File Threat Alerts

Filter
Period: __[2023-02-1411:37:02 - 2023-02-15 113702
Result

Ho. [tast perectea Severity |Targetip TargetType | Attacker 1P [atcacks [Resure
] |2023 0215 1132332 Hi 172,16 188 65 Host 35.105.171.24 231 |succeeded
(] |202302 15 1133:51 Hi 1721618865 Host 35.105.171.24 [er i
] 2023.02-1511:13:31 Propszsti Higf 192.168.64.135 Host 1 3 EE
% 2023-02-1511:08:18 Hi 192.168.1.25 Host 49.245.224.15 59
] 202302.1511:0053 | Dow 5 e 172.2064.50 Host 10251093 1o
3 202302.1504:01:22 | Dow =a |Propagation Megium [192.166.64.135 Host 10333622 3

202302-1503:13:20_|m Propagation High 172.16.197.133 Host 172.16.197.140 1 succeeded
5 202302-1500:00:1% | Wi Impact High - Internet__|10.231.3013 0 Aempred
] 202302-1423:58:20 | Mali High 172.16.184.65 Host 39.105.171.24 867 |Succeeded
"o 202302-1423:32:37 | For High 172.16.184.65 Host 39.105.171.24 152
"1 'ﬁozrmzs.s:.oz Mal High 192.1€8.1.25 Host 49.246.224.15 141 |Succecde
"2 |202202142331:05  [ma Fr High 192.168.64.135 Host 1 3 522 Succeede;
£l Jacez0z142393:01 oo Fro Medium _ [172.20.64.50 Host 1025105 (7] Succeede

Last Detection Time: Refer to the recent time when Cyber Command detects

malicious emails.

Inbound Attacks

Cyber Command can perform a Machine Learning Clustering Algorithm for
attacks over some time to provide an overview of outbound attack clustering. As

shown below:
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2020-11-20 00-00:00 - 2020-11-27 23:59:59 7]

Atk History: A5 Machine Learning Clustering Algorithm AR R

SOL injection o
e B . e @ Coordinated ..
telnet Vulnerabllity Hasiongiiang y @  Noniitical T'-
g A

20020005 Brute-Force Attack —
~cm—
Details
Al Tags - Al v Al Severities ~ | Search

Mo.  Description Tags ® Severity Groups Last Detected Logs

1 [Server Groups] Endpaint (200.200.0.23) attacked by 95215186129 usi.. Server Groups 2020-11-24 2311036 8

2 [Server Group3] Endpoint (200.200.0,14) attacked by 200.0.1.1 using we... Medium Server Group3 2020-11-24 21:27:50 297

3 [Server Group4] Endpaint (200.200.0.20) attacked by 1.57.64.1 using ftp .. (MS11-075) Server Groupd 2020-11-24 18:43.09 234

Reflacted Cr

4 [Server Group2] Endipoint (200.200.0.9) attacked by 219.137.1005 using... TP Server Bruste

o)
Medium Server Group2 2020-11-24 205346 c

Impacts and Recommendations

Risky inbound access refers to
3PP, which poses the risk of remote access control by hackers.

[ Recommendations )

Salutions

1. Check whether access is necessary for business. I tis required, add the endpoint 1P to the global
whitelst.

2 Ifit is not necessary for business. check whether the action was performed by an intemal user. If so,
handle the incident according o company rules and regulations, and disable RDP and SSH services.

3 fthe case is nane of the above, the endpoint could be under the control of hackers or may have
become a zombie. You shouid do the following:

(1) Disable the endpoint's permission o access servers 10 avold further damage.

(2) Disable RDP and SSH remaote access services

(3) Downlaad and install Third-Party Anti-Malware Software on infected endpoints to remove bots
(4) Patch th o avoid repeated i
Enhancement

1. Perform a security new servers, and check arly to de
ports are open and i remote access services are enabled with Cyber Command
2 ith y

features.
3 Enhance the security awareness of employees, and do Nt visit SUSPICIOUS or unknown websites.

Close

Evasive Attack

Evasive attacks refer to attacks detected by STA deployed behind the defense
system. Such attacks indicate that the defense capabilities of the corresponding
defense equipment need to be upgraded, or the defense policy has omissions and

needs further reinforcement.

Definition of STA

To ensure accurate analysis of Evasive attacks, it is necessary to manually define the
probes deployed behind the firewall. When the STA detects the external network
attack behavior, the attack behavior is an evasive attack. The administrator can click

STA to configure the STA behind the firewall on the Detection > Threats > Evasive
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Attacks page.

5TA
B Select STA devices that are deployed behind firewalk
Mao. Device Mame 1P Addres= Status

5TA 172.168.20.50 & Offiine (3

SANGFOR TS 210.5.180.158 & Dffline &)

Overall Display

On the Detection > Threats > Evasive Attacks page, the administrator can view the
following TOP5 data:

e Top 5 Target Servers by Attacks: The top five servers have suffered the

most evasive attacks.

e Top 5 Attack Sources: You can click View More to view all attack sources

and export the data.

e Top 5 Attack Source Regions: The top five countries or regions have

launched the most attacks.

e TOP 5 Attack Types: You can click View More to view detailed
information, such as the victim's IP address corresponding to the attack

type, and export the data.

You may also view the statistics based on the time range by selecting Last 7 days,
Last 30 days, Last 24 hours, or Today. At the same time, you can click Filter to filter

the Attacker Geolocation and Attack Type, as shown below:
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B

Administrators can click Export at the upper left corner of the page to export all

evasive attacks as an excel sheet.

Evasive Attacks
B gt | SBSTA C Retres Lt7cap v || Y Fler
Top 5 Victim Sarvrs by Attack Top 5 Mtk Sousces
i
Top 5 Attack Types
4 e of b

w0
- -
w0 E
s
I - e son s 10 N
Nethertands m srgentns cogiony  Gusngehang OthesExplo. OSKemelT.  WebSpte.  OpemSowe  Cien

lmpacts snd Recommendstions

Detailed Analysis

On the Detection > Threats > Evasive Attacks tab, the administrator can view the

attack details, including the Attacker IP, Attacker Geolocation, Detected By,
Attack Type, Time Attacked, etc., as shown below.

Details
Al
No.  AttackerlP Attacker Geolocation Detected By Victim Victim Asset Group Attack Typ Time Attacked Logs
1 is7ean Bl Heiongiing STA172168.30.50) Server Groupé (200200020) Server Groupd 2021-11-26 18:43:09 - 2021-11-29 18:43:09
2 3640 B i STA(172168.3050) Server Group4 (2002000.19) Server Groupd Other Ex 2021-11-26 23:54:50 - 2021-11-29 235450 28
plois(22
P L T STA(172168.3050) Server Groupd (2002000.18) Server Groupé Other Ex  2021-11-26 13:02:46 - 2021-11-29 130246

Click a specific Attacker IP, and it will jump to the GoldenEye Details page to

display the risk of the IP, as shown in the figure below.
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GoldenEye Details

Click the Attack Type or the number of logs will jump to the Detection > Logs page
to display the detailed log information of the attack type, as shown in the figure

below.

61107 2 hoe w0 o STA172:1683..  Undefined

Impact and Response Advice

Under the Detection > Threats > Evasive Attacks tab, the administrator can view
the Impacts and Recommendations. You can click Expand to view the complete

suggestions, as shown in the figure below.

Impacts and Recommendations

tack refers to the attack detected by STA deployed behind the defense system. Occurrence of this attack indicates defense capabilities and protection policies should be enhanced

-

Solutions

1. Check whether the IPS and WAF policies are enabled, and keep the database up-to-date.

Expand

3.7.3 Traffic

View the lateral access relationship of internal hosts and the external connection

access relationship from the LAN host to the Internet.

Lateral Traffic

Go to Detection > Traffic > Lateral Traffic page. It displays the traffic of internal

servers to show top servers by traffic and each asset group’s access to servers,
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including:
e The total number of servers and endpoints that initiated lateral threats
and the total number of servers that suffered lateral attacks;

e The application traffic and protocol traffic.

At the same time, you can view the statistics of a time range by selecting Last 7

days, Last 30 days, Last 14 days, and 24 hours, as shown below.

Server Traffic

2 This page displays the traffic of internal servers to show top servers by traffic as well as each asset group's access to servers

C Refresh 2020-10-28 D0:00:00 - 2020-11-26 23:59:59 =
+ Application Traffic Top 5 Apps « Protocol (port) Traffic Top § Protocols
]
A
Y
No Nov Now Nov Nov oa Nov Nov Na
— XTA FIP Upload PaPa — Lyn — 1dpt3 st
Sro Groups
o Eport
No.  Server Bidirectional Bytes SrciPs  Top 10 Apps Top 10 Protocals (port)
1 HQOffice{200.2000.1 4057GB 8 M =
2 0

Outbound Traffic

Outbound access is an access relationship between the endpoint or server and the
Internet. You can change the data time range for outbound access data by selecting
Last 24 hours or Last 7 days in the upper right corner.

Last 7 cay
Owersi
*Top § Src Endpoints By DstIPs
[
Wunitea states Wchic - @
Serv 200 [ *
0.4 Wrabysia
413
Weers P « Outbound Access Data Amount
.. ~
\
~\
17 \
/N
* Top 5 Dst Countries wou, | wor. moe | onew | ame.’ hor
China: 208 g Per Mot Japan = =
Details
ik Export Q Ad

Ne Sre [* Top 3 Application Types Service Traffic (M8}

HQ Office Server Ireland 7553
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Click Settings to change the Asset location. Select one point on the map to

represent the user’s location.

Asset Locaton | Bengkulu

Select Src and location (Domestic or Overseas) to view the outbound access

situations.

Src: All Assets >
All Assets
Host
Server * Location: | Overseas v
Critical Hosts ﬂ ' Overseas
Critical Servers Domestic

Inbound Traffic

This page displays inbound traffic of services open to external users, showing those

with the most visitors and the largest amount of traffic and visitor geoinformation.

2 This page displays inbound traffic of services apen to external users, showing those with most visitars and largest amount of traffic as well as visitor geo informatian.

© wafrosh L - Lst7dms v
+ Applcation Traffic Top s Apsicaian - « Protacol {port) Traffic Tops Protocol
i e
. '
e r o o o v e N o ™ o o ™ e
—Oter —FP T hoto — - — Vo Horses — R ORI TORI2ED — T — saran 33
Servers Regions
& oo -
Mo Sarver Top § S Rogions Bidiractiorsl ytes - Outbouncinbound Bec Top 10 Appe Top 10 Protacal (party Lot Aecese
1 HOOMCol208200 81) nate2ro0m) SIME g swacsos Teniback FTCPRO 220MEL UDPTY, 56554 Nov 24 201925
TP Upload(SH5XEL FIPE K, TCPU12, 585.54K8) sams(1
1 FIBFT  33,56504 206, 5
P Comyman(Ses KB, Netwerk K51, TEPT3. S85.94K8)
Noighbars (385 34K, Othar/Ofh
5B 8B, NET ProtocsijRyn
<{5HS.B4KE), NET Protccolip s
5,48 NET ProtocolNFS 585
am)

7,585 94KB], TCPIBITS. 565 04K

2 HaoHeRos 200y Ihi12000 E22 R 1 anB0) TEP12NT SAESUEBL TCPRIDY o 24 20192
61 TCPma, 565 5ex8)
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Risky Registration Regions

=+ New [ C' Refresh
No. Registration Region Remarks Operation
1 - SHifGE No diplomatic relations with China,... ~ Delete
2 B Russia Countries with Active Hackers Delete
3 | Palau No diplomatic relations with China,...  Delete
4 ﬁ Mozambique No diplomatic relations with China,...  Delete
Close

3.7.4 Anomalies

Abnormal behavior analysis is mainly based on access direction and includes
submodules such as Unauthorized Access, Lateral Access, and Outbound Server

Access, etc.

UEBA

The behavior analysis module can use the UEBA(User and Entity Behavior
Analytics) engine to analyze the host (server/endpoint) operation’s abnormal
behavior and display the behavior according to different risk scenarios. Under the
UEBA page, the administrator can overview the number of days of continuous
behavior study, risk scenarios/abnormal hosts/abnormal behaviors, and further view
for different anomaly types.

At least 96 GB memory is required to display this UEBA module.
Overview

The administrator can search for abnormal behaviors according to Time Range or IP

Address.
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UEBA
C Refresh
UEBA Engine "
0 0
Learning with 27 models for 74 days, with 0 anomalies detected
ROP
All Anomaly Types Endpoints: dpoint: | All 0
& Anomalous Login Endpoints:
E5 Anomalous Database Endpoints:
& Anomalous Outbound Access Endpaints:

e All Anomaly Types

All anomaly types include Anomalous Login, Anomalous Database, Anomalous
Outbound Access, Anomalous Outbound Data, Anomalous Access, and
Anomalous

Traffic.

All Anomaly Types

& Anomalous Login endpoints: () BILLOOO? (192.168.1

& Anomalous Database

@ Anomalous Outbound Access

(@ Anomalous Outbound Data endpoints: ( 0)

ata by learning and monitoring externa
G

C@ Anomalous Access Endpoints: { 0 )

Administrators can click specific Anomaly behaviors to view detailed Anomalies,

Models, and UEBA.
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4 ack O Refresh

BILLOOO1 (192.168.19.38) Behaviors

4.}

Models UEBA

Ancmalous Traffic
erally Accessed

nbound Access

2020-11-01 00:00:00 - 2020-11-30 23:59:59

Models Anomaly Types

Issue Description

Baselina: 96¢

Actual Value: 122862

MB, Actual Value: 1.32G8

ine: 681, Actual Value: 722¢

113.15MB. Actual Value; 1.19GB

ine: 21157. Actual Value: 173598

3.7.5 Unauthorized Access

Unauthorized access mainly refers to the access behavior that matches the STA's
illegal access policy blacklist or whitelist or the behavior that violates the application
control policy in the next-generation firewall. When a host is frequently accessed in
violation, the host may be controlled by a hacker or a violation by an intranet user.
The Cyber Command platform displays the overall situation of illegal access for
administrators on the Detection > Anomalies > Unauthorized Access page and

guides specific analysis and corresponding handling.

Overall Display

Under the Detection > Anomalies > Unauthorized Access page, administrators can

summarize the following overall data:
e Lateral Threat: Shows out all Lateral Threat
e Outbound Threat: Show out all outbound threat

In addition, you can view statistics of a specific time frame by selecting Last 7 days,

Last 30 days, Today, or Last 24 hours.
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T Filter | Last 30 days ~

Last 24 hours
Last 7 davs

Last 30 days

Today

& Eport O Refresh W Fiter | Last30days -

(8% Total Risky Endpaints 7 Risky Servers: 1 . Mast Unauthorized Access Policies: None

Impacts and Recommendations Unauthorized Access

matches blacklist rul

n NGAF. If there

Expand 20220323 20220228 20220402 20220407 20220112 20220417

The administrator can click the Export button in the top left corner of the page to

export the data in the Excel format.

Detailed Analysis

Administrators can view unauthorized Source and Destination by category on the

Unauthorized Access page.

Sources

Administrators can view the Src IP, Src Type, Groups, Destinations, Dst Type, Top 3

Policy Breaches, and Logs, as shown in the following figure.

All © Serverto Server (0) | | HosttoServer (0) | | HosttoHost(0) | | Serverto Host (0 Ciical Servers Only

No.  SrclP Src Type Asset Group Destinations  Dst Type Top 3 Policy Breaches Logs

You can filter by All, Server to Server, Host to Host, Host to Server, or Server to
Host. You can also directly search for the IP address/asset organization through the
search box on the right side and check the Critical Servers Only checkbox. The list

will display the details of the critical server only.
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Destinations
Server to Se verta Host (1 Critical Servers Only
st Dst Logs
Host 2a.
2 Sarver 42
3 Serv 4
Server 4
Serv
6 Server a2
Customer A (1.1.17) Hest Customer A Server tonei2, a2

LLINOTE

The illegal access policy needs to be configured on the STA in advance. For the configuration

method, see the STA security policy configuration section.

Administrators can click the specific IP/internal target number to jump to the

corresponding GoldenEye Details page for further details, as shown in the following

GoldenEye Details
RORAE-] kK
A B )
R Lret: M\ Compramised Risk Detels
e Sar
ity Event AccessProfle  EnlryPoini  Traceback

Dincsee:

6

s Host

- %m[ Server (1.1.1.1.

o

Customer A (1.1.16

+

The administrator can click the specific policy breaches to jump to the
corresponding Detection > Logs to automatically filter the corresponding logs, as

shown below.
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Logs

e T x T o T e Y App Name ¥ 53 Source ¥ ¥
1114 1 : ens . SR Ao
RN : - s . . SaT183050 Al
14 ! - " E st
114 1 : ens - st
111 n San 1m0 Al
14 : - Nors - st Ao
IR N smaniRzm A
I : ; _— - : stz 1683050
14 : . Nens : STAOT1GR30SD Al
IR : - None . sam 1m0 Ao
111 1 - Wi - STAT2AGRA0 Al
14 N
IR n
111 N
ses e IR N

o amostsmass Tamc e IR : - s - smam s Al

.,f ST Tt 1111 1 111 ! - " s ST Al

i I— 1 ! RN : . wore - sTam sz Aoy
e : - None - STAT2AGRA0 Ao

ozn:z—a_ws 7343 Teathic [ERE 1

Destinations

On the Destinations page, administrators can view the Src IP, Src Type, Groups,
Destinations, Dst Type, Top 3 Risky Access Types, and Logs, as shown in the

following figure.

Sources Destinations
ErEl o Host (8) Critical Servers Only
No. DstIP Dst Type Groups Sources  Top 3 Risky Access Types Logs

You can filter by All, Server, and Host, and support searching and filtering by
IP/asset organization; if you check the Critical Servers Only checkbox, the list only

displays the data details of critical servers.

Sources Destinations
Server (0) Host (0) Critical Servers Only

No.  DstIP Dst Type Groups Sources  Top 3 Policy Breaches Logs

The administrator can click the specific Top 3 Risky Access Types and jump to the
corresponding Detection > Logs to automatically filter the corresponding logs, as

shown in the figure below.
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3.7.6 Lateral Access

Lateral attacks mainly refer to attacks by internal endpoints on other internal
endpoints. Hackers may control the endpoint to become a springboard to control
more other endpoints on the intranet or malicious acts by intranet users, which
significantly impact the customer's intranet security. On the Lateral Access page,
the Cyber Command platform displays the overall situation of Lateral attacks for

administrators and guides specific analysis and corresponding solutions.

Overall Display

Under the Lateral Access page, the administrator can overview the following overall
data:

e The number of Risky Endpoints and Risky Servers.

o Risky Access: Record the number of insider attacks that occur every day

over some time.

o Impacts and Recommendations: Includes hazard description and safety

recommendations. Click Expand to view the complete recommendations.

You can view the statistics of a specific time range by selecting Last 7 days, Last 30
days, Today, and Last 24 hours. At the same time, you can click Filter to customize

the Period and Application, as shown in the following figure.
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Lateral Access

& Egort O Refresh Y Fiter | Last30days ~

(&Y Total Risty Endpoints: 7 | Risky servers: 1
Impacts and Recommendations Top 5 Risky Accass Typas.

Remote Deskiop 5py [, /&

20220323 20220328 202204902 20220407 20220412 20220937

The administrator can click Export to export the data into an excel sheet.

Detailed Analysis

Under the Lateral Access tab, the administrator can see the Source and

Destination columns.

Source

On the Sources page, administrators can view the Src IP, Src Type, Groups,

Destinations, Dst Type, Top 3 Policy Breaches, and Logs, as shown in the following

figure.
Cuitapse A
Sources Destinations
ServertoServer () Hostto Server (0)  HosttoHost(8) ~ Server to Host (0) Critical Servers Only 1P address, Groups
No.  SrclP Src Type Groups Destinations Dst Type Top 3 Risky Access Types Logs

You can filter through All, Server to Server, Host to Server, Host to Host, Server

to Host, or directly search the IP address/Asset Group through the search box.
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Administrators can click the specific Source IP/number of Destinations to jump to the
corresponding GoldenEye Details page to further display detailed information, as

shown in the following figure.

Goldentye Details

oo

M
The administrator can click the specific Top 3 Risky Access Types, jump to the

corresponding Detection > Logs page and automatically filter the corresponding

logs, as shown in the following figure.
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n 0 g E3h ¢ ot ¥ osie Y Y pe ¥ iption T AepType T Name ¥ = T Adion ¥
1 20020815 174153 Testic Lt 1 1113 1 NetLook2 STAUT21E83050)  Alow
T 20020015 174153  Tratic a1 1 1113 1 NetLook2 Ao
P amzosisvAIS: Tt [RRE} 1 1118 NetLook2 Al
4 2020815174153 Trefic LRRE} 1 111 NetLook2 Al
222DAS 174153 Traffc ERER} 1 111 Netlook2 Alon
6 20200151TAISS  Teefic RRE} 1 141 NetLook2 Al
T M220MAS1TALSS  Tefic RRR 1 111 1 NetLook2 STANT2 183080 Allow
8 2020815174153 Trefic ERRE} 1 1116 Netesk2 STA721683050)  Allew
9 2020815174153 Trefic 1411 1 1112 NetLook2 553050 Alow
10 2002015174153 Traffc EXE} 1 114 1 NetLook2 STAO721683050  Allow

Destinations

On the Destinations page, administrators can view the victim IP/type (server/host),
asset organization, number of internal attackers, TOP3 attack types, and log number

information, as shown in the following figure.

Sources Destinations
Al (8) Server (0) Host (8) Critical Servers Only 1P
No.  DstiP Dst Type Groups Sources  Top 3 Risky Access Types Logs

Internal victims can filter by All, Servers, and Hosts, and check the Critical Server
Only checkbox to display the details of core servers in the list. At the same time, IP

address or Asset Group search is supported.

Hast (6]
Dst Sou Logs
Ser
Host
Host ustomer A
Hest Customer A
Hest Customer A
Hest Customer A
7 Host Customer A

Administrators can click the specific IP/number of sources to jump to the GoldenEye
Details page to further display detailed information, as shown in the following

figure.
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GoldenEye Details

1p/Domain/URLPart

RAREY -]

A B

Trpe: Sarvr

Acgess  AsselDetalls  SecuityEvents  SecurtyAlers  Trafic  AccessProfle  EntryPoinl  Traceback

Serven Hosts

I+

The administrator can click the specific Top 3 Risky Access Types and jump to the
Detection > Logs to automatically filter the corresponding logs, as shown in the

following figure.

Logs

Refrech Interval: Disabled ™

= Direction

Port T bxip ¥ DstPort ¥ ) ¢ Name ¥ n ¥

1 1142 NetLook2 Al

1 1113 NetLook2 Allow

1 1115 NetLook2 STANTZIEEI050  Allew

1 1115 1 Netlook2 STANT21683050)  Allow

1 1115 NetLook2 Alloy
6 1 1217 1 NetLook2 STA(721683050)  Allow
7 1 1113 1 NetLook2 STANT21883050)  Allow
8 20220415 TRAIEE Traffic 111 1 1118 1 NetLookz STAN721883050)  Allow
5 220015 1RAER Traffic 111 1 11z NetLookz STA(1721883050)  Allow
0 2022081517153 Traic 1111 1 1112 NetLook2 STA(1721883050)  Allow

3.7.7 Outbound Server Access

Overall Display

Under the Detection > Abnomalies > Outbound Server Access page,
administrators can visually view the external connection from the server's

perspective and pay timely attention to the access connections of businesses that do
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not need access to foreign countries. At the same time, the administrator can specify

the server, region, and period. The overall display information mainly includes:

e Application Traffic: By default, the trend displays the top 5 application
traffic of the server. The administrator can switch to the application traffic

in the upper right corner of the corresponding page.

e Protocol (port) Traffic: The trend displays the server's top 5 protocol port
traffic by default. Administrators can switch to the protocol traffic in the

upper right corner of the corresponding page.

LNnoTE

Specify the server scope to include all servers, core servers, upstream traffic greater than

downstream, and overnight connections (can be customized by clicking the settings button

on the right) categories for further filtering by the administrator.

The TOP 5 application and protocol trends are shown in the figure below.

- + Protocol (port) Traffic Top 5 Protocol

Detailed Analysis

Administrators can view specific server connection details from a Regions or

Servers perspective.

Regions

From a regional perspective, it mainly includes Region, Src IPs, Bidirectional Bytes,
Outbound/Inbound Bytes, Top 10 Apps, Top 10 Protocols (port), and Last
Access. Administrators can search for keywords through the search bar or click

Export upper left corner to export.
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& Export

z 145ME . 49414KB8(33.33%) 2022-04-15 17:41:53

988.28KR(E5.ET) -

2 e 2 32344KE  107.81KB(33.33%) ommmm 215.62K8(6.67%) 2022-04-15 17:41:53

EH 2 28I01KE  S43AKR(3333%) commmn 1BBETKE(EEETH) - (1415 2022.04-15 17:4152
4 2: 25E0SKE B5.35KR(3333%) commme 170 7OKE(EE 673 2022.04-15 17:4152
5 Whireiang E: 24258KE  B0.36KB(33.33%) < = 161.72KB(66.67%) TCPR 2022-04-15 174153
6 B8 Unitsd Stz 2 22910KE  TEITKE(3333%) cmmmm 1S27IBEEETH) SO, E),- (2695K  TCP (1, 229.90KE! 2022-04-15 174152

B Crins 2 21562KE  71.88KB(33.33%) <o 143.75KR(65.67%) TCP (1, 215.62K8) 2022-04-15 174153
a8 Argentin 2 20215KB  E7.38KB(33.33%) e 134.77KB(66.67%) TCP {1, 202.15KE; 2022-04-15 174153

When you click a specific Region, Top 10 Apps, or Top 10 Protocols (port), it will
jump to the page corresponding to the region to display information such as Top 5
applications Types, Top 5 Ports, and Outbound AccessServerList, as shown in the

following figure.

Outbound Server Access

Bk C Refresh

0N Singapore | Lacr30days | Server accessad Singapors, with 404 14KB cutbound traf e, and the Iast access fime was 200704.15 17:41
Top 5 Application Types Top § Parts
Application types with largest traffic from Server to Singapore Ports with largest traffic from Server to Singapare

T 14SME

® 25 1.45MB

Total Parts

Server

From the server's perspective, it mainly includes information such as Server, Top 5
Dst Regions, Bidirectional Bytes, Outbound/Inbound Bytes, Top 10 Apps, Top 10
Protocols (port), and Last Access. Administrators can search for keywords through
the search bar. You may also click the Export in the upper left corner for batch

export operations, as shown in the figure below.

Regions

& Export

No. Top 5 Dst Regions Bidirectior

Outbound/inbound Eytes

285ME 1005 47KE(33.33%) mm— w1 S6MBIEE.ATE) 2022-04-03 03:0032

837.89KE  279.30KB(32.33%) cmmmmmm = 558.59KBI6E.6T5%) 2022-04-15 174153

When you click the specific Server, Top 10 Apps, or Top 10 Protocols (port), you will
be redirected to the GoldenEye Details page for further details.
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GoldenEye Details

DaType: Al - DmPor A -

&

3.7.8 Telemetry Hub

A

Telemetry Hub will take effect relying on the valid license as well as larger than 96GB size

memory to Cyber Command.

| Function Module Licenses

Data Ingestion License Licensed

Enable the connection of Sangtor and third-party

Sensor Devices: 5

I Telemetry Collectors: 10 I
Expiration Date: 2024-03-12

In addition, if the current Cyber Command 3.0.81 version is upgraded from a lower version

and oriented to Telemetry Hub, you have to update the license as well.

Telemetry Hub mainly focuses on collecting third-party vendor's logs to Cyber
Command to centralized management and certain types of logs even can be further

analyzed and aggregated into security alerts in Cyber Command.
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Collectors

Telemetry Hub feature supports current prevail data sending methods, including
Database, FTP, Kafka, SNMP, SNMP Trap, Syslog, webservice, winlogbeat, and
WMI. You can select the corresponding method, and among these methods, syslog

type is the most frequently used.

1. Go to Detection > Telemetry Hub > Collector page, and click New to add
a new data source. When the type is syslog, you need to pull down Parsing
Rules and search for what exactly you need. Since there are a large
number of rules which has been imported in Cyber Command, you can

search for a precise rule by matching keywords. In this example, search for

"Fortinet's FW", as shown in the following figure.

e SrcIP: Fill in the source vendor IP;

e Encoding: Confirm with third-party vendor encoding types.

*SrcIP:

*Encoding: UTF-8 -
e UTF-32
UTF-328E
T UTF-32LE
UTF-7
UTF-8-HFS
UTF-8-MAC
UTF8-DoCoMo

UTF8-KDDI
L L—

e TLS: Usually there is no need for TLS, while it depends on customer's
requirement, if it transmits with TLS, need to be generated and installed

on the collector.
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Tags:
TLS: Enable

Client Certificate (installed on the collector): Download Certificate
Remarks:

2. Configure syslog sending in third-party vendor side, for example below is

Fortigate.

FortiGate VM64-KVM  FortiGate VM64-KVM

@ Dashboard >
34 Security Fabric >
+ Network >
& System >
& Policy & Objects >
& Security Profiles >
L VPN >
& User & Authentication >
Ll Log & Report ~

Forward Traffic

Local Traffic

Sniffer Traffic

Events

AntiVirus

Web Filter

SSL

DNS Query

File Filter

Applicatien Control

Intrusion Prevention

Anomaly
Log Settings b
Threat Weight

3. When the

Log Settings

Local Log
Memory €@

Remote Logging and Archiving
Send logs to FortiAnalyzer/FortiManager @ Enabled J{xEpIEEGIN]

Send logs to syslog @©
1P Address/FQDN | || [ ]

@ Cloud Logging Settings

UUIDs in Traffic Log @
Policy @
Address (B

Log Settings

Event Logging Customize

Local TrafficLog  All

(] Log Allowed Traffic

Log Denied Unicast Traffic
Log Local Out Traffic

[ Log Denied Broadcast Traffic

GUI Preferences

Resolve Hostnames @ ©
Resalve Unknown Applications @ @

data source is configured correctly, you can select a specific

collector and search the logs it sends, which will be redirected to the Logs

page.

" g Source Acceptancl

© vew

No. CollectorName CollectorlP  LogFormat  ParsingRule  License Stat.. Today's SyncedLogs © Total Synced Logs Last Synced Status Rem Operation
1 o 6 17216860 syshg Other o8 o 20231213 162832
Logs
& e & cod B Open boritor e [ Cisabled +
pe— -
Search

an +
Total Entries (0 in Towl)

e ¥ T T T ] T L g T T T b §
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Log Severity

Specific logs that are received and parsed correctly are displayed on the Log

Severity page. Logs with different severity levels are displayed.

Log Severity
€ Retest ctor Ty v
Mo Collctor Narne P Addews = [ hich e e o« tol e |

Alert Rule

An alert rule is mainly oriented to correlate third-party logs into security alerts. In the

Alert Rule module, there are many built-in alert rules already as follows.

Alert Rules
B ViewAlents & Refresh

Type © New

1 No Yes 20210331 145526 v
o No Yes 2021-03-31 145526 v
= 2 Ne Yo 2021-03-31 145526 v
a Ne ves 2021-03-29 09:5519 ¢
a 5 Ne o
aton 17 No v
5 L Yer v
Z 1] No Yes 2021-03-28 09:55:19 v
SSLVPN user account focked De No Ve 2021-03-29 09:55:19 v
Dot 10 SSLVPN ad wnt logged in during u..  Destination 1P No v
Sech 1 Brute-force stiack on common SSL VPN user accou. No Ve v
ulnerabilty and Exploit 23 3
PRoaR o e 12 Attack exploiting DedeCMS vulnerabilties Destination » No Yes 2021.03-29 09:55:19 v
Hacking Tools 18 - : =
13 Attack exploiting Strut Destination » Ne ves 2021-03-29 09:55:19 v
Database Attack Exploit 0
14 phpStudy backdo Ne Yes 2021-03-29 09:55:19 v
5 Attack exploiting Joom Destination IP Ne Yes 2021-03-29 09:55:19 v
18
16 Attack exploiting ECShop vulnerabilities Destination 1P Ne Yes 2021-03-29 09:5519 v Edit

Click View Alerts, and the Security Alerts page appears

Alert Rules

B View Mot 3 ek

He v
e v
v
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Security Alerts

Threat Class Disglay Criteal Classes Only Crltical Assets Threat Rankings

Overview

The Overview page can provide general dashboard about Telemetry Hub module,

you can click Details or View More for further data.

Overview

* o
.. l:z;‘

3.8 Assets

The asset center includes Assets and Weaknesses. In Assets, you can discover and
define LAN's endpoint, server, and asset group. You can find vulnerabilities, weak
passwords, unencrypted web traffic, and improper configuration of assets in

Weakness.

3.8.1 Assets

In Assets, you can discover and define LAN's endpoint, server, and business system.

Branches also can be configured in a multi-branch scenario.
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Overview

A panel to display all assets, as shown below:

C Refresh ol Last 7 days.
0 34 t 0 5 * 5 + 29 tn

Assets

The Business Systems/Server displays automatically identified servers or manually
added servers or asset groups. A server can be automatically discovered, whereas

Asset Group shall be manually added.

Click the plus (+) icon to add an asset group manually.

Assets

Type Al Al A Al
otocol Al Al Al i
e
& Prodh
No. DetectedBy 1P Address Hostname (@ MAC Address @ 05 @ OSDetals  Type Service (Port) @ Owner ®  Endpoint Secure Tags Last Online
& Testing
1 B 19220020... - . y Host . i O Notinstalled - 2023-02-16 15:49:24
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Add Asset Group X
[ ]
Basics
* Group Name: Required
Parent Group: Select -
Tags: Select -
Asset

Asset Discovery (D:

© Group by IP Range | Group by Device Src () Group by Source Device or IP Range

Type: Auto-discovered -
IP Range: IP ranges or subnets
It can overlap with private |P ranges. The specified subnet is @
prioritized.

e Group Name: Add a group name information of the asset.

e Parent Group: Select a Parent Group.

e Tags: Tags are divided into Business System, Branch, Security Domains,

IP Groups, and Headquarter.

e Type: Refer to the type of asset. It is mainly divided into Auto-discovered,

Server, and Host.

o IP Range: It can overlap with private IP ranges. The specified subnet is

prioritized.

You can manually Import and Export the asset information.

IOMT Asset Identification
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Cyber Command provides the Internet of Medical Things (IOMT) asset identification
feature that can precisely identify IOMT assets. This facilitates tracing, management,
and maintenance of IOMT assets.

The following content describes how to use this feature.

1. If the IOMT asset identification feature is disabled, IOMT assets cannot be
identified and are marked as hosts and servers, as shown in the following

figure.

2. Enable loT Security License. To do this, log in to the Cyber Command
console, move the pointer over the user avatar, and select System. Then,
go to System > System > Licensing, and make sure that loT Security

License is in the Licensed state, as shown in the following figure.

%
p

be

3. Enable IoMT in the Stealth Threat Analytics (STA) console of v3.0.63 or later.
To do this, log in to the STA console, go to System > Log Sync Destination,

and select loMT, as shown in the following figure.
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@ Stealth Threat Analytics V>0 User; admin
Log Syne Destinat
EEnabls
e asmngs
ons G
Emarl Sattings
sMe Sektings
40 domain 3
Web Login (1 Settings
PG sstings
Tewer
1KMP @
Sume G
sl
Protocol audlt ssu
s
o G
nes
socks 3
TP Flow
websocket
wetrml (1
IoMT () 4=
nE
Datatasa () Settings

DHCP Audit Logs
NetBIOS NBNS Audlt Logs

asusncas

Hips://10.222.121.12/hamemork phpk )

4. In the Cyber Command console, go to Assets > Assets > Asset
Management > Assets to view that the IoMT asset can be precisely
identified. In this example, the IoMT asset is precisely identified as

Inspection Terminal in the Type column, as shown in the following figure.

| arous +a “

Usage Notes

e Make sure that loMT is enabled on the Log Sync Destination page in the
STA console of v3.0.63 or later.

e Make sure that loT Security License is in the Licensed state in the Cyber

Command console.

Staff

Go to Assets > Assets > Settings > Owners, and you can view the staff information

such as Name, Gender, Mobile Number, Email, and Job Title.

Select Department Edit Staff
Saff + Add Staff
Other
Na. Name Sex Mobile Number Email Position Operation
& Marketing
& Production 1 il Male 6012338868 bill test@sangfor.com R&D Edit  Delete

2t Administration
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Advanced

The following are the basic settings of some Assets, as shown below:

Assels Advanced

oo iew
od Overview | Endpoint Discovery and Approval

D Assets
a Auto Discover Assets (@

@ Settings W

O Excluded Gateway MAC Address (9 Not Configured £

IomnEEndpofnts
Detection: Enable O Disable
Update Time (@ © Every early morning Update Now
| Inactive Endpoints
Asset Inactive: After | 30 Consecutive Days Offline
Custom Trigger: Not Configured &
| Default Asset Name G
Server Asset Name: HostnamesOwner=Asset Group &
Host Asset Name: Username=Owner=Asset Group>Hostname &
| Other
Panel Name: Asset Group

e Asset Discovery and Approval: Cyber Command can auto-discover assets.
If you tick Auto Discover Assets, adding asset information requires

administrator approval.

e Excluded Gateway MAC Address: Exclude the useless MAC address to

avoid interruption.

o Offline Endpoints: Assets without traffic for a certain period will be

automatically offline.

e Update Time: Cyber Command will update asset information at a specific
time. If you choose Update Now may cause performance issues. Updating

Every early morning is recommended.

¢ Inactive Endpoints: Assets will become inactive after being offline for a

certain period.

o Default Asset Name: When an asset name is added to the platform, if no
asset name is configured, the default asset name will be displayed based

on the priority in Server Asset Name and Host Asset Name.
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Third-Party Data Sources

Third-Party Data Sources support to sync the Domain user and display the domain

username inside the Security Incident and Security Alert.

Go to Assets > Assets > Settings > Third-Party Data Sources and click the Add
Device in the upper-right corner to add the domain controller.

Third-Party Data Sources

Active Directory { Dwices1 | Assets 1317 — A Do

Add Domain Controller X

*|P Address:

* Protocol:

Domain
Account:

Password:

Event ID: 4624 @

Test Conneclivity

Remarks:

Save and Add “ Cancel

e IP address: IP address of the AD domain

e Protocol: WMl is the default protocol.

e Domain Account: Administrator of AD domain account.
e Password: Password of AD domain account.

e Event ID: Separate multiple event IDs with a comma. Event ID 4624 is

specified by default.
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¢ Remark: Remark of the AD Domain.

3.8.2 Weaknesses

The server weakness refers to the server vulnerability in the server. Since all threats
could cause harm to the server by attacking certain vulnerabilities of the server, the
identification and processing of server weaknesses are essential to prevent the

threats effectively.

Overview

You can filter the time by Last 30 days, Last 7 days, or Last 24 hours.

B mport Report  C' Ref
Server Distribution by Weakness Severity Hot Exploits

a urred
Weaknesses

e Weakness Level: Display the weakness level as High, Medium, and Low.

Click  to view the definition and description, as shown below:
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Wezkness Level X

Weakness Level  Description

High severity threat is detected.

Medium severity threat is detected.

Low Low severity threat is detected.

3in all - Per Page | 10 ~

Server Distribution by Weakness Severity Hot Exploits

wwwwwwwww fty Types

e Hot Exploits: Refer to common vulnerabilities in which the vulnerabilities

in red exist in the network.

e Vulnerability Types: Count and display the types and quantity of

discovered vulnerability types.

e Vulnerability Trend: Display the trend of the total number of discovered

vulnerabilities and the number of high-severity vulnerabilities in a timeline.

Select the type of weaknesses from the Type drop-down list, including Exploit,
Improper Configuration, Weak Password, Unencrypted Web Traffic, and

Unavailability.

Weaknesses

Operation

o Last Detected: Refer to the time the weakness in the business system was

last detected.

Click the Server to view the weakness details situations of this IP address in the last

30 days, last 7 days, or last 24 hours.
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Overview

- Back C Retrest

Internal [P Range (172.16.197.140) Weakness Summary

Describe the severity of wvulnerability in the host, and provide security

recommendations and descriptions.

The weakness details are divided into five types: Exploit, Improper Configuration,

Weak Password, Unencrypted Web Traffic, and Unavailability.

Weaknesses

1 SQLinjection Risk Detected on Wanhu £2 Offce Mail Server (1111) 80 g [ hich ) sta 2022.04-28 03:00:15

o Name: Refer to the name and CVE information of the vulnerability.

e Server: Refer to the IP address information of the server.

e Port: Refer to the port with the vulnerability.

e Tags: Refer to tag information of the vulnerability.

e Severity: Refer to the severity of the vulnerability.

o Last Detected: Refer to the time when this vulnerability was discovered.

e Status: Refer to whether the vulnerability is fixed, and this status shall be

manually marked.

Click the plus (+) icon on the left side of the vulnerability to unfold the detailed
description of this vulnerability, including Risk Description, Risky Server,

Recommendations, Details, and Vulnerability Proof.

Version 01 (May 30, 2024) 112



Sangfor Cyber Command V3.0.92 User Manual

Click the plus (+) icon on the left side of the vulnerability to unfold the detailed

description of this vulnerability, including Risk Description, Server, Solution,

Details, and Vulnerability Proof.

D 2 Discovery of PowerShell Script With .. [ High

Internal IP Rang... 12345

Risk Description

Powershell is a very powerful tool in the Wir

Risky Server
Internal IP Range (172.16.197.140)

Recommendations

Details

SANGFOR STA

2023-01-20 03:13:37

Click Weak Password to view Risk Description, Server, Solution, Details, and

Weak Password Account.

‘Weakness Detail
FTP weak password(l) (@EETID unfied

ntains letters of digits only can be cracked easily.

iended to change the password to a combination of two of more of letters, numbers, and special characters that are longer than & digits

Application e
Port @

Rule D 0010001

Severity High

Last Detected 220-02-12 141718

Batch Operation Show password

Weak Password

Show password

No. Username Password URL Last Login IP
1 test  eeEkkes () http://200.200.0.3/lagin.a. 192.168.1.6
2 system 0 s @ '200.200.0.3/login. 192.168.1.9
3 adminadm e [ http://200.200.0.3/login.a. 192.168.18
4 administrator ~ eead @ http://200.200.0.3/logina... 192.168.1.12
5 Guest  wewsesses @ http://200.200.0.3/login.a.. 192.168.1.10
6 tina wRERRSAA G http://200.200.0.3/login.a. 192.168.1.11
7 fester 0000 ARG @ http://200.200.0.3/login.a... 192.168.1.7

last detected, status and operation.

Login Status

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Last Detected

2020-03-29 19:25:16

2020-03-29 16:09:26

2020-03-29 12:43:58

2020-03-29 10:59:51

2020-03-29 09:13:58

2020-03-29 07:26:57

2020-03-29 05:50:13

Status

n Entries PerPage 10~ e

Click Web Unencrypted web traffic to view URL, Confidence, Data Packet proof,
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Weaknesses Unencrypted Web Traffic

B8 Overview 2 Export

C Refresh

1 Vulnerabilities

£ Weak Password

[@ Unencrypted Web Traffic

A Improper Configuration

Asset Group Servers

2 Production-Server (..o . . Production-Server 1

3 Production-Server (197 77 e Production-Server n

o

Vulnerabilities

Last Detected

2023-03-141356:20

2023-03-1413556:30

2023-03-10 1024:48

2023-03-00 23.47:56.

Administrators can view vulnerabilities by Severity, TOP5 Vulnerable Groups, and

vulnerability detection list from the vulnerability perspective. At the same time, you

can search the vulnerability by Vulnerability name or CVE through the search bar.

The administrator can specify the time range (Last 24 hours, Last 7 days, Last 30

days, or Custom). At the same time, further filter by keywords such as Confidence,

Severity, Status, etc., as shown below.

Vuinerability
C Refresh Last 7 days
Al % Al x State “ Fixed bending
Vulnerabilities by Severity Top § Vulnerable Groups Search Vulnerability
&
ST 3 3 2 1 0
19 Medium: 5
Total Low: 5
Total 6 Total 4 Total 6 Total 2 Total 1
Server Group2 HQ Office: Server Groups Server Group3 Server Groupd
Vulnerabilities
#* Exp P
No. Risk Confidence Severity Server Port Detected By Last Detected Status Operation
1 F Low [ High ] 20020007 80 STA 2020-11-24 20:07:03
G Ar L [ High 2002000.1 80 STA 2020-11-24 20:07:03
3 t [ High 20020008 80 STA 2020-11-24 20:07:03
4 Low [ High ] 20020009 &0 STA 2020-11-24 20:07:03
Low [ High ] 200200012 80 STA 2020-11-24 19:40:46 e
6 penssH [ High ] 200.2000.24 80 STA 2020-11-24 19:40:46

e Vulnerabilities by Severity: statistically display the distribution of High,

Medium, and Low-risk vulnerabilities found.

e TOP5 Vulnerable Groups: Show the TOP5 groups with the most

vulnerabilities, and emphasize the number of high-risk vulnerabilities;

Search Vulnerability: The administrator can enter the vulnerability

Version 01 (May 30, 2024) 114



Sangfor Cyber Command V3.0.92 User Manual

name/CVE to query the vulnerability detection results;

¢ Vulnerabilities: You can filter by IP, Name, or CVE ID. The administrator can
click the specific risk name to view the vulnerability details. At the same
time, the vulnerability can be marked in the Operation column, as shown

in the figure below.

Weak Password

A weak password refers to a low-strength password. For example, it is a simple
combination of numerals, the same as the account, or in a short length. A weak
password can be easily cracked and used by hackers. Therefore, legitimate accounts

and passwords can be used for login control and have higher confidentiality.

Filter the weak password by selecting the period, Criticality, Account Type, and
Login Status.

Weak Password
Last 7 days &
Asset Group Servers
Show password
Allisset deoup No. Server Asset Group Weak Accounts 0p 3 Weak Password Types Last Detected Status
& Customer A
1 Mail Server (11.1.1) Customer A 25 FTP(4) IMAP(4) WEB() 2022-04-28 030036
No. Usem d Type LoginStatus  Last Login ation
1 admin wes Successful 2022-04-26 030036 ®
2 admint wee Successful 2022-04-28 030036 ®
3 ¢ wes Successful 2022-04-26 0300:36 of ®
4 abade  reeee ® 3:808..  WEB Successful 2022-04-26 030036 i Proof ®
H: : > > e o
Weakness Awareness <« Weak Password

¥ Weak Password Options & EBxport € Refresh

BB Overview

[@ Web Cleartext Transfer

[@ Wrong Configuration

Business Systems | Key onesonly ~ Servers

Admi wd  Alltypes = All branches
Nane(l No. S ranch Accounts with Weak Top 3 Weak Pa Stan
1 200.200.0. Server Group1 4 IMAP weak pass. 2020-03-28 17:05:04
No.  Username Password Possible L Possible F URL Type Tags  LoginSta- LastLogin Status Operation
dmin. TELNE.  Llogin. 2020-03-28 ...
2 admin teccid e SMTP i 0g in.
........ i,
4 admin s - e IMAP ... dmir Log in. 2020-03-28 ...

Click Export to export the weak password logs as a compressed package. Enter the
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Admin account and password to proceed.

Export Weak Fassword Logs i

Are you sure you want to export weak
password logs?

Provide the passwaord of current adriin
before exporting logs.

Unzip passwerd is required after weak
password logs are exported.

= Admmin Password !
P asswiord:
Unzip sangfer
P asswiord:
QK Cancel

Export to obtain the compressed package with the unzipped password, i.e., sangfor.

Weak Password Logs

=0

[accounts [Possibie Passvorlunt astLoginte__|Tape Lost Deteoted s
T CLUT [l 5220125 03005 [Pendin
i RCHARET s s
m [amnass 0121 00 o e
amin i D et e
Simac R s Vs
o TENET
s TEET
o TEmET
s S
ELnvy e
LT
st Foes
e Foes
GEGL o
oo Foes
ELn i
et e
Bt Fie
1 G
L [
s [Ea
i et [
o T o 3 == 20220128 300% _[Pendna

To view a successfully logged-in account, check Successful logins.

To view the password on the platform, check Show password, and a dialog box

shown in the following figure appears.

Credential Required

Yiewing password needs to provide admin
passweord.

Fassword

84 Cancel

Enter the Admin password to view the account password.
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a
3

Login Status Last Login

a
8

Successul 2022-04-28 030036

a
8

Successful 2022-04-28 030036

a

Successful 2022-04-28 030036 Pending

Successful 2022-04-28 030036

H:: > reroeo

18
£l
i

e Username: Refer to accounts with a weak password.

o Password: Refer to the weak password of an account.

o Base64 Decoded: Refer to the password in Base64-decoded.
e Accounts: Refer to the password'’s account.

o Possible Passwords: Refer to the possibility of the password.

e URL: Refer to the URL with a weak password if the platform is a web

application.
o Type: Refer to types of weak passwords, including WEB, FTP, and LDAP.

e Login Status: Refer to whether the platform is successfully logged in, and

the status includes Succeeded, Failed, and Unknown.
e Last Login: Refer to the last time logging in by using the account.

e Status: Refer to whether the weak password is fixed. If yes, manually mark

the status as Fixed.

e Operation: Click Proof to view the proof.

Unencrypted Web Traffic

Unencrypted web traffic is a data transfer process without encryption. It is easy to

get monitored to cause a data breach.

Filter the unencrypted web traffic by selecting the period, Criticality, or

Confidence.

Version 01 (May 30, 2024) 117



Sangfor Cyber Command V3.0.92 User Manual

Unencrypted Web Traffic

@ Evot | et
N
[——]

20220428 030015

——

9000

Server: Refer to the IP address information of the server with unencrypted

web traffic.
Groups: Refer to the group to which the server belongs.
Unencrypted URLs: Show the number of unencrypted URLs.

Last Detected: Refer to the last occurrence time of unencrypted web
traffic.

Status: Refer to whether the weak password is fixed. If yes, manually mark

the status as Fixed.

Operation: Click View Log to redirect to Detection > Logs, and then the

system automatically filters corresponding logs.

Click Export to export the information as a compressed package.

Cleartext Transfer Log
Filter

Time Range: [2018-09-11 2018-09-17

Deninens Unclassifisd Servar

—

Resalt
No. IE:E:‘{_RL Server Branch IT:;::::‘ Data Packet Proof Last Detected |Statns
S FEQUEST:GET cgi-bin/login. cgiiussr_name=roo |2018-09-17 =

1 ‘egi-bin'login.cgi |200.200.0.1  |Headquarters |- t3 amp:pas Swd=1 HTTP/11Accapt 23:58:11 Unfixed
FEQUEST: -

2 ~1login 20020001 |Headquartsrs |- GET~LloginTuss ini ; 2 oga | |Unfixed
LHTTP/1.1 Accept: D
FEQUEST:

3 shopiverify 200200.0.1  |Headquartses |- GET/shop/verifiTuser=23 5 Unfizsd
HTTP/1.1 Accept: ==
FEQUEST GET 50150917

4 i ndex htm 20020002  |Headquartsrs |- index htmTuse : . 234567 [ goag | [Unfixed
HTTE1lAccept* 21093

e FEQUEST: GET /index htm uss—admindcambD: |2018-09-17 =
e 20020001 ||Hesfduders: |- D355 wd—ddmin HTTP/ TAccaDit: +/%4 20:38:15 Unfigel

Improper Configuration

Arisky port is when the service has opened to the Internet for remote login or

remote file transfer. If a weak password exists for the service corresponding to the

open port, it is easy for criminals to blast and log in to control the server directly,

causing data loss or server damage. After the criminals control the server, they can

penetrate other internal network hosts.
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Misconfiguration

# Export  C' Refresh Last 7 days [=5)

all appliance deploy

Groups Servers
All Groups Mo, Server Groups Protocol/Port  Confidence  Inbound Outbiound Top 3 External IPs Last Detected Status Operation
B HaOffice | evinTest., HQOffice  Database/. @ 40 7.43G8 6016044 78(United States..  2020-11-24 22:57:58 i Log:
& Server Group2
2 evin Test HQ Office Remote Lo. [ High JEEGERAIY 963.21MB. 95.215,186.129(Netherlan. 2020-11-24 21:00:01
HQ Office Remote Lo. m 29297KB 292.97KB 13100 (1aly) 2020-11-24 20:119:25
4 10 Officef, HQ Office Remote Lo. m 292.97KB 292.97KB 13111 (haly) 2020-11-24 20:119:25
QOfficel., HQOffice  Networks, @D  woke  29297KB 13111 1aly) 2020-11-24 20:19:25 Pendin ogs
3 HQ offi HQ Office FTR/FTP(20) [ High ]

1.14MB 1.14MB 13100, (Haly) 2020-11-24 201925 ng ne

B - s twerer

e Server: The IP address of the server is at risk of configuration.
e Groups: All groups of the server.

e Protocol/Port: The detected risky port.

e Confidence: The degree of confidence of the risky port.

e Inbound: The amount of detected inbound traffic.

e Outbound: The amount of detected outbound traffic.

e Top 3 External IPs: Internet IP accesses up to 3 risky port IPs.
o Last Detected: The last detected time.

e Status: Fixed, Fixing, Whitelist, or Suspend.

e Operation: Click Logs to view the log.
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3.9 Reports

The reports are divided into Security Risk Reports and Notification. The security
risk reports show LAN's security situations, and notification sends risky hosts or

Security Incidents to the administrator in time.

3.9.1 Security Risk Reports

Report Calendar

Report Calendar will generate reports based on a daily, weekly, and monthly basis.

The weekly report will be generated every Monday for the last week, and the

monthly report will be generated every first day of the month.

Report Calendar

Report Subsc
2023-01-16  Mon
Weekly Report Monthly Report Daily Report Daily Report
20230109 to 20230116 20221201 to0 20221231 20230115 20230114
3 Download # Download # Download # Download
oo I ooty | wieoky | monhy Lt 30 dos
No. Report Name Tpe Generated At Operation
1 Weekly Report20230109t020230116 Weekly 2023-01-16 04:30:29 Download
2 Daily Report20230115 Daily. 2023-01-16 04:30:16. Download
3 DaiyReport20230114 Daily 2023.01-15 0453021 Download
4 DaiyRepon20230113 Daily 2023-01-14.04:3020 Download
5 DaiyRepon20230112 Daily 2023-01-13 0453016 Download
6 DaiyRepor20230111 Daily 2023.01-1204:30:19 Download
7 DaiyRepon20230110 Daily 2023.01-11 043011 Download
Sub ipti

You can subscribe to the daily, weekly, and monthly reports and send them to the
recipient. Tick the Enable Report Subscription, Report Type and select the

Recipient.

S ity Risk R ts =
il i e Report Subscription

[ Report Calendar Enable Report Subscription (0

Report Type: Daily Weekly Monthly
[7 Export

Recipient: R
Subscription
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Export

Manually export Overall Security, Endpoint Security, and Threat Response

Reports.
Export

© Export History

~ Overall Security . Endpoint Security Threat Response

'_ Operator B roinon
pdi

Show entire cybersecurity posture and Show pending endpoints, risks, Show whether, when and how threats
details. impacts and solutions. Support export are processed.

by groups or endpoint.

= X a
4 Export ) | Export |} | Export )

The Overall Security report applies to the administrator, displays overall security
situation statistics and situations in summary, and supports exporting per site

(branch). The format of the report is pdf.

The Endpoint Security report applies to the O&M personnel and displays all risky
hosts and detailed risk situations to be processed. It provides explanations and
solutions for reference and supports exporting per site (branch) and host. The

format of the report is pdf.

The Threat Response report applies to the Admin and operator to show whether,

when, and how the threats proceeded. The format of the report is pdf.
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Click Export on Overall Security, and select the required details, as shown below:

|7 Export Overall Security

Period: Last 7 days “
Groups: All -
|
| Format: 0O .doc
Report Name: © Default Custom
Security Incidents: Top 10 h
*Inbound Threats: High Medium Low
Server Threats: Top 10 M
Host Threats: Top 10 -

e Period: Refer to the time range for statistics of report data.

e Groups: Refer to All, Specified IP Groups, or Specified IP Ranges.
e Format: The format of the report is .doc.

e Report Name: Use Default or Custom.

e Security Incidents: Select Top 5, Top 10, Top 20, Top 50, or all.

Click Export on Endpoint Security and select the required details, as shown below:

Export Endpoint Security
Period: Last 7 days D
Groups: All -
Format: O .pdf

Report Name: () Default Custom

* [tems (D Weakness

e Period: Refer to the time range for statistics of report data.

e Groups: Refer to All, Specified IP Groups, or Specified IP Ranges.
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e Format: The format of the report is pdf.
e Report Name: Use Default or Custom.

e Items: The required content is Latent Threat. The optional contents

include Weakness.

Click Export on Threat Response and select the required details, as shown below:

Export Threat Response

Period: Last 7 days [H]
Groups: All v
Format: 0 .doc

Report Name: ) Default Custom

e Period: Refer to the time range for statistics of report data.
e Groups: Refer to Specificed IP Groups, Specified IP Ranges, and All.
e Format: The format of the report is .doc.

e Report Name: Use Default or Custom.

3.9.2 Notification

The notification module can meet customers who need to subscribe to and regularly
push notifications to enable operation and maintenance personnel to understand

the platform security status better.

New Subscription

Click New to add a new subscription, as shown below:
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Add Policy

*Name
Destinations:  Seiect

“Alert Delivery [ Sand by Email

‘Recipient @ Specified

Template View

Send by SMS Message ()
Security Alerts:

18 Security Events High-severity Inbound Attack
Weakness ice ®

Alerts

You can view the historical notification records on Reports > Notification >

Notifications, as shown below.

C' Refresh

Filter: Period (2020-11-27-2020-11-27) [Policy (All) Filter +

No.  Time Sent * Policy Name S Type Alert Delivery Recipient Trigger

No data available.

3.9.3 Security Incidents Database

Share the threat intelligence database with the professional security organization to
expand security detection and analysis scope and depth. Then adopt specific

prevention measures. Go to More > Toolkit > Security Incident Database.

Security Event Database
@ A database offered by Sangfor Security team, with professional

and detailed introduction to common vulnerabilities, attack
techniques, etc., as well as specialized and practical security
suggestion.

Click Details, and it will redirect to Sangfor Security, as shown below:
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=

' SANGFOR SECURMY Home Security Events Vulnerabilities Threat Intelligence Sangfor Neural-X Security Tools Community English ~ Login
-

‘o) 188404,317
(@) 1884043

@ 114,573,043

ack Types

3.9.4 Data Sharing

Data sharing can realize the opening and sharing of data resources with third-
party platforms through the RESTful API/syslog interface, realizing greater data

value. Go to More > Compliance and Sharing > Data Sharing and click Details.

On Third-Party Platforms, click Add and fill in all the required information.

1 Add third-party platforms to transmit data in specified ways:
+ New Delete C Refresh

No,  Name 1P Address Data Type Operation

© Restful API

3.10 Navigation

On the Navigation page, all functions are clear and can be directly accessed with one

click.
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Overview Risky Assets Logs Security Risk Reports

Manitor s rs Threats

Data Center ents Anomalies

Traffic

3.11 Other Settings

Enter from the login username at the upper right of the interface to finish the basic
configuration of the system and other operations, covering Threat Intelligence,

System, Service Pack, and Exit.

e- admin

[=] Threat Intel ligence

@ System

,2, Service Pack

) Exit

3.11.1 Threat Intelligence

The Threat Intelligence of Sangfor Security Center updates current security events in

real time and provides a detailed analysis process and solutions for the security

events. Address: https://sec.sangfor.com.cn/wiki-safe-events?lang=EN-US
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;' SANGFOR SECURITY Home Security Events Vulnerabilities Threat Intelligence
-

[Alert] Microsoft SMBv3 Remote Code

Execution Vulnerability

Microsoft released a security bulletin of a new SMBv3 Remote Code:
X

Sangfor Neural-X Security Tools Community English = Login

Al Others Ransomware Tool Vulnerability Warning  Threat Analysis

Trend Analysis  Miner  Security Technology ~ Security News

Causing Remote Code Execution

3.11.2 System
Devices

Sensor Devices

Q Follow Us.
® You
Hot Topics

Tongda OA File Upload and Inclusion Vulnerability

Check the situations of accessed devices, as shown below.

Sensor Devices

C Refresh

Total Logs (today}: 0

W et vomme © s eomme i s PO . JSIP -
/A (syn not supported) day's Synced Logs: 0 Today's Synced Logs: 0 Today's Synced Logs: 0
on C Refresh
N e Nam Sync Mode Today's Synced Lags Total Synced Logs  Today'slogs  Last Synced Status Alerts (30days)  Operatio
1 or HCI Hyper Conver. Standard - 2020713165002 @ Norma o -

e Device Name (IP Address): Refer to the accessed device's name (IP

Address).

e Type: The types of accessed devices include STA, NGAF, and Endpoint

Secure.

e |IP Address: Refer to the IP address of the accessed device.

e Version: Shows the version of the device that is integrated.

e License Status: Shows the license status of the device.

Sync Mode: Defines whether the device has access authorization.
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Today's Synced Logs: View the amount of log data uploaded by this

accessed device. The units include B, KB, and MB.

Total Synced Logs: View the total amount of log data uploaded by this

accessed device. The units include B, KB, and MB.

Today's Logs: View the number of logs uploaded by this accessed device.

The unit is pcs.
Last Synced: View the last logs upload time of this accessed device.

Status: Show whether the accessed device is online or offline and display
IAG and SSL VPN statuses with dashes (-).

Alert (30days): Shows the alert of the integrated device.

Operation: Choose the details of the device if supported, if not supported

with come out with dashes (-).

Click New to add the accessed device, as shown below:

New

ype: Internet Access Gateway
" Device Mame: Sangfor IAG
" Device |P:

Version: © Earlier than 12.0.27 12.0.27 or Later

Shared Key:

Remarks:

Advanced

Cyber Command is integrated with other Sangfor devices, such as Internet Access
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Gateway (IAG), Endpoint Secure (ES), SSL VPN, Network Controller, Hyper-

Converged Infrastructure, and SaaS Endpoint Secure.

¢ Internet Access Gateway configuration: A shared password with the

same IAG configuration is needed.

e Endpoint Secure configuration: An authentication account and an

authentication password, the same as the Endpoint Secure.
e SSL VPN: Only access to the device IP address of SSL.

Since STA and NGAF only need to be configured on STA and NGAF pages, they are

not added here.

For more information, refer to the Latest Configuration Guide released knowledge

base: https://knowledgebase.sangfor.com/

Response Apps

On the System > Devices > Response Apps page is mainly the integration response
function, which is mainly to configure the applications and devices that need to be

connected and maintain and manage the devices that need to be integrated.

Cyber Command has built-in some linked applications with the version. To add other
applications, you can import more docking applications through the import
application function. The development of currently connected applications can
submit docking requirements and related interface documents to the vendor. The
package is developed by the vendor and imported into Cyber Command, as shown in

the figure below.

Response Apps

&k Import App C Refresn

| sangfor Devices

¢
&
e
o
A
Y
(0]

B3 (05 0wmasn

@7

Thire-Party Correlate Devices

Click Import APP to import the application package in .zip format. The compressed
package can support multiple applications, and multiple applications that need to be
docked can be imported at once. In addition, the applications updated by
subsequent manufacturers can also be imported after obtaining the compressed

package, as shown in the following figure.
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Browse o

Select an application package file with the file name extension .zip from
a local directory. You can import only one compressed package.

Click the application icon to view the App Details page on the right. After entering
the specific application, you can view the details of the application, including
supported device versions, application updates, supported actions, and adding
resources corresponding to the application. The application needs to add specific
docking device resources to take effect, and the parameters for adding resources to

different applications are different.

You must acquire the Access SN for Third-Party Correlated Application license to

activate the Third-Party Correlate Devices feature.

can add an instance only after you authorize thefi il B eET TR 1N T T Authorize Now lgnore
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Sangfor Cyber Command

For v12.0.27 and later, the standard API interface is already available in this version

and above. The content that needs to be filled in is shown in the figure below.

e Resource: fill in the name of the device that is easy to remember. The

application supports multiple docking devices.
o Description: Describe the specific scope or functional properties.

e Request address: The address of the connected device, which can be an IP

or a domain name, ensures that the network can be communicated.
e Device port: The specific port opened or mapped by the docking device
Sangfor IAG

For versions earlier than v12.0.27, it is using the non-public interface is used. The

content that needs to be filled in is shown in the figure below.

e Resource: fill in the device's name that is easy to remember. The

application supports multiple docking devices.
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Description: Describe the specific scope or functional properties.

Device IP: The address of the connected device, which can be an IP or a

domain name, ensures that the network can be communicated.
Device port: The specific port opened or mapped by the docking device.
Username: Username of IAG

Password: Password of IAG

Sangfor NGAF (v8.0.35 and above)

For Sangfor NGAF v8.0.35 and later, the standard external interface is used. The

configuration that needs to be filled in is shown in the figure below.

Resource: fill in the device's name that is easy to remember. The

application supports multiple docking devices.
Description: Describe the specific scope or functional properties.

Device IP: The address of the connected device, which can be an IP or a

domain name, ensures that the network can be communicated.

Device port: The specific port opened or mapped by the docking device.
The default is port 443.

Username: The username for integration.

Password: Password for Integration.

Sangfor Network Secure (v8.0.8 to v8.0.34)

For Sangfor Network Secure v8.0.8 to v8.0.35 (not included), the old interface is used,

and the configuration that needs to be filled is shown in the figure below.
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“ o

e Resources: fill in the device's name that is easy to remember. The

application supports multiple docking devices.
o Description: Describe the specific scope or functional properties.

e Device IP: The address of the connected device, which can be an IP or a

domain name, ensures that the network can be communicated.

o Device Port: The specific port opened or mapped by the docking device.
The default port is 443.

e Username: The username for integration.

e Password: Password for integration.
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Sangfor Endpoint Secure

For Sangfor Endpoint Secure v3.2.33 and later, the configuration that needs to be

filled in is shown in the figure below.

e Resources: fill in the name of the device that is easy to remember. The

application supports multiple docking devices.
o Description: Describe the specific scope or functional properties.

e Request address: The address of the connected device, which can be an

IP or a domain name, ensures that the network can be communicated.

e Request port number: The docking device's specific port or maps to the

outside world. The default port is 443.
e Account: The username for docking. Activate it on the HCI platform.

e Password: Password for docking.
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Sangfor Network Controller

e Resources: fill in the device's name that is easy to remember. The

application supports multiple docking devices.
o Description: Describe the specific scope or functional properties.

e Device IP: The address of the connected device, which can be an IP or a

domain name, ensures that the network can be communicated.

e Device Port: The specific port opened or mapped by the docking device.
The default port is 443.

e Username: The username for integration.

e Password: Password for integration.

Device Monitoring

Monitor the running of the accessed device through the Simple Network
Management Protocol (SNMP). The protocol versions of the SNMP enabled in this
device include V1, V2, and V3.

System « m
B Correlated Devices ™~
Correlated Devices
f==ar=
&8 System 5
L Update
2, Maintenance Add

82 Databases >

@ Enable and canfigure SNMP on the device. Only SNMP V1, v2 and v3 are supported
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Click New to add a device that needs to be monitored.

New

" lype: © Router Switch Others

* Device IP:

Scanner: -
SNMP

© SNMP V1/SNMP V2 @

Community: public

SNMP V3

Username:

Security: -
Auth Method: -
Auth Password: (D

Encryption Method: v

o Device IP: Refer to the IP address of the accessed device.
e SNMP V1/SNMP V2: Configure a group name set on the accessed device.

e SNMP V3: Implement bidirectional authentication on V3 by configuring
username, security level, authentication method, authentication password,
encryption method, and encryption password information corresponding

to the accessed device.

Click Advanced to obtain CPU free space, total memory size, remaining memory,
outbound traffic of the networking interface, and inbound traffic through OID, which

shall correspond to the accessed device.
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New

CNCTypuorn
Password:

Context:

OID Setup
OID for Free CPU v
OID for Total Memory:
OID for Free Memony ~
OID for Outbound Traffic:
0OID for Inbound Traffic:

OID for Platform/Device Name

Collapse

LNnoTE

The SNMP V1/SNMP V2 does not support obtaining the traffic information. Therefore, there

will be no data in the related traffic display. If required to obtain the traffic information,

please select SNMP V 3.

Data Sharing

Data Upload

I. Connect to Sangfor Cyber Guardian Platform

Cyber Command can be connected to Sangfor Cyber Guardian Platform. This way,
data such as security logs, security alerts, security events, assets, and audit logs can
be reported to Sangfor Cyber Guardian Platform through cloud data channels.
Security administrators can use this feature to perform security maintenance

operations.
The following content shows how to use this feature.
Steps

1. Log in to the Cyber Command console as a security administrator, move
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the pointer over the user avatar in the upper-right corner, and select
System. Go to System > Data Sharing > Data Upload, click Add, and

configure parameters as required, as shown in the following figure.

Add Data Report Settings X

| Data Reporter Information

me @ Cyber Command

" 1P Add 10.222.88.55

| Data Receiver Information

Platform-X{Saa$ XDR/Cyber Guardian)

cthad: @) Connection Key (Recommended) Password

) After being connected to Platform-X, Cyber Command will
be automatically integrated with the SaaS-based services you
purchased and activated,

Paste Connaction Kay

| Network Connectivity
~ Network Connectivity Connectivity Test

D Please confirm that the following domain names are allowed. Otherwise, fix issues

s nramnted

2. Login to the Sangfor Cyber Guardian Platform console, go to Customers >
Integrated Devices, and click Add. In the dialog box that appears,

configure relevant parameters as required. Take note that you must visit

https://soar.sea.sangfor.com/ to register a tenant for integration.

Pomors: MeIbBIEySmatph?

reh ybiesmmand1235

3. Go to System > System > General > Privacy Options, and select Join in
User Experience Improvement Program. Otherwise, data is not reported

to Cyber Command.
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% Byclicking this privacy option, your data will be transmitted to Cyber, for
' more details,please click Privacy Palicy,

Usage Notes

Connection through the connection key is not supported.

Add Data Report Settings X
| Data Reporter Information
* Device Name (®: Cyber Command
*IP Address @: 10.222.88.55

| Data Receiver Information

* Device Type: Platform-X(Saa$ XDR/Cyber Guardian)

* Connection Meﬂm" © Connection Key (Recommended) I Password

(D After being connected to Platform-X, Cyber Command will
be automatically integrated with the SaaS-based services you
sed and

* Connection Key(®: Ple:

Paste Connection Key

I Network Cennectivity

~ Network Connectivity Conneclivity Test

(D) Please confirm that the following domain names are allowed. Otherwise, fix issues.

as prompted.

Troubleshooting

e Before Cyber Command is connected to Sangfor Cyber Guardian Platform,
check the network connectivity to the domain names listed in the

Network Connectivity section.
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| Network Connectivity

~  Network Connectivity

(i) Please confirm that the following domain names are allowed. Otherwise, fix issues as prompted.

No. Domain Name Purpose Connectivity
1 device.scloud.sangfor.com Ensure the device can access Platform-X (]

2 devicesangforcom Ensure the device can access Platform-X Q

3 dlauth.sangforcom Ensure that the data is reported norllﬂ:.aily. i o l

4 datalake.sangfor.com Ensure that the data is reported normally. (]

e If the connection fails, troubleshoot errors based on the log file: tail -f

/var/log/today/sis_infoshare_ci.log.
II. Connect to Omni-Command

Cyber Command can be connected to Omni-Command. This way, data such as
security logs, audit logs, vulnerabilities and weak passwords, assets, security events,
and security alerts can be reported to Omni-Command. Engineers such as security
administrators and security maintenance experts can use this feature to perform

security maintenance operations.
The following content shows how to use this feature.
Steps

1. Log in to the Omni-Command console, go to Configuration > Device

Connection > Native Devices, and click Add to add a Cyber Command

data source, as shown in the following figure.

2. Log in to the Cyber Command console, move the pointer over the user

avatar, and select System. Go to System > Data Sharing > Data Upload,
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and click Add. In the dialog box that appears, set Device Type to
Distributed XDR, configure other parameters as required, and then click

OK.

m B No  DeviceMameoffecei. 1P AddressofRec.. © Device Type of Receiver Device Nome of .12 Address of R

m i 4D tTass2n Disrbuted XDR Cyber Command 1022288111

3. Go to System > System > General > Privacy Options, and select Join in
User Experience Improvement Program. Then, the Running Status of

the newly added device changes to Normal.

General

Web Ul Mail Server G SMS Service System Time v ption SNMP  Cerlificale Customization Proxy Server

(2 Data Sharing | Privacy Options

& System G 8 soin in User Experience Improvement Pragram G Tern
Adrmin A
Net

Data Upload
¢ suas ——
Data Sharie C Rewesn
e e P adde L 4 mySisk. ¢ Dpecabion
ity 107436261
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Usage Notes

Connection through the connection key is not supported.

Third-Party Platforms

You can share data from Cyber Command to third-party platform by either API or

syslog.
System Third-Party Platforms
B8 Devices > W Add third-party platforms o transmit data in specified ways.
[ Data Sharing v 0 C:opan
No. Platiom Name 1P Address. Transmission Protoesl Data Type Operation
& Systom >
Z Update >
2, Maintenance >

B2 Security Capabilities >

Click Add to add a new item for sharing.

* Platform Name:

* Platform 1P Address:

* Report Assets: All
Transmission Protocol (@ O Restful API Syslog
Authentication Account (3): Please enter your username.,

* Authentication Password (3): Please enter your password.

* Data Type: Select

For Restful API Type

o Platform Name: Custom the target platform name.
o Platform IP Address: Fill in the target IP address.

e Report Assets: Select specific assets group for sharing.
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Transmission Protocol: Restful APl and syslog are supported. For

example, select Restful API.
Authentication Account: Fill in APl account created in target platform.
Authentication Password: Fill in APl password created in target platform.

Data Type: Pull down and select data type you need to share.

Add

X

tform Name:
tform IP Address:

Report Assets: Al .

Transmission Protocol (@: © Restful AP Syslog

Authentication Account

Authentication Password (3);

Data Type:

For Syslog Type

Platform Name: Custom the target platform name.
Platform IP Address: Fill in the target IP address.
Report Assets: Select specific assets group for sharing.

Transmission Protocol: Either Restful API or syslog is optional, here for
example select syslog type.

Data Type: Generally it contains security alerts and security incidents,
meanwhile you can filter specific data by "Severity", "Threat Type", "Data

Format", "Confidence" and "Synchronization Time".

Port: By default, it is transmitted by UDP 514, you can modify it according

to syslog server's setting.
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Add

* Platform MName: Enter the

* Platform IP Address: Enter the platform IF

All

*Report Assets:

Transmission Protocol (@) Restful API

* Data Type: Security Incident
* Threat Type:

* Severity:

Data Format:

“ Synchronization Time (i) =

Security Alert

* Threat Type:

O Sysleg

All -
Al = -
SEF(Sangfor Event For... ~

+  Minute(s)

Al -

A

The data type to be shared differs if you select a different transmission protocol. For

example, when you select "Restful API" type, third-party platform will not receive security

alerts. Proceed with caution.

Transmission Protocel (D) O Restful APL

Authentication Account (§):

* Authentication Password (): Plea:

Data Type: Select

Syslog

IP Group/Branch
Server
Host
Rishy Host
Risky Server

| Security Incident
Weak Password
Vulnerability Details

Unencryptad Traffic

no security alerts

cel

System

Admin Account
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l. Overview

On the Admin Account page, you can add an account, change the account
password, and grant permissions to the account. The administrator account has the
highest level of permissions.

PP

No.  Usemame Descriptian Administrative Realm Rale Guner. Statur @ © Valdity Period Operation

1 admin admin ] Super Admin . v Long Term Change Password

To add an administrator account, click New.

New

*Username: [6)

*Role: -

Owner: A
Description: 6]
Login Security Administrative Realm Permission App Permission
* Authentication Method: | Password =
* Password: ®

" Retype Password:

1P Address: [_| Only allow login from specified IP addresses

[0]'¢ Cancel

e Username: Create a username for the login account.

e Role: Select the role of the administrator.

e Owner: The Administrator’'s owner.

e Description: Describe this account.

e Password: Refer to the password for logging in using the username.

e Retype Password: Confirm the password.
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e Administrative Realm: It is used in a multi-branch scenario.
Recommended administrators for different branches only can view the

information of corresponding branches.

e Permission: Refer to Administration and View, and there is permission for

editing in Administration.

e App Permission: It is used to bond a specific account with specific

correlation App, which can be set in the first step of creating a role.

Login Security Administrative Realm Permission App Permissior
E| =
* Al
»  Sensors
v Sangfor Apps
»  Sangfor Cyber Command
»  Sangfor Cyber Command

Third-Party Apps

For the created account, click Username to change the account permission.

Click Change Password to change the account password.

Admin Account X

o+ New () Refresh £¥ Login Management & Password Security Policy

No. Username Description Administrative Realm Role Owner Status @ Operation

1 adm admin Al Super Admin - v

Change Password

* Current Password:
* New Password:

* Retype Password:

e Change Password: When changing the password of the current login
account, enter an existing password. When changing an account password

created by the current login account, directly change a new password.
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LNnoTE

1. The password cannot contain a username.

2. It must be 8 to 64 characters.
3. Cannot contain Chinese characters, spaces, or full-length characters.

4. 1t must contain irregular characters that consist of any three of the following: uppercase

letters, lowercase letters, digits, and special characters.

5. It cannot contain sensitive characters.

Cyber Command support adding the Google authenticator as the OTP account to do

two-factor authentication.

Edit

tUsername: | admin @
* Role:
Owner: A

Description: | admin @

Login Security Administrative Realm Permission
* Authentication Method: = Password ¥
IP Address: Only allow login from specified IP addresses

Click the Authentication Method drop-down list and select Password + OTP.

When you click Set up TOP authentication, the page shown in the following figure

appears.
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Credential Required

-/f % Toenable OTP authentication, administrator
L password is required.

After entering the account password, it will show the QR verification code.

Follow the instructions stated below and use the Google Authenticator to scan the

verification code.
Set up OTP Authentication X

Steps:
(1) Install Authentication App
Install Google Authenticator on your mobile device,
(2] Get Verification Code
After Google Authenticator is installed, use it to scan the following QR

code, or enter the secret key to get a verification code.

:) Enter Verification Code

“ S -_:

Once login from the web console interface will pop out and key in the verification

code.

You are required to key in the verification code generated on your Google

Authenticator Apps to proceed with the login.
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OTP Authentication X

For security. please enter your OTP verification code.
* Verification Code:

Google Authenticator Verification Code

Please make zure the system time i consistent with the time on vour device.
Current System Time: 2021-07-08 13:44:19

@ It is recommended to set vour email address m case you cannot receive the venification code

I1. Add Administrator Accounts for Users from the RADIUS Authentication

wia your mobile phone. (3)

Server

On the Admin Account page, security administrators and security O&M experts can
add system administrator accounts and regular administrator accounts for users
from the RADIUS authentication server. This way, users from the RADIUS
authentication server can log in to Cyber Command. This feature is applicable to

security maintenance scenarios.
Steps

1. Go to System > System > Admin Account, and click External
Authentication. In the dialog box that appears, select RADIUS for
Authentication Method, set other parameters as needed, and then click

OK. The default value of Primary Server Port is 1812.

Q) T ks

External Authentication

Configure the shared secret on both the RADIUS client and server. The
following figure shows how to configure the shared secret for the RADIUS

server in Windows Server 2019.
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2. Test the connectivity.

3. After settings on the RADIUS authentication server and Cyber Command
are completed, users on the RADIUS authentication server can log in to

Cyber Command. The following figures show how to create a user.
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SERVICES

4, Complete password settings. Make sure that User must change

password at next logon is deselected. Otherwise, the login from the

authentication server may fail.

s 1 |

SERVICES

WIN-PHBGULKMUMG  Netwr

5. After the user is successfully registered, the user can successfully log in to

Cyber Command by using the registered user name.

Version 01 (May 30, 2024) 151



Sangfor Cyber Command V3.0.92 User Manual

- D #® O jonc@sipiestcom radiu

Pending Risks GoldenEye Traceback

O 1 P s - . -

Pending Endpoints (§ Hat Incidents
Occurred » d
£ Disploy Options
x Top § Risky Servers x
cider
internal IP Range i ded thioug s A Compromised

Usage Notes

e Make sure that User must change password at next logon is deselected

when you configure password settings.

e If active and secondary RADIUS servers are configured, make sure that
both RADIUS servers use the same authentication key. If different
authentication keys are used, the configuration applies only to the RADIUS

server whose authentication key is valid.

e During the configuration of user permissions in RADIUS, the user whose
Attribute Value is set to administrative corresponds to the system

administrator, whereas other users are regular administrators.

@ P Mamge ook iew e

&
Connection Request Polces
dsemen| e R

Connection request policies allow you to designate whetf et
E wifi Enabled 1 i |
[s6_~]
~T:
s @ @~ S
Server Narse Display Name Seivics Name P p——
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Troubleshooting

The following table describes the RADIUS client vendors that support RADIUS.

3Com Supported
ACC Supported
ADC Kentrox Supported
Ascend Communications Supported
BBN Supported
BinTec Communications GmbH Supported
Cabletron Systems Supported
Cisco Supported
Digi International Supported
Eicon Networks Corporation Supported
Gandalf Supported
Intel Corporation Supported
Lantronix Supported
Livingston Enterprises Supported
Proteon Supported
Shiva Corporation Supported
Telebit Supported
U.S. Robotics Supported
Xylogics Supported
Microsoft Supported
RedBack Networks Supported
Nortel Networks Supported

I1l. Add Administrator Accounts for Users from the LDAP Authentication Server

On the Admin Account page, security administrators can add regular administrator
accounts for users from the LDAP authentication server, so that the users can log in
to Cyber Command as regular administrators. This feature is applicable to security

maintenance scenarios.

The following content describes how to use this feature.
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Go to System > System > Admin Account, and click External Authentication. In

the dialog box that appears, select LDAP for Authentication Method, and set other

parameters as needed.

The following figure provides an example on how to configure parameters for the

LDAP authentication server.

OUzshp DC=5p2 DC=test DC=com

liobjeciClass=user)iobjectClass=personi}

Base DN specifies the domain name and OU information of the AD domain server.
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......

TS~

Set User Filter based on the standard user filter formats provided by the AD domain

server. Examples:

(objectClass=*): indicates all objects.

(& (objectCategory=person) (objectClass=user) (! (cn=andy))): indicates all

users except "andy" in the "person" category.
(sn=sm*): indicates all objects whose surnames start with "sm".

(&  (objectCategory=person) (objectClass=contact) (|  (sn=Smith)

(sn=Johnson))): indicates all contacts surnamed "Smith" or "Johnson".

(I(email=*)): indicates all objects without email addresses.

Username Attribute specifies the username of a user, which corresponds to the

username attribute defined in the AD domain server. The specific configuration may

vary depending on the AD domain server. In this example, set Username Attribute

to sAMAccountName.
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Server Manager * Dashboard

Fie Acton View Help
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7472024 534 PM 67472024 534 PM

G| [t o

By default, Anonymous Search is deselected. In this case, you must specify LDAP
Account and LDAP Password in Cyber Command. Select any AD domain user that
satisfies the specified user filter condition, and set LDAP Account and LDAP
Password based on the distinguishedName attribute and password defined for the

user on the AD domain server.

Server Manager * Dashboard
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R File and
2 neas

627 M@ Chins Standar Tive
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External Authenticaton

CH=Admiristrator Ch=Users DC=in2 DC=tes

NoE

OUsshpDC=5ip2 D= test D =com

[T R ——

After the configuration passes the connectivity test, click OK. Then, you can log in to
Cyber Command as an AD domain user that satisfies the specified user filter

condition.

Heme D 4
A 55D Lite Cyber Commanck The 55D Hfespan s ess than 10% which may cause endpoint instabiity, Plesse replace the SSD promptly For further assistance, contact s technical support eresentative,  Details lgnore x
Pending Risks GoldenEye Traceback @
° 21k i @ 6 Type:
NP Sty tlers P Sy bmiin BB Ro
Fending Endpoints () Hot Incidents &)
Rarmnit
cr o
& - N Conficker P e—
Lt Erernaliiue
Borkink
93 764 0 Dk Crood Trojen
fE— pindiig Haits Pending faT et
st Week
Occured Mot oceurred
{3 Display Options.
x Top 5 Risky Sarvars ViewMerm) X

Usage Notes

e A user for whom User must change password at next logon is selected

cannot log in to Cyber Command by using this feature.
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e LDAP V3 is supported, and Cyber Command is compatible with Active
Directory 2012, Active Directory 2019, and Active Directory 2022.
e Troubleshooting can be performed based on the tail -f

/var/log/today/auth_server_idp/error.log file.

Licensing

View whether the functional license key and license key use time are correct. It is

divided into Basic Licenses and Function Module Licenses.
The Basic Licenses include the Platform License, Software Upgrade License, and
Database Upgrade License.

The Function Module Licenses include Sensor Device License, Multifunction

License, and Access SN Third-Party Correlated Application.

Licensing

| Basic Info

status: Manual License Update

Gateway ID: A4CAATF2

| Basic Licenses

Platform License - Software Upgrade License Database Upgrade License
=] e the et @] i e * v

Expiration Date: 2023-05-08 Expiration Date: 2023-05-08 Expiration Date: 2023-05-08

| Function Module Licenses

Sensor Device License Multifunction License Access SN for Third-Party

‘ 1 . < ne . e [::l Correlated Application
;:'ﬁ Em b oy s i

Sangfor Devices: 100
Expiration Date: 2023-05-08

Authorized third-party correlated applications: 100
Expiration Date: 2023-05-08
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It supports importing the license file by clicking the Manual License Update.

Update Licensing X

Follow the steps to update the license:

-.::';:} Get Device Info

Click the button below to get device information.

Export Device Info

[ra)

) Apply License Key File

Send the Device Info file from step 1 to your device supplier to

receive the license key file.

) Import License Key File

Click the button below to import the license key file to complete

licensing.

Import

Close

Network

It is required to enable the networking interface first and then configure the
interface address. Connect the network cable until the networking interface light is

on when enabling the network interface.

Network

Static Routes DNS Servers Connectivity Test

Click the interface name to enter the interface configuration interface, as shown

below:
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Edit Interface X
Status: Enable

Name: eth0

Description:

IP Address:  10.251.251.252/24 ®

192.(=E=ll.188/24

e Status: Check the Enable checkbox.

e IP Address: Refer to the IP address for configuring the networking

interface, and you can configure multiple IP addresses.
e Click OK to submit.

Configure the Static Routes default route for the STA Device.

Add Static Route

* Netmask:

* Next-Hop IP:

After the configuration, click OK to submit.

Configure the DNS Servers for Cyber Command to resolve domains.
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Add DNS Servers

“DNS 1P Enter an IP sddress.

Description:

[

You can take basic ICMP testing for some target IP addresses (not including URL)

with Connectivity Test.

MNetwork

Interfaces Static Routes DNS Servers Connectivity Test

Target Address: 858588

Diagnostic Result:

PING 8.2.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttI=57 time=2.88 ms

64 bytes from 8.8.8.8: icrmp_seq=2 ttI=57 time=2.34 ms

64 bytes from 8.8.8.8: icrmp_seq=3 ttI=57 time=2.48 ms

--- B.8.8.8 ping statistics ---

3 packets transmitted, 3 received, 0% packet lass, time 2002ms
rtt minfavg/max/mdev = 2.349/2.571/2.880/0.228 ms
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General

General

Web Ul Mail Server @ SMS Service System Time

| Inactivity Timeout
Timeout: 10

| Remete Contrel
Temporarily Enable 55H (7

¥ Enabls Src 1P Access Control (0

| Web Conscle Protection

Temporarily Disabled

Tempaorarily Disable Shell Semantics Analysiz Engine

| Service Contrel

Enable ICMP Timestamp Reply

| High Performance Mode
Enabled

| Detection Mode
Q Standard (to balance detaction effect
POCTo gain hig

| Country/Region

Country/Region: | Malaysiz X

| Enterprise Location

Location: Kusla Lumpur i

¢ Inactivity Timeout: WebUI will become inactive after a specific time.

Privacy Oplions

(mins}

Certificate

¢ Remote Control: You can Temporarily Enable SSH and Enable Src IP

Access Control.

e Web Console Protection: Temporarily disable the web console or

temporarily disable Shell Semantics Analysis Engine.

e Service Control: You can choose to Enable ICMP Timestamp Reply.

e High Performance Mode: The mode will enable caching techniques to

offer a smoother experience.
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e Detection Mode: Choose the detection mode.

e Country/Region: Select the current Country/Region.

1. Configure Mail Server as shown below.

Syst
i General

= Devices > Ty < o
‘Web Ul Mail Server @ SMS Service System Time Privacy Options Certificate Proxy Server

@ System ~

* Sender Address: sox@example.com
*Protocel: SMTP h
*Mail Server: smtp.example.com

= Port: 465

General
. Passwor di s

Proxy Settings: Enable Proxy Server

L Update >
2, Maintenance 7>

82 Security Capabilities >

e Sender Address: Refer to the email for sending warnings or reports.

e Protocol: Select SMTP or Exchange.

e Mail Server: Refer to the email server address for sending the email.

e Port: Refer to the port of the email server, which is a 25 port by default.
o Password: Refer to the password for logging in to the email address.

e Proxy Settings: Check to send email via proxy server.

Click Send Test Email to test whether the configured email information is correct.

Send Test Email

* Recipient
Address:

Enter an email address for receiving the email. Click OK.
2. Configure the Certificate as below:

Cyber Command supports imports PFX, P12, .crt + .key, or PEM certificates to the

web console as web console certificates.
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General

Web UI Mail Server @ SMS Service System Time Privacy Options Certificate

| Import Certificate

Type: - ‘
o PEX
Certificate: Browse
P12
crt+.key
PEM

Cyber Command optimizes the system time settings and supports the daylight
saving time. Engineers such as security administrators and security O&M experts can
customize time settings and configure daylight saving time based on their actual

needs.
The following content shows how to use this feature.
Steps

1. Go to System > System > General > System Time, and configure relevant

parameters as needed.

General
= Device - P
& Devices ’ Web Ul Mail Server G SMS Service System Time Privacy Options SNMP Centificate Customization Proxy !
A Data Sharing =
v = | Date/Time

2024-05-28 07:5337 ~ | Sync with Local PC Obtain System Time

Enable Time Sync with NTP Server

I Time Zone
Networl
i Europ *  And -
Logging Options
L. Update >

2, Maintenance

BY Security Capabilities >

2. Go to Responses > Risky Assets to view the Last Detected time of a risky
asset, where the display time is synchronized with the time zone

configured for the local device.
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Response e | Risky Assets
|
e = Last30days
9 Security Threats >
All Risky Assets My Concerns ¥

@ Auto Response

C—— =
& e — il O 0 1 . 0 0
2] Response History Rocurring New Today Compromiced Assets. | Crtical Assets EromalBive
L

oo+ £ s

No. Hostname Type Risk Level ] Security Incidents Last Detected Endpain

rd

2004-03-25 173143 ) Nex

After the time zone is changed, the display time is as follows.

Response =

Risky Assets
-
© Security Theeats > ) LA 20 s
Al Risky Assets My Concerns €%

[ Auto Response

[ ener == 1 v 4 2
: CE— 0 0 1 N 0
[E] Response History for el Recurring 1 New Today | Crtical Assets Ransomware. ErernalBiue

& Eport 13 Ao P

No. Hostname Trpe Risk Level Security Incidents Last Detected Endpoint Secu

2024-03-25 103143 @ Notnstal

Ny

3. Go to System > System > General > Web Ul, and select Change system

time zone to match above location of Timezone Sync. Then, go to

System > System > General > System Time, select Enable Time Sync

with NTP Server, and specify NTP Server and Time Zone. The time zone

of the device is synchronized with the specified time zone.
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System =5
y General
= 1
= Devices > Web Ul Mail Server @ SMS Service System Time Privacy Options SNMP Certifica
& Data Hining 5 Temporarily Disable Shell Console Protection

B Systemn ~

Aakniy Accouit _| Temporarily Disable aTrust Controller Protection

Licensing

Network
| Service Control

et diaa oy

Logging Options
| High Performance Mode

2, Update > | Enabled @

2, Maintenance > | Detection Mode

al operating, engines m

ource costs durin

ncounter delay)

ce detection effect and res

© Standard (to bal

o . -
o= Security Capabilities > POC(To gain higher detection effect and results during POC testing, resource cost will get higher.)
| Country/Region
Country/Region: | China *
| Enterprise Location
= Location: Beijing %
| Timezone Sync
|| Change system time zane to match above location
r
A\ Cloud Resources Cyber Command: The ni of allocated CPU cores or memory size is smaller than t! uration, which may affect the
System =
¥ General
o 2
Devices >
= Web Ul Mail Server @ SMS Service System Time Privacy Options SNMP Certificate Cus
[ Data Sharing >
| Date/Time
¢ System v
Date/Time: £ -
Admin Account
Enable Time Sync with NTP Server
Licensing
NTP Server pool.ntp.org
Network
ITime zone
. Time Zone: Asia - Shanghai » v
Logging Options
I, Update >
24 Maintenance >

B2 Security Capabilities >

Logging Options

Set log data recorded by the Cyber Command.
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Logging Options

Storage Usage: 1 2%

® Used: 6.80G Free: 485.20G

Usage Threshold for Cleanup G | 80 %

I Security Incidents

Retentian: Custom days © No limit

| Malicious Files &

Retention: Custom days O No limit
| Security Logs @
Retention: Custom days © No limit

Advanced

e Usage Threshold Cleanup: Logs will be automatically deleted when the

stored logs exceed the set ratio.

e Security Logs: Including vulnerabilities exploitation, web attacks, botnet,

business system weakness, DNS attacks, email security, file security, etc.

Update

This module is used to update the platform's management, STA, and signature

database.

System Update

Import the update package through the console, and downgrading is not supported.

LNnoTE

1. STA software update: Detect whether there is a new version on the platform every 10

minutes. When there are multiple STAs, only one can download the update package within
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each period, thereby reducing the impacts on the network by high traffic.

2. STA rule database update: Detect the STA rule database and platform every hour. The

STA is not required to access the Internet to update the signature database.

Service Pack Update

Service packs is to shows the service pack file installation status for Cyber

Command.

Service Packs

Not updated: (0 ). Update failed: (). Please update the SPs in a timely manner
& Upload = Obtain Offline Package C' Refresh View More ~ Cyber Comman d(192.16821 ¥ Not Updated x U ~

No. P Device Name Model Number Restart Device Upload Dependent 5P Time Released Status Operation @

Security Database

The Cyber Command security database can be updated online or through manual
import.

System «
8 Correlated Devices > Q Refrezh
B System > No.  Dat Current Version Auto Update in the Clc Operati
L Update Gu. v
ccom v
STA 3 2020-0317 @ 2020-03-17 v
4 2020-03-25 @ 2020-03-25 v
FAQUEY Encive 5 2020-03.24 @ 2020.03-24 v
Update Options 3 2011-01-01 @ 2011-01-01 v
% Malngwitiee 20191628 © 2019-10-28 v
82 Databases
¥ 2020-0317 @ 2020-0317 v Upcate In the Clowd | Manual Upda

Security Engines

The security engines analyze and locate security risks by recognizing malicious

behaviors.
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& Correlated Devices > © Update in the Cloud & Manual Update Q Update by Proxy Browser C' Refresh Enable Auto Update
& system 5 No.  Engine Name Current Version Latest Version
2 Update o 1 Security Log Analysis Engine 2020-12-24 @ 2020-12-24
e D 3 2 DNS Flow Analytics 2020-12-24 @ 2020-12-24
— 3 Hitp Flow Analytics 2021-04-08 © 2021-04-08
4 Mail Flow Analytics 2020-12-24 @ 2020-12-24
5 SMB Flow Anslytics 2020-1224 @ 2020-12-24
Update Options 6 Intelligence Correlation 2020-12-30 @ 2020-12-30
ServicePade 7 File Threat ction 2020-12-24 @ 2020-12-24
@ Maintenance 5 8 2020-12-24 @ 2020-12-24
82 Databases N 9 2020-12-24 @ 2020-12-24
10 2021-04-08 @ 2021-04-08
11 Account Analytics 2021-04-08 @ 2021-04-08
12 Script Analytics 2020-12-24 @ 2020-12-24
13 Weskness Detection 2020-08-05 @ 20200805
14 HTTPS Flow Analytics 2020-12-24 @ 2020-12-24
15 SSH Analyties 20201224 @ 2020-12-24
16 TCP Analytics 2020-1224 © 2020-12-24

Update Options

Configure the Internet settings of Cyber Command to access the Update Server.

Update Options

| Update Server
Server: Default Server - Test Validity
Server 4 b
121.46.26.221

| Proxy Settings

Enable Proxy Server

The following Update Servers are involved:
e Server 1: updatel.sangfor.net
e Server 2: update2.sangfor.net
e Server 3: update3.sangfor.net
e Server4:121.46.26.221

Proxy Settings: The user can use proxy settings when an HTTP proxy server is in the
network. Click OK.
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Maintenance

This module is designed for engineers to perform troubleshooting.

System

The user can view the usage of the platform CPU, memory, disk (data partition), and

disk (system partition).

System

@ Retresh

Deails

i
D @@ G

Used: 7.7GHz Used 25,808 vea 1138 Used: 15.2.GB
Toul 384CHz Toul 943CH Tonal 196.7 C& Toral 4.1 Gi

Core Processes

No.  Meme =] Memary (M8) -
1 ReportScheduler o
2 ieb Server 6% 598
3 Originsl Log Saving Engine ass 3rar21
4 anshic Result Swing Engine 25 16803
5 Rashime Ansiytcs Storage Engine 3% 52t
& Data Distibution Engine o 324
7 TeskSchaduler 0e% 7
8 1AM User Synchronizar 05% 05
& Pracess Mansgement Center 5% 184

10 Resource Monitor o 54

Data Backup

Back up security logs in Cyber Command, and upload them to the FTP server.

Aaa Backup Task

e Name: The name of the policy.

o Path: Configure a path for storing backup files on the FTP server.
e Username: Refer to the account of the FTP server.

e Password: Refer to the password of the FTP server account.

e Start Time: Select the time for starting the backup.

e Interval: Back up every day.
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Restore/Restart

It is to restore factory settings and restart Cyber Command. Click Restore Factory
Defaults, and all data and settings of the platform will be deleted. Please be

cautious.

Click Restart to restart the Cyber Command. Since Cyber Command is deployed in a

one-arm mode, it will not impact the network.

Restore/Restart

| Restore Factory Defaults

Restore Factory Defaults

I Restart Cyber Command

Restart

| Restore User Configuration

Import User Configuration Export User Configuration

System Check

One-click system health check to see whether the platform and STA configurations
are complete. If the platform is just installed or the device is reporting alerts, please

pay attention to the items.
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System Check

Basic Configuration: Check basic configuration items, including standard
device inspection, license key, monitored internal IP address group,

business system/server, rule database, and log analysis engine.

Licensing: Check whether the Platform license, upgrade license, and

multifunction license are activated.

Connected Devices: Inspect the connectivity of the platform access port

and access device.

Traffic Detection: Inspect whether the traffic image is correct. The

monitored internal IP address group shall be configured in advance.

Proxy Detection: Recognize the proxy server.

Hardware Health Monitoring

Cyber Command can periodically perform O&M checks on a redundant array of

independent disks (RAID) cards, disks, network interface controllers (NICs), and

memories of hardware devices. If a hardware failure is detected, an alert is

generated and displayed in the banner at the top of the home page.

The following content describes how to use this feature.

1.

Go to System > Maintenance > System Check, click Settings, and

configure Schedule as needed.
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2. If a hardware failure is detected during the check, an alert is generated

and displayed in the banner at the top of the home page.

Secuty Rating PendingEndpsis © Maticdents @

Poor

93 742 0

3 Dispay Options

0 A =
3. To view the newly added hardware check items, click Detection details in
the Operation column of the selected device on the Device Monitoring
O&M page. On the Detection details page that appears, view the newly
added hardware check items in the Hardware Health section, as shown in

the following figure.

A 560 Life Cyber Con

& Detection details «—
Resuts. T threshold valve s ot reached.

v Hardware Health  Totsh 3 Alert 6 Recommendation:0  Noemal: 3

ssovte (D

Hard Disk Failure (D)

Memary ue/ce. (D

Remapped Sectors (EIED

Usage Notes

e This feature is unavailable for products in virtualization deployment.
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e Anignored alert does not appear in the banner within 7 days even if the

same hardware failure is repeatedly detected.

Backend Console

Cyber Command provides the backend console for engineers such as security

administrators and security O&M experts to enter and run commands.

To use this feature, go to System > Maintenance > Backend Console, and enter
and run a command supported by the console. For more information about the

commands supported by the console, enter and run the help command.

Back-End Console

I

o
Usage Notes

e The execution duration of a command cannot exceed 2 minutes.

Otherwise, an execution failure is returned.

e If the entered command is not supported by the console, the error

message "Invalid Command" is returned.

e A command starts to run only after the command execution result of a
previous command is returned. You cannot run multiple commands

concurrently in the console.

e The redirection from another page to the backend console clears historical

command execution records.

3.11.3 Security Capabilities

Security capability configuration includes Security Database, Whitelists, File

Detection, and Weak Password Rules.
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Detection Engine

The detection engine mainly implements the five built-in detection engines: Rule
Detection Engine, Intelligence Detection Engine, File Analysis Engine, Attack
Analysis, and Abnormal Behavior Engine, to perform operations such as rule

editing, display query, and addition.

Display query

On the System > Security Capability > Detection Engine page, each detection

engine identifies the number of rules and engine profiles. Place the mouse on the

Threat Name position to see the specific content. The attributes of each rule in the

list include Alert ID, Incident ID, Threat Name, Severity, Threat Type, Time

Created, Status, Security Alert, Security Incidents, Operation, etc., as shown in

the figure below.

Security Alert/Incidents Detection Engine

Intalligence Detection Engine « File Anatytics « Artack Analytics « Abnormal Behavior Engine «
S Tos Rulen: 1309 ' Touwt Ruen: 3 ® Tous! Rules: 710 AR o e 218

7610005
130004
850005
830015

b @ @ @ 9 @ @ 9 @

<
i
MMM AMMAMMNMMNMM

okl
Habe S S 1
@

9 ¢
<

e Severity: divided into High, Medium, and Low.

o Threat type: consistent with the classification of Security Incidents and

Security Alert threats in the processing center.

o Library type: the classification name of the rule library.

e Status: You can manually modify the status of each rule. ¥ represents

the enabled status, and © represents the disabled status.

The rule list can be classified and displayed according to the Threat type and

Severity, and the rules can be fuzzy searched according to the keyword/rule ID, as

shown in the figure below.
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Security Detection Engines

Intelligence Detection Engine (:

2 Total Rules: 1584k

Logic of the routine operation detection mo
Engine Type Q «  ©New
No.
Intellgence Detect.
i 1
Rensomuare Intll
2
Cryptomining Intel,
Normal Virus Intell, 3
Custom Threat Int... ”
Others
s
File Analytics
s
Astack Ansytics
Abnormal Behavio... 7
s
10
n
12
13
1

You can also perform a fuzzy search in the search bar based on the keywords, as

de: Ger

Alert D

2145001200

2145001065

2145000964

2145000902

2145000820

2145000518

2145000482

2145000464

2145000457

2145000304

2145000172

2140111883

2140061606

2140050888

File Analytics G

Incident ID.

1145001209

1145001065

1145000964

1145000902

1145000820

1145000518

1145000482

1145000464

1145000457

1145000304

1145000172

1140111883

1140061606

1140050888

Total Rules: 50

Threat Name

with high risk and defiite threats. You can customize the pol

Severity

Infected with cobalt.. @ High

Infected w

Infected w

shown in the figure below.

Detection Engines

Rule Detection Engine @
Total Rules: 19k

Engines

Fall

I Rule

ion Eng...

Realtime Vulnerabi...

In the rule list, you can click the # of each rule to edit the rule.

Edit the Rule

@ New ~

No.

o

Lo

Rule ID

80020004

80020002

80020001

80010007

80010006

80010005

80010004

Sigh

th purpl.. @ High

Sigh
O High
O High

it mimik.. @ High

thnoob.. @ High

th orc

s @ High
QHigh
@ tigh
Q High
@ igh
@ High

Intelligence Detection Engine

iy for alert and incident generation and restor

Attack Analytics
Total Rules: 622

Threat Type Time Created Status
Others 2022.07-05 09:5425 v
Others 2022-07-05 09:54:30 v
Others 2022-07-05 09:5431

Others 2022-07-05 09:54:34

Others 2022.07-05 11:0553

Others 2022.07-05 09:5424 v
Others 2022.07-05 0955636 v
Others 2022.07-05 0915425 v
Others 2022:07-05 09:5423 v
Others 2022-07-05 09:5429 v
Others 2022-07-05 09:5433 v
Dsta Theft Program  2022-07-05 110551 v
Cryptomining 2022-07-05 09:5425 v
T 2022.07-05 110548 v

Total Rules: 1448k

Threat Name

Backlink Injection

Backlink Injection

Backlink Injection

Webs server weak password

TELNET server weak password

SMTP sel

er weak password

POP3 server weak password

a

Total Rules: 219

Il configurations to defaults

Security Alerts

Generate.

Generate.

Generate.

Generate

Generate

Generate

Generste

Generate

Generate.

Generate.

Generate

Generate.

Generate

Abnormal Behavior Engine «
B
Seowitybncidents | Operation
DoNotGenerste £
DoNatGenerste £
DoNetGenerste £
DoNetGenerste £
Do Not Generate 4
DoNotGenerste £
DoNatGenerste £
DoNotGenerste £
DoNatGenerste £
DoNetGenerste £
DoNetGenerste £
DoNetGenerste £
Generate P
Gonersts .

Generate

File Analytics ©

Total Rules: 20

Severity
@ High
S High
& High
@ High
@ High
S High
& High

Threat Type

Backlink

Backlink

Backlink

Weak Password

Weak Password

Weak Password

Weak Password

On the System Settings > Security Capability Configuration > Detection Engine

page, select one or more rules and click Enable, Disable to enable/disable in

batches, as shown in the figure below.

Security Detection Engines

Intelligence Detection Engine G

N7 Total Rules: 1584k

ogic of the routine operation detection mode: Generate securiy incidents for o

Engine Type Q

Intelligence Detect...

Ransomware Intel

Cryptomining Itel...

Norme Virus Intell.
Custom Threat nte.
Others

File Anslytcs

Attack Anslytics

Abnormal Behavio.

Alert D

2145001209

2145001065

2145000864

2145000902

2145000820

2145000518

2145000482

2145000464

File Analytics &
B TotalRules: 50

Incident ID

1145001200

1145001065

1145000064

1145000902

1145000820

1145000518

1145000482

1145000464

>

Attack Analytics ©
Totl Rules: 622

AR ol Rules: 219

s high risk and definite threats. You can customize the policy for slert and incident generation and restre all configurations to defaults.

@ Restore

Threat Name

Severity
@ High
. @ Hich
@ High
O High

nfected with carrot... @ High

nfected with remot... @ High

@ High
S High

Thest Type Time Crested
Others 2022.07-05 095425
Others 202207:05 095420
Others 2022.07-05 095431
Others 202207:05 095434
Others 2022.07-05 110553
Others 2022.07-05 095424
Others 2022.07-05 095436
Others 202207.05 095425

Status

Security Alerts

Abnormal Behavior Engine © «
s
Hack
Securty Incidents  Operation
Do Not Generate A

Generate

Generste

Generate

Generte

Generate

Generste

Generate

Generate

Res

Do Not Generate

Do Not Generate

Do Not Generate

Do Not Generate

Do Not Generate

Do Not Generate

MM NN NNN

Do Not Generate
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Click the Edit icon to enter the rule details page, including Status, Rule ID, Threat
Name, Threat Type, Impacts, Severity, etc. You can manually select Enabled or
Disabled, or select the Severity level from the drop-down list, as shown in the figure

below.

Enable

2145001208

1145001209

Infacted with cobaltstrike (Hacktas!)

Escalate All Alerts

Cyber Command provides the Escalate All Alerts feature. Security administrators
and security O&M experts can go to System > Security Capabilities > Detection
Engines to enable the Escalate All Alerts feature to generate security events based

on the security rules.

a
fyjiem Security Detection Engines
-, Intaligence Dataction Engine « File Anslytics © « . Atack Analytics « Abnormal Behavior Engine «
& Tatal Local Rules: 1588k - Total Rules: 53 » Total Rules: 965 & Total Rules: 238

ection me o i sl =
© naw

No. Mt IncdentiD Theest Name Severicy Threat Type Time Crested Statue T Security Alers Securty Incderts  Dpeation

70 asenar 1145001137 Accecs o maious. @ High Crypromining 0240527 143110 v Enstied Eratied P

no s 1145001138 E " - @ High Worm 2004-08-27 143100 v Enabled Enabled z

72 2145001135 1145001135 Access to matcious— (@) High Worm 2024-05-27 14:31:10 v Enabled Enabled rs

75 s 145001124 Accos tn iious.. (@) High Tujon 20240527 143110 v Ensbled Erabled P

T4 245001133 001132 Aecoss 1o mabicious (@) High Trcjan. 20240527 1421110 v Enabled Enabled Z
e 75 2us001130 145001130 st TheftProgram 20240527 143110 v Enstled Eratind i
hnorraiBabais Eigie 76 214s001ize Tasoana Spyare 20240527 143110 v Enstled Erabled 2|

7 2usooar Tasoonz DataThefthrogram  2024.05.27 43113 - Enabind Eratied z

T8 214500124 1145001124 Bote 2024-05-27 1431:40 e Enabled Dicabled e £

w2002 Tias0arzs CataTheftProgram 20240527 1431113 v Enabied Enabled F
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Are you sure youwant to enable escalation?

a

Security Detection Engines

. Intelligence Detection Engine [ & File Analytics | -« . Attack Analytics | [ & a Abnarmal Behavior Engine [ &
S totat Lot Rutes: 1588k Total Ruler 53 Total Rules: 965 Total Rules: 239
Engine Type a ¢ Ok~ W st 4 s - o [ rasonnas
Mo  aleniD ncidert 10 Threat e Severity Thisat Type Tine Crested Sutus T Security dlerts Securty ncickrs Opaaticn

Intaligence Datecion Engine
ke Drnchi ) 1 ausmes Trasoonzs PO T o 200002 104340 v Ensied fnstied z

Sttack Arshytics

M =

After you disable the Escalate All Alerts feature, the configuration is automatically
restored to the previous state where the feature is not enabled, and custom changes

made to specific rules after the feature is enabled are retained.

Custom Intelligence

On the System Settings > Security Capability page, click New and select Custom

Intelligence, as shown in the figure below.

Version 01 (May 30, 2024) 178



Sangfor Cyber Command V3.0.92 User Manual

Rule Details X

Status: Enable

Security Alert: © Enable Disable

Security Incident: © Enable Disable

Intelligence Type: Domain Name -

* Intelligence Indicatorn: 2. Import File i)

Threat Type: Trojan -
Severity: High v

Intelligence Source:

e Status: Enabled by default.

e Security Alert: Select Enabled to generate the security alert.

e Security Incident: Select Enabled to generate the security incident.

« Intelligence Type: Choose the intelligence type.

o Intelligence Indication: Import the .txt file up to 50000 I0Cs.

o Threat Type: Select the threat type.

e Severity: The Severity of the rules is divided into High, Medium, and Low.

o Intelligence Source: Specify the Intelligence source.

Whitelists

Add proxy servers, missed scanning devices, and other devices judged to be known

business behaviors into the whitelist. The whitelist includes a security whitelist and
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an audit whitelist. The overview page is shown below.

------------------------------------- - -

o Audit whitelist: Traffic that matches the whitelist will not be audited.

e Security whitelist: No alerts or events will be generated for the logs that
match the whitelist. The platform no longer generates corresponding
alerts and events, including the Security Alert whitelist and vulnerability

monitoring whitelist, as shown in the figure below.

y Whitelist Audit Whitelist

‘ Alert Whitelist ‘ Weakness Scan Whitelist

© Add & import & Export C Refresh

No. Srclp Sre Type Dst IP Dst Type Dst Port Domain Name/URL  Threat Type

1 192.168.20.1-19... - 2 2 2 = All

e Analysis: The stage of generating Security Alerts and then generating

Security Incidents.
1. Create a Security Whitelist

The security whitelist is suitable for scenarios where Security Alerts or Security

Incidents are whitened and adjusted at the log level.
2. Add Whitelist Entry

On the Security Capability > Whitelists page, click Security Whitelist, select the
Alert Whitelist subtab, and click Add to enter the Add Security Alert Whitelist
page.

Add Security Alert Whitelist X
Threat Typs Rule!
SrcIP: SreTy
Dst 1 Dst Type:
Dst Port: Domain Name/URL:
*Apply To: Al x - “Schedule: Never Bxpire
Remarks:

e Src IP: After added, data with this IP as the source will not record alerts.
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o Dst IP: After added, data with the purpose of this IP will not record alerts.

e Domain Name/URL: After joining, no alert will be recorded when

accessing the data of the domain name/URL.
o Threat Type: matched alert classification.
e Rule ID: No alert will be recorded if the corresponding rule ID is matched.
e Apply to: The effective range of the whitelist applied.
e Remarks: Fill in the remark information.

A fuzzy search can be performed, as shown in the figure below.

Add Security Alert Whitelist >

*Threat Type: + |® RulelD: 6]
b=
Src IP: @ SreType: hf
=]
Dst IP: . @ Dst Type: x
[+] Weaknesses Risk
Dst Port: k2 Access Risk Domain Name/URL: @
[+] Service Detection
“Apply To: *Schedule: Never Expire =
PPy [+] Endpeint Detection i L
Remarks: [+] Website Attack

[+] Backdoor Communication

[+ Account Attack

“ cancel

3. Import and Export Configuration
You can import and export the Alert whitelist configuration in the .xlIsx file.

Import File:

Browse

Select a xlsx file Sample File
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Export File:

Security Whitelist Audit Whitelist

| Alert Whitelist | Weakness Scan Whitelist

@ Add ¥ Import ¥ Export

MNo. SrclP Src Type Dst IP Dst Type

1 192.168.20.1-19...

Dst

LNnoTE

1. There is a one-to-one correspondence between the types of alerts on the page and the

types of threats in the Security Incidents/Security Alert in the handling center.

2. Multi-condition combination, the whitelist will only take effect after each condition is hit.

Weakness Scan Whitelist

Under the Weakness Scan Whitelist sub-tab, click Add to enter the new Weakness

Scan Whitelist page, enter the IP address, URL, username, rule ID, asset group, risk

type, and other information, and click OK, as shown below.

Add Whitelist Entry »
*IP Address:
URL:
g
Username:
Rule ID:
* Asset Group: A G
* Risk Type: Exploit Improper Configuration
‘Weak Password Unencrypted Web Traffic
Remarks:
s

Import and Export

Version 01 (May 30, 2024)

182



Sangfor Cyber Command V3.0.92 User Manual

You can import and export the Weakness Scan Whitelist configuration in the .xIsx
file.

Import file:

Browse

Select a xlsx file Sample File

Export File:

Security Whitelist Audit Whitelist

Alert Whitelist | Vileakness Scan Whitelist |

© Add i Import &> Export Delsis (* Refresh

Mo.  IP Address URL Username

Audit Whitelist

The audit whitelist scenario is suitable for whitening logs at the traffic level. The
whitelisted IP addresses will not generate logs. Else, it will generate Security Alerts

and Security Incidents.

On the System > Security Capabilities > Whitelist page, under the Audit Whitelist
sub-tab, click Add to enter the Add Whitelist Entry dialog box. Next, fill in the

source IP, destination IP, log type, and other information, as shown below.
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Add Whitelist Entry *

specified, the whitelist will take effect only when all the

W oA

platform.

Src IP: @
Src Port: Multiple source ports can be s cor

Dst IP: @
Dst Port: Separate ports with comma

Log Type: All v
Remarks:

In the Risk Type drop-down list, you can perform a fuzzy search based on keywords,
as shown in the figure below.
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Add Whitelist Entry b4
* |P Address: e.g., 192.168.8.80 or 20051 o
URL: One entry per row, e.g., give.163.com/login
s
Username: @
Rule 10z 3]
= Asset Group: Al
* Risk Type: =I| semney
. All
R Internal IP Range
Demo Environment
Production Environment
Testing Environment
bs el

e Source IP: After being added, the data with this IP as the source will not be

recorded in the log.

o Destination IP: After being added, the data of the destination IP will not

be recorded in the log.
e Log type: The category of the matched log.
e Remarks: Fill in the remark information.
Import and Export Configuration

You can import and export the Audit whitelist configuration in the .xIsx format.

Import File:

Browse

Select a xlsx file Sample File

Export File:
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Security Whitelist Audit Whitelist
@ Add ¥ Import (* Refrash
MNo.  SrclP Src Port Dst IP

LLINOTE

1. Once the IP has been whitelisted, the system will filter the matched traffic data.

File Detection

The File Detection function page corresponds to the Detection > Threats > File

Threat function module, as shown in the figure below.

File Threats

The administrator can adjust the file detection settings, including file analysis size
(maximum 20MB), recognized protocol type, selected detection engine, etc., as

shown in the following figure.

File Detection

File Size: 20 ME (20 MB or less)
Protocol: HTTP FTP SME SMTP POP3 IMAP
Engine (@r Sangfor WebShellKiller

Sangfor Malicious Script Analytics

Sangfor Engine-Zero
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Select the required protocol types: HTTP, FTP, SMB, SMTP, POP3, IMAP.

Detection engines include Sangfor WebshellKiller, Sangfor Malicious Script

Analytics, and Sangfor Engine-Zero.

Weak Password Rules

The Weak Password Rules correspond to the Asset > Weakness > Weak Password

functional module, as shown below.

Weak Password

i i

The weak password configuration is divided into default rules and custom rules. The
built-in rules identify and detect all applications (web and non-web). The figure below

shows that the default rules cannot be edited, modified, or deleted by default.

Custom Weak Password

Weak Password Rules

Click the New button to enter the custom weak password rule. The custom weak
password rule is mainly for web applications. You need to specify the effective
domain name, conditions, account whitelist, password whitelist, weak password,

etc., as shown below.
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Add Rule

Rule Name:

* Domain Name:

Conditions @

8 characters

2 ~ factors, and = 15 characters (3
Alphabetical order @

Same as username

Blank web-access password (&

Account Whitelist:

Password Whitelist:

Weak Passwords:

7S

Rule Name: The name of the custom weak password database.

Domain Name: The domain name/URL to which the rule applies, for

example, http://xxx:80/a/b/c?1=1

Among them, HTTP:// belongs to the request protocol of the traffic, xxx
belongs to the host address, which can be a domain name or hostname or
IP, 80 connected with: belongs to the port, /a/b/c belongs to the resource

path, and 1= connected with? 1 is a parameter.

The rule needs to be configured with the domain name's content by

referring to the host value in the request traffic.

Conditions: including minimum password length, number of character
types and digits, alphabetical order, same as username and Blank web-

access password.
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e Account Whitelist: If the weak password obtained through product-side

analysis does not meet the customer's business scenario/actual status.

e Weak Passwords: In the case of a small number, you can fill in the blank
directly, or you can import in .txt format. Click Import File, as shown in the
figure

below.

- s
Password Whitelist:

LLINOTE

1. For custom weak password rules, and associated web domains/URLs, the maximum

number does not exceed 50.

2. Priority order: The priority of the custom weak password rule is higher than the default

rule. It is to match the custom rule first and then the default rule.

Custom Web Login Result

Go to System > Security Capabilities > Weak Password Rules and select the

Custom Web Login Result sub-tab.
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Weak Password Rules

Custom Web Login Result

* UEBA Leaming Rules 0

No. Generated At

C Rafesh

Respanse Status Code  Response Farmat

C Retresn

WEB login results are divided into Rule for Login Success and Rules for Login

Failure. The web login success and login failure information identified by Cyber

Command in the customer’s actual network is different from the real situation of the

business.

Therefore, manual correction is carried out based on HTTP. The protocol's two types

of Respond Status Codes, are carried out by matching the content of the successful

login, the server IP address, etc., as shown in the figure below.

Add Rule for Login Success

X

| * Response Status Code:

* Response Format: HTML -
URL:
@
s
* Search Term: 0
* Server IP:
* Asset Group: All -

o
A
m
@
1
T
o
a
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Add Rule for Login Failure

* Response Format:

URL:

*Search Term:

*Server IP:

* Asset Group:

Save and Add

* Response Status Code:

200

HTML

One URL per line

All

=]
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4 Attachments

4.1 Attachment

The deployment description in the special scenario includes the DNS, AD, and DHCP

environments.

4.1.1 DNS Environment

In{ernet
]
]
Ordinary traffic I
DNS traffic  =-=.=
Image traffic
‘L
SIS: 192.168.1.100

- -

-

Server Area: User Area:

192.168.200.0/24

192.168.20.0/24

DNS server
192.168.200.100/24

Switch interface: g0/0/1

Switch interface: g0/0/2
Switch interface: g0/0/3

Notes: When the STA receives image data that is the proxy of the LAN DNS, it

identifies the DNS as a risky host or business system and, therefore, cannot locate

the actual risky service.

Logic: Image the data before the proxy of LAN DNS from the PC (or business system)
to LAN DNS. Capture the address of LAN DNS and the data packet of the 53 port.

e If the IP address of LAN DNS is both the source and the destination, add
the DNS to the global whitelist.

e Ifthe IP address of LAN DNS is only the source, it indicates that the imaged

data only includes proxy data, and the data shall be imaged again.

e If the IP address of LAN DNS is only the destination, it indicates that the

data is imaged correctly.
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e Then add the DNS to the whitelist. (Also, add the IP address of the scanner
to the whitelist.)

Configuration Steps:

Method I: Add the IP address of DNS into Audit Whitelist. (Recommended)

Whitelists

Security Whitelist ~ Audit Whitelist

© Add ¥ Import & Export ' Refresh
No. Srclp Src Port Dstip DstPort Rule Match Time Added Remarks op..
1 10251251251, 192.168.20.189 Log Type: All s s Pl |
2 10.251.251.251, 192.168.20.189 Log Type: All - s £ m
3 102168.1.201 Log Type: All % ts |
& - 192.168.1.201 Log Type: All - s |

Method II: Add the IP address of Audit Whitelist.

Whitelists

Traffic that matche: ill not be audited.

fogs that matches

itelst: No alerts or inci Il be generated for

ered based on the st first and then the security whitelist rot whitelisted is then analyzed, and alerts are generated.

Security Whitelist Audit Whitelist

© aw o mpot @ Export C Refresh

No. Srclp Src Port Dstip DstPort Rule Match Time Added Remarks op..

1 10251.251.251, 192.168.20.189 Log Type: All - s £ m
2 10.251.251.251, 192.168.20.189 Log Type: All - s |
3 192168.1.201 Log Type: All - s £ W
£ = 192168.1.201 Log Type: All = ts 21
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4.1.2 HCI Environment

Int'ernet
1

Ordinary traffic

DNS traffic - ——-

Image traffic

a AD
T TS - 192.168.200.100/24

Switch interface: g0/0/1

> Switch interface: g0/0/2
Switch interface: g0/0/3

o5 5

Server Area:

User area:
192.168.200.0/24 192.168.20.0/24

Deployment of AD in a single-arm mode transfers the IP addresses of the public

network to those of AD.
Logic:

e Itis recommended that the STA's image traffic be the traffic between the
server and AD, through which risky servers can be recognized. However,
the risky hosts cannot be located when the STA is deployed between the
AD and the Internet.

e Itis recommended to enable the XFF field to detect launched attacks and

recognize a source IP address of WAF attacks on the STA using the XFF.

(((((

4.1.3 DHCP Environment
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Internet

Ordinary traffic

Image traffic

# Internet access control
-

Configure the core switch with DHCP,
through which users obtain the IP address
to access the Internet.

SIS: 192.168.1.100

STA: 192.168.1.101
Switch interface: g0/0/1

Switch interface: g0/0/2

' Switch interface: g0/0/3

Server area: User area:
192.168.200.0/24 192.168.20.0/24

As shown above, if a security issue occurs on the endpoint user’s part, the specific
endpoint with the security issue cannot be located due to DHCP's dynamic

provisioning of IP addresses.
Solution:

If the DHCP lease time is set as one week, it indicates that the lease time is

prolonged, i.e., the user’s IP address is indirectly bound.

By correlating Cyber Command with IAG, the IAG uploads a username to Cyber
Command. The security issue corresponds to the username on IAG because the risky

endpoints can be confirmed without changing the username.

A

When IAG is configured with globally excluded IP addresses, the excluded domain names

automatically initiate a DNS request.

The excluded IP addresses automatically initiate a request to search for the domain names.
It is related to the validity of the mechanism with which IAG automatically detects the
globally excluded IP addresses. As this may result in the C&C communication behavior of
IAG being identified by Cyber Command, it is required to add IAG's IP addresses to the

global whitelist of Cyber Command.

The configuration is as follows:

IAG should be updated to version 11.X, or above. Or add a corresponding patch

using version IAG 12.0.5 or IAG 12.0.6 to release the correlation policy.

IAG Configuration:
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Navigation

L 7 * MS AD Domain User credentials stared on any Sangfor appliances could be shared, including credentials from lncal user database,
external a ation server and SMS server, and 550 or USB key Information.
» Objects » Radius
- Users » Proxy () Rece er credentials from other Sangfor appliances
T fop Shared key + @
+ Authentication Policy
» Web

HEcamat Lt S ST by Earar @ Send user credentials to ather Sangfor appliances

» single Sign-on e Forward Cradentias To:

. B AR -

Custom Webpage = (192, % 0/24;% 192,18 5,188:1775;%;

¥ Irkamal Portal Servar: » Database 192,109 1024192, 0% B.18:1775/%

— Tl

CCOM IP address

b secean it
phEandwideh Mt

» Endpoint Device.

Y Samety,

» System

e

Cyber Command configuration:

Internet Access Gateway
Sangfor 1AG
19216811

O Earlier than 12027 ) 12.0.27 or Later

Q STA and NGAF can be connected without

being configured on Cyber Command.

e Online Conditions: When logging in, the IAG user shall adopt password
authentication because single sign-on information will not be sent to Cyber

Command when password authentication is not performed.

e Online Effect: The device is online when IAG appears on the interface.
However, the IAG does not upload the behavior logs, so all items are

displayed as (-).

) Refresh
Total Logs (today): 0 2 Sangfor devices licensed, 8 licenses remaining (not count in STA, Visioner, file reputation & threat analytics system)
STA = Endpoint Secure @ 1AM
® Online: 1 pes. ® Offline: 0 pes = ®Online: 1 pcs. = Offline: 0 pes ® Connected: 1 pcs = Offline: 0 pes
Today's Log Sync: 0 Today's Log Sync: 0 N/A (sync not supported)
]
+ New X Delete €Q Refresh 1AM o
[ Mo. Name(PAdd Type - IPAddress Licensed ©  Sync Mode Today's Lag Total Log'Syi Today's Log  Last Synced © Status © Alarms(30d Operation
IAM is found in 1 entries Cancel
O 1 SANGFOR .. Internet..  192.168..  licenses.. - = = = = = o
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